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Introduction/purpose: The paper provides a review of recent research in the field of GPS
and ADS-B spoofing. Systems that rely on satellite positioning technology can be tar-
geted by spoofing in order to generate incorrect positioning/timing, which is accom-
plished by inserting false signals into the "victim's" receiver. Attackers try to insert false
positioning information into systems that, for example, provide navigation of airplanes
or drones for the purpose of hijacking or distracting security/safety in airspace surveil-
lance. New concepts of navigation and ATC will thus be necessary. Methods: Using a
scientific approach, the paper gives an evaluation of GPS and ADS-B spoofing/antispoof-
ing and how spoofing affects the cyber security of aviation systems. Results: Based on
the methodological analysis used, the importance of studying spoofing/anti-spoofing in
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aviation is shown. Conclusion: Although spoofing in aviation is only a potential threat,
its technical feasibility is realistic and its potential is considerable; it becomes more flex-
ible and cheaper due to very rapid advancement of SDR technologies. The real risk, in
the time to come, are potential spoofing attacks that could occur from the air, using
p y drones. However, aircraft systems are not exposed to spoofing without any defense;
C oln

receivers can detect it by applying various anti-spufing techniques. Also, pilots are able
\cl1€ J to detect and solve problems at every stage of the flight. However, due to a possibility
of more sophisticated spoofing attacks, international organizations such as ICAO are
proactively working to increase GPS and ADS-B systems robustness on spoofing.

ADS-B; aviation; GPS; radio-frequency interference; spoofing; antispoofing

The modern aerospace system relies heavily on the use of a number of wireless technologies necessary
for the safe and secure operation of this very complex system. Thus, communication between air traffic
controllers (ATC) and pilots is realized via VHF (30-300 MHz) radio frequency (RF) channels. The use of
the ADS-B (Automatic Dependent Surveillance-Broadcast) wireless communication protocol or the
GNSS (Global Navigation Satellite System), as an integral part of the ADS-B, allows the broadcasting of
status data (aircraft position, speed, call sign, etc.), while Primary Surveillance Radar and Secondary
Surveillance Radar allow locating aircraft and provide relevant information to air traffic controllers. The
TCAS (Traffic Alert and Collision Avoidance System), independent of the air traffic control system, ena-
bles the detection and warning of potential collisions of aircraft with other aircraft in the air. In addition
to the possibility of verbal communication, aircraft usually have the ACARS system (Aircraft Communi-
cations, Addressing and Reporting System) which uses RF communication channels, enabling the send-
ing of automated messages in both directions, by aircraft as well as aircraft and other aircraft entities.
Also, many radio navigation systems, such as the GPS (Global Position System), the VOR (VHF Omnidi-
rectional Radio Range), the DME (Distance Measuring Equipment) and the ILS (Instrument Landing Sys-
tem), play key roles in different phases of aircraft flight.

Systems based on satellite positioning techniques, such as the GPS and the ADS-B, can be the target of
various attacks, including the socalled spoofing attacks — a sophisticated form of RF interference (RFI)
which makes the receiver believe it is at a false location. During a spoofing attack, a radio transmitter,
a SDR (Software Defined Radio) for example, located nearby, sends fake GPS signals (which mimic
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authentic satellite signals, but with higher power and different time delay compared to authentic sig-
nals)into the target receiver. Thus, "a cheap SDR can make a smartphone believe it's on Mount Everest"

( )-

Regarded as a "hoax", "trick", or "deceive" in the IT world, the term, spoof/spoofing has also been used
in the aviation field, in recent studies. Related to the structure of the GPS signal (it is public and unlike
military GPS signal, this is not encrypted/authenticated), it would not be difficult/expensive for an ad-
versary to build a system that creates signals that would appear to a receiver to be from GPS satellites.
Transmitting these false signals to receivers may cause them to lock onto the false signals instead of
the authentic satellite signals. Thus, in 2001, the U.S. Department of Transportation assessed the U.S.
transportation infrastructure's vulnerability to civil GPS disruption (

). Their report known as the Volpe report, considers civil GPS spoofing, a dan-
gerous type of intentional interference whereby a GPS receiver is fooled into tracking counterfeit GPS
signals. Spoofing is more sinister than intentional jamming because the targeted receiver cannot detect
a spoofing attack and therefore cannot warn users that its navigation solution is untrustworthy. More-
over, even if not fully successful, spoofing usually will inject hazardously misleading information and
create significant PVT (Position, Velocity, Time) errors. Ever since, civil GPS receivers remain as vulnera-
ble as ever to this threat.

Recent efforts to modernize ATC have mandated the gradual replacement of the existing analogue ra-
dar system with a nextgeneration (NextGen) digital one. Part of this NextGen system is the ADS-B
standard. The ADS-B aims at improving aviation safety by enabling aircraft to broadcast navigation in-
formation. However, the current ADS-B standard does not provide mechanisms for verifying the integ-
rity of navigation broadcasts. Consequently, the ADS-B system is extremely vulnerable to various spoof-
ing attacks ( ). Therefore, concerns about its safety will continue to increase with the
development of ATC and the further popularization and application of the ADS-B.

It should be emphasized that, unlike spoofing attacks from the ground, potential attacks that could be
carried out from the air (the attacker is in the air) are still insufficiently investigated (

), but they represent a real threat. These attacks can be realized with the use of drones, i.e. UAV
(Unmanned Aerial Vehicle), and special attention must be paid to this type of potential attacks. Because
of all this, the OpenSky Network research project collects ADS-B reports and makes them available for
security/safety analysis and development of spoofing attack detection concepts, as well as locating
spoofing devices/sources.

Also, the increasing use of UAV/drones and the GPS for their navigation makes these systems interest-
ing targets for the purpose of hijacking or distracting safety/security in airspace surveillance. Thus, the
normal navigation performance of drones may be limited due to natural signal noise or intentional RFlI,
jamming and spoofing. In particular, as for the spoofing of GPS, military GPS signals are encrypted and
thus cannot be changed ( ), but civilian GPS signals are unencrypted/unauthenticated,
and thus a user can arbitrarily generate or change signals. Namely, by using arbitrarily manipulated sig-
nals, it is possible to make a UAV target deviate from the existing path and lead the UAV to a target
point designated by the spoofer. In recent years, the Federal Aviation Administration (FAA) announced
a plan that the entrance of civilian UAV into the airspace of the US would be permitted by September
2015, and Amazon has been trying to implement a delivery system using drones. In this situation, spoof-
ing could be a serious problem for the operation of UAV. In a hypothetical combat situation, manipulat-
ing the enemy's GPS receiver would mean taking control of the drone or devices that rely on GPS posi-
tioning. For example, in 2018, Russia accused the US of spoofing a drone and redirecting it to attack a
Russian air base in Syria ( ). Also, in the last few years, numerous spoofing incidents have
been recorded in the seas near the Russian border, and it is assumed that the drones were "trans-
ported" to nearby airports. This type of spoofing may have been a defense mechanism for landing spy
drones. Namely, most semiprofessional UAV on the market have a built-in geo-fencing mechanism,
which automatically lowers them to the ground if they approach airports or other areas with restrictive
access.
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Modernization and strengthening of aircraft systems through improvements and innovations in design,
technology and efficiency is opposed by fragility in the field of cyber security. Cyber security threats are
not only an assumption, but some have been realized. An overview of published cyber incidents and
potential vulnerabilities of aircraft systems observed by aviation organizations and researchers/hacker
community (from 1997 to 2019) is given in the paper ( ). For example, the weak-
nesses of the ATC system, by introducing a "ghost-plane” into a flight control system, by mimicking the
ADS-B signal, by using low-cost technology devices, and software, have been pointed out (
)- Then, it was shown that radio navigation systems such as the GPS and the ILS (
) are susceptible to spoofing attacks, and that by spoofing TCAS messages, false messages
can create resolution advisories, which forces pilots to resort to collision avoidance maneuvers.

In addition, until recently, the attitude of civil aviation regarding GNSS spoofing was simple ( ):
"This is not our problem", and this issue was considered to be within the scope of military structures.
However, as more attention is paid to common RFI, the approach to spoofing is changing, which was
partly initiated by the incident at Hanover Airport in 2010 ( ), and which was caused by
the interference of GPS repeaters and thus inadequate positioning of the GNSS system. Today, it is
known that there is a whole range of intermediate stages of spoofing, from incorrectly tuned repeaters,
all the way to what a skilled, but unreasonable person could do by using cheap and widely available
spoofing devices.

Although different parts of the aircraft system are exposed to various attacks, and potentially to spoof-
ing, there are certain security solutions and protocols while different working groups, conferences and
organizations, such as ICAO (International Civil Aviation Organization), RTCA (Radio Technical Commis-
sion for Aeronautics) and EUROCAE (European Organization for Civil Aviation Equipment), continuously
analyze and monitor the development of effective antispoofing detection methods, as well as their
integration into flight control, communication and navigation systems. For example, RTCA has set as a
goal for nextgeneration aeronautical equipment, increasing the security of GNSS to risks in the pres-
ence of threats, including spoofing. Current directions in solving spoofing by RTCA and EUROCAE pri-
marily relate to the introduction of new requirements for the detection of spoofing GNSS systems,
which allows the use of alternative navigation equipment, without significant safety risks (

).

The Global Positioning System (GPS) is satellite navigation, i.e. constellation of satellites that emit RF
waves in order to accurately determine the position on/near the Earth's surface. They were first used
for military purposes (since 1950s), and later (in 1980s) they were made available for wide, civilian use.
A common term for different types of globally used satellite navigation systems is GNSS, such as GPS
(USA), GLONASS (Russia), BEIDOW (China), etc. GNSS is a system that gives pilots, as well as aircraft
systems, precise information about the position of the aircraft, as well as the reference time.

Although the GPS is the only fully operational GNSS "first generation", GLONASS, which covers Russia
and neighboring countries, is also available, while Europe is developing a "second generation" GNSS,
called the Galileo program, which in 2003 was also signed by China. Today, in addition to GNSS, there
are several additional satellite systems, generically called Space Based Augmentation Systems (SBAS)
( ), because they emit additional signals that a particular receiver can decode and use
(along with global GNSS signals) in order to improve positioning performance.

The GPS consists of three segments: space, control” and user.
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The GPS uses satellite transmitters whose locations L} (coordinates, are known (x{,y{ and z{) are
known ( ). Each transmitter is equipped with a very precise synchronized clock
for measuring the exact system time, t5 and emits a navigation signal S;(t), (low auto-/cross-correlation)
which contains timestamps and deviations of the satellite from the predicted trajectory. The signal is
transmitted at speed c.

A receiver V, located at the coordinates L (to be determined) and using an omnidirectional antenna,
will receive the combined signal of all satellites in the range:

Li-L]

(1) gLt = XiAS (t - | )+ n(L,t)

C

Where A; is the attenuation that the signal is undergoing on its way from L$ to L,| I — L | denotes
the Euclidean distance between L? and L, and n(L, t) is background noise.

Due to the properties of the signals S;(t), the receiver can separate the individual terms of sum (equa-

tion (1)) and extract the relative spreading code phase, the satellite ID, and data content using a replica

of the used spreading code. Given the data and relative phase offsets, the receiver can identify the time
LS-L oo . -

delay l‘—c| for each satelite, i.e. "ranges": d; = L — L, from where, knowing the positions of the

transmitter, L?, one can find the 3-dimensional position, L of the receiver.

However, the receiver clock is delayed, i.e. has a time offset, & relative to the exact system time, t5, so
that the receiver gives "pseudoranges":

(2) Rizdi—CXSZdi—A

By measuring the distance from each satellite (at least four) and solving the system of nonlinear equa-
tions (2) for both L and §, precise data (position and time) are obtained and then used used for naviga-
tion, positioning and accurate time distribution.

Today, GNSS receivers are very cheap and compact devices, and are widely used in various systems (e.g.
SCADA), in mobile phones and in many widely used products. The GNSS design allows three basic mes-
sages to be broadcasted, namely:

e positioning, velocity and time signal,

e precise ephemeris data, which determine the exact location of an individual satellite,

e an almanac, which determines the locations and orbits of all satellites in the constellation, to-
gether with information on the status of the selected tracking satellite.

All types of GNSS satellites broadcast on at least 2 bands: on the frequency L1—encrypted military code,
the so-called P(Y) and unencrypted civil code (C/A), as well as frequency L2 (repeat P(Y) code). So, all
satellites broadcast on 2 frequencies: 1575.42 MHz and 1227.6 MHz. As the GPS uses a wide range of
techniques, the so-called multiple code-sharing approach, low-pass message data is encoded by a high-
level pseudo-random sequence which is different for each satellite. Thus, the receiver can distinguish
signals (PRN codes) coming from different satellites and message data is transmitted at a speed of 50
bit/s.

Two different encodings are used ( )( ), i.e. two PRN codes: Coarse/Ac-
quisition (C/A) code (so-called gold code) on 1.023 MHz and precision (P(Y)) on 10.23 MHz. The signals
are modulated to a carrier signal, L1 and L2, by the binary phase shift keying method which encodes 1
bit per phase shift ( ). Carrier L1is modulated with both C/A and P codes, while L2 is modulated
only with P code; the C/A code is public and used by civilian GPS receivers, while the P code can be
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encrypted, and is only available to military equipment with the appropriate description key. Each L1
signal is composed of a navigation message which provides detailed data on the ephemeris (orbit data)
of the satellite.

L1 Carrier 1575.42 MHz

WAV

C/A Code 1.023 MHz
Nav/System Data 50 Hz

kLo tii L)

P Code 10.23 MHz

L1 civilian signal

L2 Carrier 1227.6 MHz

VAN,

L2 military only signal

Figure 1.

Structure of a GPS signal (Warner & Johnston, 2002, p.20)
Puc. 1

CTpyKTypa curHana GPS (Warner & Johnston, 2002, p.20)
Camka 1

CrpykTypa IMC curHana (Warner & Johnston, 2002, p.20)

ICAO and EUROCAE are developing standards for the next generation of GNSS in civil aviation (Hegarty
et al, 2015) and promoting a discussion on the evolution of the role of the GNSS in aviation, while en-
couraging the necessary technical and technological development (Berz, 2018). Thus, ICAO has pub-
lished a version (for verification and validation) of the concept of operations for the use of the Dual-
Frequency Multi-Constellation (DFMC) GNSS in aviation (ICAO, 2018), the final version of which should
be completed by 2022, while the Minimum Operational Performance Standard (MOPS) for GPS and Gal-
ileo on the frequency bands L1/E1 and L5/E5a, is in the process of defining. The DFMC GNSS is expected
to replace the current single-frequency GPS L1-C/A in future civil aviation regulations. Other evolution-
ary concepts involving the prominence use of the GNSS include the following systems: Advanced Re-
ceiver Autonomous Integrity Monitoring (ARAIM), Airbone Separation Assurance System (ASAS) (Sky-
Brary, 2020) and Multidimensional trajectory management (Enea & Porretta, 2012).

GPS SPOOFING BASICS

GNSS vulnerabilities (Morales-Ferre et al, 2020) in connection with RFI cause concern and special atten-
tion in the field of aviation, i.e. incidents of disappearance of GPS signals in civilian aircraft (especially in
areas with political tensions, e.g., Southeast Mediterranean, Black Sea-Caspian Sea axes and Mideast-
Canada and the USA via North Pole through Russian airspace) or nearby airports. The reasons for this
can be different, such as solar storms, military exercises, etc., but also intentionally provoked RFl, i.e.
jamming (EUROCONTROL, 2019). Near airports, uninformed personal privacy devices could also be the
cause of GPS jamming. Consequently, jamming can be considered as a realistic and threatening kind of
interference. On the other hand, spoofing is a more subtle and potentially even more dangerous threat,
where an ensemble of counterfeit GNSS-like signals are injected into a victim receiver with the purpose
of inducing a wrong positioning or timing provision of measure (Nicola et al, 2020). Hence, a much more
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subtle and dangerous form of a GNSS threat is spoofing, in which false signals are inserted/planted into
the “victim’s” receiver for the purpose of mispositioning or timing.

Although GNSS spoofing is a potential threat (there are still a few confirmed reports of their exploita-
tion in civil aviation), the technical feasibility of spoofing is realistic, and its potential is great. A notice-
able difference between legitimate satellite signals and a spoofing signal can be a discrepancy in time,
signal direction, intensity, Doppler shift, or the magnitude of the signal-to-noise ratio. However, most
receivers are not equipped to detect these differences. Research in this area (

) shows that almost every device that uses a civilian GPS signal is vulnerable to spoofing, and the
application of spoofing becomes more flexible and cheaper due to the very rapid progress of SDR tech-
nologies.

I 143 IN

The case of interference at Hanover Airport (in 2010), is an example of real “unintentional” spoofing
( ), which shows that the detection/fimmediate warning of GNSS spoofing is a necessary
countermeasure to ensure airport safety and security. Namely, a plane which was located near the
threshold of the runway of Hanover Airport, and whose aircraft systems functioned according to the
repertoire signals for testing the avionics of business planes in the hangar near the threshold of the
runway, had the wrong GPS position during the taxiing and takeoff phase. This scenario, although sim-
ple, can be used as a starting point for testing a GNSS receiver or any hardware that depends on precise
positioning or time data provided by the receiver. Then, during the FAA's installation of a new GPS-
based aircraft landing system at Newark International Airport in 2010, it was observed that ground-
based GPS receivers (used to assist GPS receivers on the approaching aircraft) also had several inter-
ruptions, almost every day. Also, it was previously reported to the FAA (July, 2003) that the switched-
on mobile phone simultaneously affected the operation of three different aircraft GPS receivers, caus-
ing a complete signal loss; all three GPS receivers used three different antennas, installed on a small
plane, and a mobile phone was turned on (without making the call), during the incident, as well as sub-
sequent testing ( ).

The use of the GNSS in aircraft landing and take-off procedures causes the aircraft system to be vulner-
able to spoofing. Most commercial aircraft still primarily use the ILS, but there is also a noticeable in-
crease in interest in using the fully automatic landing system, the GBAS (Ground Based Augmentation
System), especially in Europe and Russia. However, the introduction of this system, as an international
standard, has been slowed down due to the fact that the GBAS system is not authenticated and can be
spoofed. As most GNSS receivers used for the GBAS are positioned on the ground (airports), the height
of each aircraft can be spoofed, which can potentially lead to an accident. Also, interfering (accidentally
or intentionally) with the aircraft's GNSS receiver in approach or departure would be relatively simple
and could lead to significant loss of life.

The use of AGC (Automatic Gain Control) to amplify the GNSS signal, which compensates for the
strength of the fluctuating signal, also leads to the vulnerability of the receiver to spoofing (

). Itis also very important to consider that the receiver does not have the ability to determine
where the signal is coming from (from a locally generated false or legitimate source) since the receiver
antenna is usually located at one point in space: if the receiver is not protected, the spoofing signal can
be inputed directly via the spoofing source. Or, if the spoofer knows the exact location of the target
receiver, then the spoofer signals can be superimposed on the authentic signals. Alternatively, stronger
asynchronous signals can be used, but this way of spoofing is effective only when the receiver is in the
initial phase of operation (reception) or in case it is "forcibly unlocked" by an interfering signal.

There are different forms of GPS signal spoofing, and they can be classified in different ways, such as
according to the level of complexation ( ), to simplified, intermediate and sophis-
ticated, or based on their characteristics, to synchronized (spoofing attack in which the false signal is
synchronized with authentic GNSS signals) and unsynchronized.
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Thus, in the simplest form of spoofing attacks, the receiver (in tracking mode) can receive a false signal
when it loses the reception of the signal from the satellite, so that it can be "locked", i.e. swished to the
mode of receiving the spoofing signal. The signals are usually not synchronized with the original signals,
which allows the use of simple commercial (COTS) components. Detection of this type of spoofing is
relatively simple - the lack of signal synchronization would cause a sudden jump in output signals re-
lated to the position of the receiver and time. Also, if the spoofing signals are high, then the monitoring
receiver could potentially detect increased activity in the GNSS frequency bands. In a medium-strength
(intermediate) spoofing attack, a kind of GNSS simulator is used to produce counterfeit GNSS signals,
but they are synchronized with GNSS signals coming from the satellite. Such an attack includes the
known location (and path) of the "attacked" receiver, relative to the receiver antenna, to ensure that
the false, pseudo-signal band is "aligned" with the authentic codes at the position of the attacked re-
ceiver. When the receiver is in the tracking mode, and at the beginning of the attack, the false signals
are well enough aligned with the authentic ones, so that the spoofer can take control by gradually in-
creasing the power and successively adjusting the signal. Detection on the target receiver is almost
impossible, except when a large number of antennas are used to estimate the signal arrival direction.
A more complex version of intermediate spoofing is sophisticated spoofing in which multiple coordi-
nated "intermediate spoofers" could be used to replicate the content and "align" GNSS signals, as well
as their spatial distribution, making this form of attack more difficult to detect. However, in this type of
attack, the receiver for monitoring at another location (allocated) is likely to have a sharp increase in
the value of the output signals related to the position of the receiver and time, since its position differs
from the position of the target receiver. Also, if the spoofing signals are high, then the allocated moni-
toring receiver could potentially detect increased activity in the GNSS frequency bands.

Numerous methods of spoofing detection and mitigation of spoofing attacks on GNSS (
) are proposed such as AGC surveillance, SNR (signal to noise ratio) monitoring, con-

sistency checking of PVT, cryptographic methods ( ), and monitoring of the correla-
tion function of signals and multiple peaks ( ). For example, one of the suggested
methods is based on checking whether the received signals are modulated with the military P(Y) code,
which is usually absent in spoofing signals ( ). Despite being effective, this solution uses

two receivers and requires that one of them be protected from spoofing, which is not always possible.
In general, the effectiveness of the proposed antispoofing method depends on the level of sophistica-
tion of the device for generating false signals, i.e. scenarios of spoofing attacks, and tests in this area
are performed to find sensitive, fast, robust, and reliable methods for detecting spoofing. As most
spoofing scenarios use a single antenna to transmit counterfeit signals, the spatial characteristics of
false signals differ from the characteristics of authentic GPS signals. Therefore, anti-spoofing tech-
niques based on spatial signal processing can be used as generics, and simulations and tests show that
they are very effective in detecting spoofing ( )-

In aviation, specific requirements for recording all GNSS data relevant to GNSS operations are detailed
in the ICAO Guidelines ( ). The State is the lead authority for approving GNSS-based opera-
tions and should ensure that GNSS data relevant to those operations are recorded, as well as support
periodic confirmation that accuracy, integrity, continuity, and availability are maintained within the lim-
its required for approved operations. Airport control towers and units providing access control services
must have data/information on the operational status of airport radio navigation systems, which is es-
sential for the approach, landing and take-off of aircraft. The performance of all navigation systems
must be in accordance with the requirements of the ICAO GNSS Signal in Space Performance Require-
ments ( ).

The Automatic Dependent Surveillance - Broadcast (ADS-B) is a modern technological system which
combines the existing technical solutions in the field of telecommunications, navigation, and airspace
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surveillance ( ). Itis an integral part of the FAA project NextGen and Eurocontrol CASCADE pro-
gram which should improve the air traffic system in terms of safety, economy, automation, ecology,
etc. The special importance of ADS-B technology is emphasized by the allocation of a special category
21 ASTERIX protocol for the exchange of information on aircraft ( ).

The ADS-B system automatically delivers the necessary data to users (both on the ground and in the
air). Its integral part is the GNSS, so that the ADS-B system depends on the accuracy of the positioning
system. The ADS-B standard regulates the exchange of broadcast messages between aircraft and ATC
ground stations. It can work as a transmitter (ADS-B Out) or a receiver (ADS-B In). The ADS-B In allows
the aircraft to receive data which is displayed on the CDTI (Cockpit Display of Traffic Information) inter-
faces (most often, MFD’ and EFB" devices), and which are emitted by other aircraft positioned in a rel-
atively close environment. The same information is used for TCAS systems. Within the ADS-B Out sys-
tem, the status information of the aircraft is handed over.

The ADS-B system consists of three interdependent components:

e ground infrastructure (GBT stations’ and antenna system),
e aircraft equipment (ADS-B specialized transponder, GPS, receiver, altimeter, CDTI', etc.),
e operational procedures (regulatory basis for the implementation and use of the ADS-B system).

Communication within the ADS-B is realized by using the radio system according to standardized com-
munication protocols, such as 1090 MHz extended squitter (1090-ES), 987 MHz Universal Access Trans-
ceiver (UAT) and VHF Datalink Mode 4 (VDL-M4), which will be used depends on the type of aircraft (in
accordance with the FAA guidelines). Each ADS-B message contains an 8 ps preamble for synchroniza-
tion and a 56-bit (short) or 112-bit (extended) data block. Thus, an extended ADS-B message has 112 bits
which are transmitted using 1090 MHz (“extended squat”) data links ( ). The ADS-B protocol
format with a 112-bit message frames contain a preamble (8.0 ps), which is used to synchronize trans-
mitters and receivers and 112-bit payload which consists of five segments. The first, 5-bit segment con-
tains telecommunication transmission data and refers to the downlink format used to encode broad-
cast messages, the second, 3-bit segment is the field of choice, while the third, 24-bit segment contains
a unique aircraft address. The next 56 bits (ADS-B data) refer to sub-segment data such as flight identi-
fication (call sign), position (latitude/longitude), position accuracy, barometric and geometric height,
vertical velocity, trajectory angle, and ground spead ( )- ADS-B messages are not
encrypted: the last 24 bits include a parity check that detects and corrects transmission errors in the
messages. ADS-B frames are modulated by pulse modulation with a pulse length of 1 ps. As the ADS-B
protocol transmits data at a speed of 1 Mbit/s, the total duration of the ADS-B extended message is 120
ps (including the preamble).

The risks faced by the ADS-B system are essentially related to communications realized by RF waves,
i.e. they are related to the fact that messages are transmitted as text and have no encryption. Because
of that, they are the main targets of malicious hackers ( ). Thus, the security
risks faced by the ADS-B relate to ATC-aircraft connections, and if they are not secure, ADS-B messages
may be hacked by authorized/unauthorized persons, especially when messages containing sensitive in-
formation are interrupted or eavesdropped.

Attacks on the ADS-B, which can have different levels of impact on aircraft systems, include eavesdrop-
ping, jamming, message insertion, message deletion, and message modification ( ) (

).
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Table 1. Different types of attacs on the ADS-B system ( )
Ta6/mua 1. Pas/nyHble TUMbI aTak Ha cuctemy ADS-B ( )
Tabesa 1. Pa3imunte BpcTe Hanaga Ha AAC-B cuctem ( )
Attack Purpose of attack Way of attack
type
Eaves- Eave‘sdrop Qperatlng status infor Obtain ADS-B data of the corresponding airspace
. mation of aircraft (aircraft recon-
dropping . through ADS-B In
naissance)
; Jam the transmission of an ADS-B By using an ADS-B transmitting device with sufficient
Jamming . e . ; . .
message in a specific airspace high transmit power in the relevant frequency band
Inject fake aircraft into a specific By using a transmitting device with sufficient high
Message flight scenario, confusing ATC sys-  transmit power in the relevant frequency band and
injection  tems (aircraft target ghost injec- capable of generating correct modulation and con-
tion/flooding) forming to the ADS-B message format
Delet I of the infor- . . .
Message © e. ¢ some .or . .O e tntor By implementation at the physical layer through con-
; mation contained in a message . .o
deletion . . structive/destructive interference
(aircraft disapperance)
Message Modifify the information contained Realized by overshadowing and bit-flipping at the
modifica- in a message (virtual trajectory physical layer of the system and can also be achieved
tion modification) by combining two attack methods

Thus, eavesdropping causes minimal damage, because it does not directly damage the ATC system,
while deleting messages affects the aircraft surveillance system (the aircraft temporarily disappears
from the ATC map), but the aircraft can be identified by radar or multilateral systems. Message modifi-
cation is a typical "spoofing" attack and has a major impact on the ATC system. For example, a spoofing
attack, the so-called "boiled frog" ( ), refers to a situation in which an attacker con-
tinuously, but to a small extent, changes the information about the position of the aircraft in the CSDP
messages. In this case, it is difficult for surveillance technologies such as radar surveillance systems and
positioning, to detect small differences which are within the accuracy of adjustment, resulting in inac-
curate control of aircraft by air traffic control, as well as delayed system response to prevent collision
in the air.

A spoofing attack on the ADS-B refers to an attack by modifying ADS-B messages, which is realized by
inserting fake/falsified messages. It can be considered as an attack from both the ground and the air.
An illustration of two different types of spoofing attacks on the ADS-B is given in ; namely, a
spoofing attack by inserting messages and a spoofing attack on the ground station. In the first type of
attack, the attacker uses a cheap SDR to re-broadcast a previously recorded message (so-called repeat
attacks) or to transmit a newly generated and correctly modulated fake message (attack by introducing
a ghost plane). The main goal of the attack is to falsify the presence of the non-existent, i.e. aircraft-
ghost and to cause confusion of the ATC system. In the second type of attack, the attacker modifies the
ICAO address in the ADS-B messages using the ADS-B transponder in the air posing as a known/reliable
aircraft, thus bypassing surveillance.

Thus, depending on the way the spoofed messages are generated, ADS-B spoofing attacks can be di-
vided into three types ( ):
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e message or IQ data’ replay attack,
e ghost aircraft injection attack, and
e aircraft spoofing attack.

Authentic aircraft Aircraft-Based Attack
W Actual ICAO: "CCCCCC”

ICAO: "AAAAAA"

Data: {position,

speed...}

Aircraft Spoofing Attack
I ICAO: "DDDDDD" |

Ghost Aircraft Injection Attach Data: {position, speed...}

( ICAO: "BBBBBB”
Data: {position, ...}

ADS-B g
receiver > /

Message/lQ Data Replay Attack ( Proposed | Alr Traffic
‘D_' S[s)R-Base ICAO: "AAAAAA" 2DS:B Dsete(t:tion | Control
poofer Data: {position, speed...} ySiens g Flagged System
Ground-base attacker Ground station
Figure 2.
lllustration of two types of attacks on the ADS-B: the ground-based attack, using a SDR spoofer and an aircraft-based
attack where the attacker uses an ADS-B transponder with a changed ICAO address ( )
Puc. 2
NantocTpayma AByx TMNOB aTakm Ha ADS-B: HazemHaA aTaka ¢ ucnosib3osaHnem cnydepa SDR v Bo3gyLuHaA ataka, npu
KOTOPOW 3/10yMbILL/IEHHUK UCTIO/b3YeT TpaHcrnoHaep ADS-B ¢ uamereHHbim agpecom ICAO ( )
CmKa 2
Mnyctpauuja aBe BpcTe Hanaga Ha AAC-b: Hanag, ca 3emsbe, kopuwherwem CAP cnydepa v Hanag, 13 BasAyLwHOr
npoctopa (aB1oHa), npu Yemy Hanagad kopuctu AAC-Bb TpaHcnoHaep ¢ uamerseHom MUAO agpecom ( )

Inamessage/IQ data replay attack, an attacker from the ground records the content of the messages/IQ
data of the received authentic ADS-B messages using an SDR, and then transmits the same messages
at a later time without changing the message content. This attack is very sophisticated, because the
recorded 1Q data contains a lot of information, such as those related to the Doppler effect, the trans-
mitter characteristics, and the channel characteristics, which is difficult to mimic otherwise. In a ghost
aircraft injection attack, a ground-based attacker, using an SDR device, transmits fake ADS-B messages
with arbitrary content of its choice. In particular, an attacker can simulate the trajectories of non-exist-
ent aircraft ("ghosts") and generate appropriate ADS-B messages by carefully selecting Doppler dis-
placements, thus making these "aircrafts-ghosts" visible to earth stations. In an aircraft spoofing attack,
an aircraft-based attacker (malicious aircraft) attempts to masquerade as a known or trusted aircraft
by spoofing the ICAO address and hide its true identity. Since the aircraft is physically present, the mas-
querading attack will not be detected even if the secondary radar surveillance system is deployed

To detect spoofing, i.e. for the protection of wireless ADS-B communication, various security methods
have been proposed, based on the existing cryptographic techniques ( ;

). An alternative to this are necryptographic approaches which are based on signal separation
(PHY-layer signal separation) ( ), time and position verification ( )
Doppler shift ( ), etc. The most recently developed methods for ADS-B system spoof-
ing detection are based on the predictions of mathematically set models and network analysis. One of
these is the method based on a SODA-DNN (Deep Neural Network) spoofing detector ( ),
whose application allows the detection of spoofing attacks with a very high probability and a very small
proportion of false alarms, which is a significant improvement over other state-of-the-art detectors.

Systems based on satellite positioning techniques, such as the GNSS and the ADS-B, can be targets of
various attacks, including the so-called spoofing attacks — a sophisticated form of attack in which false
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signals (which imitate authentic satellite signals, but with higher power and different time delay in re-
lation to authentic signals) are emitted. As a result, aircraft will send incorrect information about their
position.

One of the most important steps in the modernization of ATC is the transition to the ADS-B wireless
communication protocol, of which the GNSS is an integral part. In addition to its advantages, the ADS-
B system also has several very important disadvantages, such as dependence on the satellite navigation
system (which can be physically damaged, corrupt, or subject to interference) and a very simple proto-
col, which does not provide full authentication and encryption. All this increases the vulnerability of the
ADS-B system to various types of cyber attacks, such as RFl, including spoofing, i.e. deliberately induc-
ing RFI.

Also, the role of GPS/GNSS is constantly increasing, due to the increase in the use of UAV/drones, which
is why new concepts of navigation and ATC will be necessary in a "crowded sky" situation, where many
unmanned aerial vehicles will share airspace with crews. On the other hand, the increasing use of
drones and the GPS for their navigation makes these systems interesting targets for the purpose of
hijacking or distracting security/safety in airspace surveillance.

Although the spoofing of the GNSS system is a potential threat - there are still no confirmed reports of
their exploitation in civil aviation, the technical feasibility of spoofing is realistic and the potential is
great. Research in this area shows that almost every device that uses L1 civilian GPS is vulnerable to
spoofing, and the application of spoofing is becoming more flexible and cheaper due to the very rapid
advancement of SDR technology. Therefore, the issues of detection and prevention of spoofing attract
the attention of researchers in the field of cyber security, and due to possible more sophisticated spoof-
ing terrorist attacks on the aircraft system, ICAO, RTCA and EUROCAE are proactive in improving the
robustness of GPS/GNSS to RFI.

However, the aircraft system is not helplessly exposed to spoofing attacks without any defense; by
applying various anti-spoofing methods, GNSS receivers can detect spoofing by looking for signal anom-
alies or using signals designed to prevent spoofing, and advanced interference mitigation technologies
use signal processing algorithms. Certainly, the effectiveness of the proposed antispooffing method
depends on the level of sophistication of the device for generating false signals, i.e. scenarios of spoof-
ing attacks, and tests in this area are performed in order to find sensitive, fast, as well as robust and
reliable methods for detecting and mitigating spoofing.

'GPS satellites are called NAVSTAR (Navigation Satellite Timing and Ranging).

*Control Center (the main checkpoint is Shriver Military Base, Colorado) checks the satellite condition, position, speed and alti-
tude. The precise trajectory of the satellite isupdated on average every 4 hours and the data on the updated orbits are sent to
the satellites via terrestrial radio antennas.

*MFD - Multifunction Display

*EFB - Electronic Flight Bag

°GBT stations - Ground Based Transceivers stations.

°CDTI - Cockpit Display of Traffic Information

71Q data/signals (samples or quadrature signals), are a pair of periodic signals wich differ in a phase by 90°; designation I, refers
to the in-phase (reference signal), while Q refers to the phase-shifted signal.
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Spufing u avijaciji - bezbednosne pretnje po GPS i ADS-B
sisteme

Sazetak:

Uvod/cilj: U radu su ukratko opisana nedavna istrazivanja u oblasti GPS i ADS-B
spufinga/antispufinga. Ovi sistemi, koji se oslanjaju na tehnologiju satelitskog pozi-
cioniranja, mogu biti meta spufing napada diji je cilj generisanje pogresnog pozicioniranja
ili vremenskog odredenja, tako Sto se u prijemnik "Zrtve" ubacuju lazni signali. Naime, na-
padac pokusava da ubaci lazne informacije u sisteme koji, na primer, omogucavaju navi-
gaciju aviona ili dronova radi otmice ili distrakcije bezbednosti/sigurnosti u nadzoru
vazduSnog prostora. Zbog toga su neophodni novi koncepti navigacije i ATC-a. Metode:
Primenom naucnog pristupa prezentovana je evaluacija GPS i ADS-B spufinga/an-
tispufinga. Navedeno je kako spufing utice na sajber bezbednost vazduhoplovnog
sistema. Rezultati: Na osnovu koris¢ene metodoloske analize objasnjen je znadaj
proucavanja spufinga/antispufinga u avijaciji. Zaklju¢ak: lako spufing GNSS sistema pred-
stavlja potencijalnu pretnju, njegova tehnicka izvodljivost je realna, a potencijal veliki jer je
fleksibilniji i jeftiniji zbog vrlo brzog napretka SDR tehnologijja. Realan rizik predstavljaju
potencijalni spufing napadi koji bi se mogli ostvariti iz vazdusnog prostora, uz koris¢enje
dronova/UAV. Medutim, primenom razli¢itih antispufing tehnika prijemnici avionskog
sistema mogu detektovati spufing. Zbog mogucih sofisticiranijih oblika spufing napada,
medunarodne organizacije, poput ICAO, proaktivno se bave povec¢anjem otpornosti GPS i
ADS-B sistema na spufing.

Kljucne reci: ADS-B; avijacija; GPS; radio-frekvencijske interferencije; spufing; antispufing
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Spoofing in aviation

BBegeHue/uenb: B ctaTbe npescTaB/neH KpaTKuii 0630p MoC/egHUX UCC/1e40BaHUn B
06/1acT cnyduHra/aHtucnydpuHra cuctem GPS u ADS-B. CucTeMbl, KOTOPbIE NO/AraloTCA Ha
TEXHO/IOTUI0 CMYTHMKOBOrO MO3ULMOHMPOBAHUA, MOFYT CTaTb MMULLEHbIO aTak C UCMO/Ib-
30BaHMeM cnyduHra, C Le/ b0 BHEAPEHWA HEBEPHOro MO3ULMOHUPOBAHUA/CUHXPO-
HM3aLMK NPU BBEAEHWUM /IOXKHBIX CUrHA/N0B B PaAMONPUEMHUK «KepTBbl». Taknm 0b6pasom
/leTaTe/IbHblil annapat Npub/IMKaeTCA K 3/10YMbILL/IEHHUKY, KOTOPbIN MbITaeTCA BBECTH
/IOXKHYIO MHPOPMALMIO O MEeCTOMO/IOKEHUMM B CUCTEMbI, KOTOpble obecrneuvBatoT
HaBUrayMio camo/1eToB UM 6eCrnnIOTHUKOB, C Lie/Iblo UX YrOHa WK 3axBaTa, a TaKKe Ha-
pyweHus 6e30nacHOCTM NMpu Hab/ toAeHMM 33 BO3AYLIHbIM MPOCTPAHCTBOM. B agaHHOM
cBA3N B O/mKalilee BpemA NoTpebytoTcsA pa3spaboTKM HOBbIX KOHLEMNUMIA Kak A/lA Ha-
BUraumm, Tak 1 YB/. Metogpl: Micnosb3ysA Hay4HbIM Noaxod, B cTaTbe 6bl1a gaHa oLeHKa
cnyduHra [ antucnydurra GPS u ADS-B 1 TOro, Kak cnypuHr B/MAeT Ha KubepbesonacHocTb
aBUALIMOHHbIX cncTem. PesyabTaThl: Ha OCHOBaHMM NPOBEAEHHOrO METOA,0/10MMHEeCKOro a-
Ha/n3a AOKasaHa 3HAYMMOCTb M3ydeHudA crnyduHra/aHtTucnyduHra B aBuauuu. BoiBoa:
HecMoTpA Ha TO, 4TO CNypuHr B aBMaLum npeactas/feT coboi NoTeHuMabHYo yrposy,
€ro TexHM4ecKas oCyLLLeCTBUMOCTb BrO/IHe pea/ibHa U 06/1agaeT 60/1bLIMM NOTEHLMa/NoM;
OH CTaHoBWUTCA 60/1ee AOCTYMHbIM M AelleBbiM BC/1eACTBME ObICTPOro pasBUTUA Tex-
Hoznoruit SDR. PeasbHblii pUCK B BygyLiieM — 3TO NOTeHLMa/IbHble aTaku C UCMO/Ib30BaHNEM
cny$uHra ¢ NOMOLLbIO APOHOB B BO3AYLWHOM MpOCTpaHcTBe. OgHaKO aBMALMOHHAA CU-
CTeMa camo/1eTa OCHalleHa aHTUCTYPUHT 3aLuToM 1 61arogapa NPUMEHEHUIO Pas3/IMYHbIX
MEeTO/A0B aHTUCMYPUHT 3aLLMTbl, PaAMONPUEMHUKN MOTYT OBHapyKuTb aTaky. Kpome Toro,
/IeTHUKM NPOXOAAT NOArOTOBKY MO 06HAPYKEHMIO U peLLeHnto Npo6/1eM Ha KaxaoMm 3Tane
noseta. OgHaKo B CBA3M C BO3MOXHOCTAMU 6o/iee M30LpPeHHbIX aTak cryduHra me-
XAYHapOHble OpraHM3aumu, Takue Kak ICAO, akTMBHO paboTatoT Haj NOBbILLIEHUEM YCTO-
nunsocTtu cuctem GPS n ADS-B 1 npegoTspauyesmem cnyduHra.

ADS-B, aBuauyusa, GPS, paguo4acToTHble TroMexu, CrnyduHr,
QHTUCYPUHT.



