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The Internet of Things (10T) landscape is a quite fast growing marketplace with so many open questions
coming on with. The main challenge to this area is still its security and so many current and incoming
professionals need to tackle such a concern through. As it’s well-known, the 10T solutions would rely of
a wide variety of digital, embedded and mechatronics systems coping with the exposing to the web. So
many experts would make an advice to pay attention to cybersecurity at the project’s initiation, so there
would be a plenty of hard work to research and development (R&D) teams to proceed with those
requirements. If the role of R&D members is to deal with the cybersecurity demands — would that mean
that the expert’s community should ask those professionals about their opinion on any kind of
technological standardization? The best known international standards would come from the
Switzerland’s standardization body being called the International Standard Organization (ISO). There
would also be some concerns how trusted emerging technology got and so many organizations
worldwide would try to put that question into the legal frameworks. Apparently, the international
standardization of the 10T cyber defense is something that should get stressed out through a lot of official
meetings and discussions. In this paper, we would attempt to provide a comprehensive insight how the
international standardization works in the practice and why it is important to standardize the current
tendencies.
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1. INTRODUCTION

Through the history of human kind, people would
deal with more or less unified solutions. The indu-
strialization of the world would begin at the end of 18™"
century and since then the people would see the need
to better organize their processes, products and ser-
vices. Even much before the industrialization, the man
kind would figure out that their tools, food and water
must deal with some kind of the order. Here we come
to the term being the quality! So far, the human beings
would realize that something could be more or less
qualitative and for such an attribute many would be
willing to pay quite much. It’s well-known, that the
social establishment through the history would cope
with the high quality stuffs for their time, while the
common people would lead so ordinary life. [6, 7]
However, the modern epoch is not very different from
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the previous ages and even today we would deal with
some sort of order in our lives and businesses. In other
words, the good organization became the ultimate goal
to any targeted group and many would recognize the
significance of playing by the rules. The main reason
for accepting the rules is the people’s well-being,
progress and prosperity. On the other hand, if we
organize our industries to cope with some kind of
procedures suggesting to their implementers to go step
by step, we would see that such a requirement can only
increase our productivity and effectiveness. The main
point here is more we produce the bigger profit would
be!

So, would the standardization be about the quality
only? In our opinion, it’s a quite trickery question for
a reason that such a topic could get somehow
correlated with the control. By control, we would not
mean any sort of security activity, but rather we would
see so as a simplification of some process, product and
service. The point is if we distinguish anything we
need to assess to so simple criteria, we would get the
outcomes that would satisfy our needs and the final
consumers would get happy with such a result.
Differently saying, any sort of standardization is about
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the good quality management and even if we talk about
the technological standards — we would get that those
demands would insist on the good quality of the cu-
tting-edge services as well as appropriate quality of the
technological solutions. Right here, we should get
aware that the standards would change with time and
as human kind progresses — we would cope with the
new and new standardization requirements. The hu-
man race would strive for better and better advance-
ments and that’s quite encouraging, because that’s how
we progress and develop our communities. For insta-
nce, there would be a lot of standards getting correlated
with the legal risk management and the purpose of
those documents is to make the order and improve the
quality even in the legal regulations field. Apparently,
the standardization is somehow about the control, but
not in defense senses — and mostly in the adequate
assessing manners.

The 1SO standards regarding cyber defense of any
sort of risk management would be the good reflection
of the ongoing need to improve those areas of our work
and activities. The standardization is quite important in
terms of putting things into order and such an approach
could greatly simplify our management in any area.
Also, so many standard implementers would deal with
the quality of food and water and those guys would
know how to estimate if any product would meet the
current needs. In addition, so many people would want
to know if the standardization is something that would
challenge our skills and make us learn and explore
more, better and deeper. The fact is every new gene-
ration would appear as somehow being more progre-
ssive than the previous ones and for such a reason —it’s
quite natural to expect that the next generation stan-
dards would be more progressive as well. [16, 17]
From this perspective, we should realize that the deep
understanding of standardization is something we need
so alarmingly. The reason for that is it could be the way
to guide our progress and development. The stan-
dardization may appear as a quite profitable business,
but anyone being led with the deep moral and ethical
insights would know that it’s something that is suppo-
sed to bring the benefits to the human kind. Finally,
through this effort — we would try to make a closer look
at the standardization trends and tendencies as well as
some kind of needs regarding the loT marketplace that
should also get unified and better explained.

2. WHAT ARE THE NEW TENDECIES?

There are some predictions that by 2020 the word
would have approximately 50 billion loT devices
being connected to the global network. This number
may seem as fascinating for a reason that the inter-
national marketplace could get flooded with these new
products. The trick with the 10T technology is that it
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would only be the digital transformation of the existing
improvements combining with itself the internet co-
nnectivity. In other words, the command signal being
used to manage some system or process would use a
TCP/IP connection in order to get sent through the
network. [6, 7] In our opinion, this emerging adva-
ncement got an opportunity to become the part of mass
usage because of its cost-effectiveness and probably
simplicity. Few decades back the world would get seen
as a global village that would use the web commu-
nications in order to make people being in touch. Some
experts would suggest that then we would deal with the
internet of people and as that tendency went to the
history — we would get the new paradigm being the
IoT. The loT would assume the application of the
internet channel for making the connected devices
talking to each other.

The main question here is how we could design
such a solution and the answer to that question is not
that simple at all. It requires a lot of engineering skills
and it can be quite time consuming to produce such a
system and synchronize all the devices to work as a
whole. Every single project would start with the good
preparation and before you make a decision on to run
anything — you should do the good market’s research
that should indicate the current needs as well as trends
within your targeted group. In other words, you must
know who would potentially buy your product and
once you determine so you would get in position to
proceed with much deeper technological research. Fu-
rther, it’s quite necessary to investigate how you could
develop your engineering solution and how much it
would cost you. Apparently, it’s recommended to esti-
mate your budget and define the deadlines for any
project’s step. Also, you should take care about the
possible tolerance in sense of project’s schedule beca-
use there could get some constrains which could limit
you in your project’s realization. The IoT design is not
the easy task and through your journey you would need
to think about both — hardware and software approach.

The role of R&D teams is quite challenging and
those guys should know how to resolve heaps of con-
cerns. In addition, resolving the engineering problems
seeks the certain level of creativity, innovative thi-
nking and so many brilliant ideas. In other words, it
would appear that so soon we would fully rule over
such a technology and even developing economies wo-
uld get the capacity to tackle the 10T projects. Acco-
rding to some sources, so many less developed socie-
ties would produce their first 10T solutions several
years back, but they would not get aware how co-
mpetitive their results are. Here we come to the next
phase of our project’s cycle and that is the good pro-
motion, presentation and marketing of the final solu-
tion. On the other hand, any technological outcome
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should get tested, assessed and approved by the
creditable certification body and it’s so important to
take into account such a detail in your planning pro-
cess. [1, 3, 5] In other words, that could also cost
somewhat and impact the final price of your product.
Finally, it’s obvious why the standardization in any
production cycle matters and how such an approach
could optimize your working process as well as quality
of your ultimate solution.

3. THE ROLE OF CYBER DEFENSE

As we have suggested before, the loT technologies
still struggle with their cyber defense requirements. By
so many researchers and IT security managers,
cybersecurity is something that needs to get taken into
consideration at the beginning of any project. This is
normally case in the developed economies and those
folks would cope with so straightforward procedures
and rules that would offer them a chance to obtain their
projects. On the other hand, the situation in the deve-
loping part of the world is far more different and those
guys need the huge support in order to meet the
international demands. People could get more or less
developed affinity about some area and in so poor
countries the population would not get an option to
cope with the IT technologies. Those people would not
even hear about the loT wave being the part of the
industry 4.0. Next, the progressive societies would lead
the human kind in its intent to become more and more
advanced. The situation in the Southeastern Europe is
more as in any developing country. Those commu-
nities would follow the requirements of the developed
world and non-European Union members would need
to invoke the good legal regulations as well as plans
and strategies in order to get a deeper insight about the
cyber defense tendencies over the globe. In other
words, our communities still need to learn hard about
the international trends and attempt to understand the
significance of cybersecurity in a development of the
technological project.

The fact is there is a big knowledge about cyber-
security in the progressive countries and so many skill-
ful people worldwide would try to transform those
experiences into carefully prepared standards, proce-
dures and policies in order to improve the quality of
their processes, products and services. Indeed, there
are a plenty of methods to explore how vulnerable the
loT systems are and those findings could get applied in
order to define some countermeasures in cyber terms.
[2, 5, 8] Here we come to the loT cybersecurity
standardization and its impacts to both society and
economy. The need for cybersecurity nowadays is so
huge and right here; we would not provide the cases of
threatened IT safety and security regarding the loT
solutions. On the other hand, we could try to deal with
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some impacts of those activities including cyber sa-
botage, espionage and psychological operations. There
are strong indications that all of these got possible in
sense of IoT solutions. Also, it’s important to mention
that the loT solutions are getting the segment of critical
infrastructure and in that fashion it’s important to
realize why we must highlight the role of cyber defense
in such a field.

4. THE INTERNET OF THINGS TOOLS

In this effort, we would attempt to provide a brief
overview why the 10T search engines as Shodan and
Censys matter in the better IT protection. Also, we
would want to appeal on the standards developers to
take into account these technological advancements
before they start to write their standards for a reason
that could offer much higher quality of the technical
service. [16, 17, 18] The loT crawlers are so con-
venient tools for exploring the 10T network worldwide
and discovering its vulnerabilities as well. So many
security researchers would cope with these solutions
and figure out that their applications are nearly
limitless. In other words, in order to develop the good
loT cybersecurity standardization framework you need
to deeply correspond with the security industry. The
loT search engines could serve as the intelligence
collectors and once you cope with those findings you
would get a chance to better understand the weak-
nesses of your technology. It’s quite interesting that
these crawlers would give you an opportunity to see all
the pluses and minuses of the critical infrastructure and
its IT safety and security. This may get significant from
the strategic perspective because once you make a
standardization of the entire IoT complex you would
get capable to offer more qualitative usage to those
improvements.

5. THE NEED FOR STANDARDIZATION

With about 50 billion 10T devices worldwide so
soon — there is the strong need for an appropriate
standardization of this area. The point is we need to be
safe when we use the 10T technologies and for such a
reason the unification of that marketplace may play the
crucial role in the future. The process of standardi-
zation takes time and the standardization by itself it’s
not only about the standards implementation and main-
tainace, but rather about the good research as well as
development, so far. There is the entire procedure from
the standards initial draft until their final approval. [1,
2, 6] This sort of concern is usually stressed out
through so many discussions, meetings and public co-
mmenting sessions. The feasible collaboration bet-
ween the standardization bodies and security industry
can make a significant progress in the 10T cyber-
security area. The industry 4.0. landscape could seem
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as a quite dynamic and complicated one and indeed, it
is — but we should know as any technological
revolution brought the new ideas and approaches —
even this transformation can require the novel rules
and standards. We are definitely in progress with
something emerging that should get managed smartly
and intelligently in order to take a full advantage over
its outcomes. For such a reason, there is the entire
tendency that would dictate the requirements for this
new exciting field of science and technology.

6. SOME INERNATIONAL IMPACTS

The international standardization is from a strate-
gic importance to the global community. It can greatly
accelerate the world’s economy and make significant
impacts to the entire human society. There is the enor-
mous need for the experts in such an area and the fact
is that the standards R&D departments demand the
powerful support from the standards implementers.
The role of the standards R&D teams is to make the
standards and the implementers should spread them
worldwide.

This may appear as a quite profitable business and
the point is everyone is beneficial in such a game. [6,
7] The international standardization is something
getting deeply correlated with the progress and if so
many people over the globe receive the skill how to
deal with such an improvement — they would undo-
ubtedly get appreciated and needed by their commu-
nities. The interest for the 10T cybersecurity standar-
dization is the consequence of the modern tendencies
and industrial revolution, so we should pay a great
attention to the trends coming on so soon.

7. DISCUSSIONS

The 1oT cybersecurity standardization is an
emerging question in so many developed economies
and there are some indications that such a trend could
get from the interest to the entire international com-
munity. The ISO has developed so many technical,
organizational and cybersecurity standards and what
we miss at this moment is much deeper approach to the
4™ industrial revolution.

The fields of that boom are artificial intelligence,
deep learning, cryptocurrencies, industrial internet of
things and much more. In other words, all these areas
need the good standardization as well in order to serve
for the good purposes to the human race.

8. CONCLUSION

Through this effort, it’s quite clear that the entire
planet is going through some sort of technological
breakthrough. The need for strategic thinking and
planning is so demanding and as tendencies suggest —
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there would be the huge need for those sorts of
professionals. The future may appear as so promising,
so let it be like that!
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REZIME
STANDARDIZACIJA VISOKOTEHNOLOSKE BEZBEDNOSTI INTERNETA STVARI

Obzorje Interneta Stvari (IS) je brzo narastajuce trziste sa jako mnogo otvOrenih pitanja koja pristizu.
Glavni izazov za ovo polje je jos uvek njegova bezbednost i mnogo sadasnjih i dolazecih profesionalaca
treba da se izbori sa tim problemima. Kao $to se zna, IS resenja se oslanjaju na digitalne, umestene i
mehatronicke sisteme koji su otvoreni prema web-U. Jako mnogo strucnjaka u toj oblasti sugerise da
treba obratiti paznju na visokotehnolosku bezbednost na samom pocetku projekta, sto znaci mnogo
napornog rada za istrazivacko-razvojne timove. Ovim se dovode u vezu tehnicke nauke, bezbednost i
standardizacija kao neizostavni ucesnici u razvoju projekta. Najpoznatiji medunarodni standardi dolaze
iz Svajcarske i dobro su poznati kao ISO standardna resenja. Glavno pitanje je koliko mozemo da
verujemo novim tehnologijama i to je nesto sto danas ulazi u zakonske okvire. Dakako, medunarodna
standardizacija visokotehnoloske bezbednosti 1S-a je nesto Sto mora da prode kroz panel diskusije i
zvanicne sastanke. U ovom radu, pokuSacemo da damo sveobuhvatan uvid u to kako medunarodna
standardizacija funkcioniSe u praksi i zasto je bitno standardizovati savremene tendencije.

Kljuéne redi: Internet stvari, visokotehnoloska bezbednost, standardizacija, poverenje, saznanja, itd.
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