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High-tech environment is overwhelmed with threats and challenges. On the other hand, cyberspace is 

all about software and hardware being used to make a grid of the interconnected devices. The emerging 

technologies seek a technical skill to be managed and protected. The internet is a critical infrastructure 

that makes a lot of clients being dependable from its service. For such a reason, anyone interfering with 

such an asset in a harmful context is under the Criminal Code as the wellbeing of many can be under 

the risk in that case. In other words, affecting people’s activities in the virtual world is a crime which 

needs the well-developed procedures and policies for being investigated. In this effort, we demonstrate 

some typical cybercrime schemes as well as propose some case management methodologies in order to 

explain how those incidents can be resolved.  
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1. INTRODUCTION  

Cybercrime is a crime area which assumes an 

application of the information-communication techno-

logies in order to cause disadvantage to someone. The 

entire incident is happening in a virtual space and as 

the web is a critical infrastructure it’s clear that its 

missing or discontinuity can make a catastrophic im-

pact to the general population and the majority of the 

organizations. If we are not coping with some rule we 

are committing a violation, while if someone’s activity 

makes harm to the rest it‘s all about the crime. High-

tech crime is recognized as a criminality for a reason it 

causes some disadvantages using the emerging techno-

logy as a way to access someone’s private or business 

infrastructure. The consequences of such a criminality 

can be measureable in a huge amount of the money or 

another kind of the material and non-material damage. 

The criminals committing such an offense need to deal 

with the strong technical skill and sometimes even the 

yellowbirds can take advantage over someone’s vul-

nerabilities as cyber defense is yet weak at some virtual 

spots. The ongoing tendency shows a great shift from 

physical to high-tech domain and even the offenders 

who do not commit the cybercrime notice some metho-  
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ds of the dependability from the IT technologies. 

Practically, there is no crime area which will not rely 

on new technologies and in such a manner give an 

option to the law enforcement to catch when some of 

the bad actors have been uncovered in the cyberspace. 

Any activity in the cyberspace means some footage 

will be left and the task of the good investigators is to 

discover that action and collect enough evidence in 

order to locate, arrest and punish the criminals.  

High-tech crime is widely recognized in an engi-

neering community as it seeks technical skills to be 

obtained. Also, at the very beginning of any  project 

it’s necessary to initially define all cyber security 

requirements as that product would cope with the h-

ghest safety and security standards. In other words, the 

cyber defense should be at the beginning of any pro-

duction cycle and even when the solution is fully deve-

loped the engineers must confirm everything works 

well through testing applying the most rigorous quality 

management protocols. The R&D is the first step in 

any project’s deployment and the efforts of the rese-

archers are highly appreciated as they can give some 

ideas how to approach once defined task. Apparently, 

in the high-tech criminology the role of security rese-

archers is in need as those professionals can produce 

the qualitative reports to the rest of the team condu-

cting the case. Indeed, all those experts must cope with 

the cutting-edge tendencies as either in R&D or case 

management there is a great demand for the technical 

knowledge, as well as expertise. In addition, the digital 

forensic detectives must be with technical background 
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as well and sometimes it’s not necessary to be schooled 

for such a field for a reason the experience can offer a 

good portion of the skill, too. If there is a collapse of 

the internet service it’s important to get aware that the 

system engineers are at the first line of defense trying 

to cope as an incident response team to the company 

providing the web traffic. Further, once discontinuity 

occurs the engineering team will fix the problem and 

skillfully report to the authorities what has happened 

and which clues they can provide for running the 

criminal justice investigation. In so many occasions, 

the technical support might stay in contact with the 

Police as long as the case is active attempting to 

contribute to its resolving.  

From this perspective, it’s obvious that the 

cybercrime is a completely technical offense. The law 

makers need support from criminal justice community 

in order to prepare some legal regulations that will 

recognize those activities as criminal offenses. In other 

words, the initial response to the high-tech crime 

should come from people with solid engineering 

competency as those persons can understand how 

technical systems work. In the world of criminality, so 

many actors are the good end user of the emerging 

technologies and they deal with so poor understanding 

of the technical solutions. On the other hand, the 

hacker’s community knows much more as they can be 

the competitive developers coding the malware or 

outstanding technological nerds being capable to 

prepare the cyber attack literally in details. The 

purpose of defense is to be at least a step ahead of the 

threats, so no matter how challenging the hacker’s 

groups are the good guys must be better than them. The 

majority of the law enforcement agencies cope with the 

best practice suggesting how to identify and tackle 

some criminal scheme. As new tendencies are 

appearing the officers must deal with the readiness 

about how to get along with them. In such a case, the 

role of the professionals with the great engineering 

competency is more than needed. The experience 

suggests there is a quite big gap in regards with the 

cyber skills, so the need for brand-new approaches in 

technology is more than welcome.      

2. BACKGROUND OVERVIEW  

The very first acts against the cybercrime have 

appeared with the discovery of the first computer’s 

networks which took place in the United States several 

decades back. The 80s were the decade of the 

upcoming personal computers; the 90s were the age of 

the global villages; while the 2000s are the time of the 

interconnected objects bringing the wave of the 4th 

industrial revolution with them. All so is a part of the 

progress at the global scale and the stoppage we had to 

make with our technical development is a consequence 

of the distributed dependability of all social factors on 

emerging systems. By those social players, we mean 

the legal and illegal actors which were always against 

each other, but this time equipped with the cutting-

edge advancements. The pace of life is faster than ever 

and the overall productivity is extremely high as we 

will use the machines to work for us and their 

processing capacities are significant. Indeed, if we use 

the air traffic we need around 24 hours to fly over the 

globe and some forecasts suggest the entire motion can 

become much quicker in the future. The fact is the 

number of the bad guys is still lower than a percentage 

of the good actors which means we yet cope with the 

asymmetric situation worldwide. The main reason 

which throws the individuals into the crime is the lack 

of knowledge.  

In some places across the planet, there is the entire 

tendency within the social framework which dictates 

such a trend in that community. In other words, the 

poverty can push people into the conflict with the law 

and it takes a strong willpower and character to remain 

honest under all those challenges. Apparently, there 

are the regions in the world that offer as the only outlet 

an opportunity to serve in some criminal or terrorist 

organization in order to make even the most symbolic 

move in such a life. The situation with the cybercrime 

is somewhat mixed as that area of the criminality seeks 

the technical skill and sometimes only the greed can be 

a reason to get a hacker. If we talk about the high-tech 

crime in such a sense it’s obvious that the case 

management teams working on those investigations 

need to be deeply multidisciplinary as there must be 

stressed out the both – social and technical aspects of 

the case and its offenders. On the other hand, the 

organized cybercrimes are a great threat to economy as 

they can affect community, its business, as well as the 

entire national security at the same glance. In such a 

fashion, we mention the organized high-tech crime 

groups that can be far more dangerous than those 

operating in the physical surrounding, so far.  

3. HIGH-TECH SCHEMES 

On the web, there are the heaps of online tools that 

give a chance to cyber criminals to obtain someone’s 

IP address. In high-tech crime operations, it’s vitally 

important to cope with the IP address as the entire 

attack could be conducted. Any object in the internet 

grid copes with the assigned IP address and once such 

a data is known it’s possible to make a breach and 

maintain communication between devices. The good 

way to do so is through the spear phishing campaign 

which seeks an email address of the target in order to 

send a link for some web location. Also, the link 

someone is clicking on can be with the malware which 

will be downloaded once someone makes a click on 



M. ĐEKIĆ INVESTIGATING CYBERCRIME 

274 TEHNIKA – KVALITET IMS, STANDARDIZACIJA I METROLOGIJA 22 (2022) 2  

that connection. On the other hand, if we visit any 

webpage online we leave a trace about our IP address 

which can be viewed through the CMS platform of the 

website. The unwanted visitors consequently can be 

disabled from accessing again that webpage. Also, if 

the phishing email is prepared and the link to some 

website is ready offering the certain content for being 

less obvious the cyber criminals will once someone 

approaches the link obtain the IP address and the rest 

of their job is just a piece of cake. In the practice, there 

are a plenty of the guessing tools on the web which can 

offer an option to get someone’s email address. Those 

email addresses are correlated with the business 

environment and the best opportunity to make a profit 

through hacking is via corporate world. All those tools 

need some kind of the registration and can offer some 

free plans, but if it is needed to take full advantage over 

their capacities it’s needed to pay for such a service. 

One way or another, the requirement is to leave some 

data about the user, as well as make a money transfer 

through some way of paying which undoubtedly leaves 

some track.  

Everything being described in this section is an 

illustration of the cybercrime scheme and as suggested 

it needs the good technical skill, as well as deep 

planning capacities. Also, one of the biggest threats to 

the IT security is a professional tool which is used by 

the defense officers and available on the black market 

for a reason there is a lot of corruption in the legal 

system. In other words, someone being a part of the 

security community is ready to sell something being 

used on service for, say, an annual salary. The 

consequences of such an action can be immeasurable 

and for that reason it’s necessary to develop some 

security management procedures within an organiza-

tion as no one would even try to do so. For example, 

there is an entire set of the login finder software which 

can detect when someone was logged into any account 

beginning from email, over social media, unless 

communication accounts. Such a convenient tool for 

getting the corporate email address can be found at the 

website hunter.io and in that case it’s feasible to collect 

all active email addresses being with some web do-

main. In addition, if any hacking tool is applied in 

order to access someone’s machine it’s sufficient to 

cope only with the IP address and it will be possible to 

see someone’s computing environment on the screen 

as it is the case with the common remote admini-

stration tool. In that case, the target will not know that 

anyone is inside the system as no one will ask for a 

permission to make such a touch or do files transfer 

from one IT spot to another. Basically, that’s the cyber-

crime and as it’s such an obvious it’s a very technical 

operation. The victims of the crime can be upset while 

under the attack, but the incident response team should 

remain calm and smartly resolve any occurrence 

getting on.     

4. TACKLING CYBERCRIME  

Once committed, the cybercrime will need 

attention from the authorities that will receive the 

information about the offense and come at the incident 

spot to collect the evidence. It’s clear that such an 

investigation can be done remotely and in such a case 

the skill of the digital forensic investigators is more 

than needed. One of the greatest challenges to high-

tech security is a cyber breach that can trigger a plenty 

of the other offenses. For instance, once the hacker is 

inside some network it’s possible to deliver an entire 

set of the harmful operations such as sabotage, espi-

onage, DDoS attack, APTs, remote control over IT 

asset and much more. In other words, the breach is that 

critical pillar in cyber defense which if could be 

prevented would mean a lot of benefits to everyone 

coping with the emerging technologies. On the inter-

net, there are a lot of web locations offering the digital 

forensic tools and those spots are well-controlled, so 

anyone attempting to download anything from there 

must cope with the strict security procedures. The 

digital forensics requires the strong technical skill, as 

well as lifelong learning as the threats are evolving and 

changing through the time. Sometimes it’s needed a 

developer’s skill as well and many digital forensic 

laboratories worldwide are capable to recognize the 

new form of the malware. The experience shows there 

are a lot of ways to tackle high-tech crime and the 

Police Departments being capable to do so are in 

position to respond to any challenge so effectively.   

5. IMPACTS TO QUALITY  

The quality of cyber experience is dramatically 

impacted with the cybercrime. If there are no safety 

and security protocols the entire emerging technolo-

gies usages will be poor. That’s how we come to the 

direct correlation between the quality and defense as 

with the lack of the risk management everything can 

be less safe and weakly qualitative. In the project, it’s 

important to follow the quality management protocols 

as they guarantee the better performances to the final 

solution. In other words, if our grid is vulnerable to 

cyber attacks and if the signals struggle the quality is 

under the question mark. Also, many social activities 

are dependable on the cutting-edge applications, so in 

that context the quality of life, business and infra-

structure can be directly affected.  

6. CRITICAL CONNOTATIONS  

In the ongoing time, we are witnessing that the 

entire technological revolution which should bring the 
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progress has turned against us. Nowadays we can face 

up the global challenge regarding the asymmetric 

situation where the minority makes the trouble to the 

rest of the humankind. The cyberspace is a critical 

infrastructure and from that point of view – it’s 

obvious why those very few people can cause all those 

concerns. They can access us through the high-tech 

environment and disadvantage so many targets, so far. 

That can make a sense we deal with much dangerous 

enemy as it is the case. The recommendation is to 

promote security as the next phase of our development 

and progress.  

7. DISCUSSION  

Investigating cybercrime is a serious task, but the 

majority authorities across the globe have the methods 

how to respond to those situations. It takes time to 

resolve the case and sometimes even if we have 

enough evidence the arrest can wait as the 

circumstances are not prepared. Even the developing 

economies are adopting the best practice as the 

situation is appealing and it needs the international 

collaboration in order to smash the cybercrime groups. 

Their criminal schemes can be well-organized and 

with the transnational character seeking from the 

authorities to rely on each one in any criminal justice 

case.  

8. CONCLUSION 

In conclusion, cyberspace offers to the asymmetric 

occurrence to get the prefix challenging as few 

individuals can turn the entire situation against us. 

That’s not a conspiracy theory – those are the true 

capacities of the modern technology and time we live 

in. The defense looks for new approaches and it seems 

the future of the security will be the ingenious one.  
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REZIME 

ISTRAGA VISOKOTEHNOLOŠKOG KRIMINALA  

Visokotehnološko okruženje je prenatrpano pretnjama i izazovima. S druge strane, sajber prostor se tiče 

softvera i hardvera koji se koriste u mreži povezanih uređaja. Nove tehnologije traže tehničku veštinu, 

kako bi se održavale i zaštitile. Internet je kritična infrastruktura od čije usluge zavise mnogi klijenti. Iz 

tog razloga, svako ko interferira sa njim na štetan način potpada pod Krivični zakonik zato što je tada 

dobrobit mnogih pod rizikom. Drugim rečima, ometanje ljudskih aktivnosti u virtuelnom prostoru je 

zločin koji zahteva dobro razvijene istražne procedure i polise. U ovom radu, predstavljamo neke tipične 

visokotehnološke šeme i predlažemo metodologije upravljanja slučajem sa ciljem da objasnimo kako 

dati incidenti mogu da se reše.  

Ključne reči: visokotehnološki kriminal, bezbednost, saznanje, slučaj, tehnika, itd. 


