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he modern era is characterized by globalization, fast technology

development and innovation. Dynamic environment, demanding
customers, competitive opponents and business partners, a dramatic
increase of data quantity are some of biggest problems modern analysts
are faced with. An advanced form of methodology and technology should
provide a vigorous and fast examination of a large amount of different
types of data. A technological solution is important for strengthening
analytical capabilities, but human resources are still crucial.
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Introduction

he role of analytics in business and intelligence is more important than ever.

Military strategies have always instructed us that good intelligence can provide
different solutions, deter an enemy attack or prepare forces for an active defense and
counter attack. There is a chapter in the best known ancient military strategy dedicated
to intelligence and the role of spies. The main task of intelligence is mentioned in the
statement: “The greatest victory is that which requires no battle” [1]. In business,
understanding of environment and competitive capabilities is crucial for making
strategies, plans and decisions.

The modern era is characterized by globalization, fast technology development and
innovation. The nature of contemporary security and economy relations is affected by
emergence of new, non-traditional and non-state actors who are taking advantage of benefits
of modern era and tend to create a more unstable, hard-to-predict situation. Reducing
uncertainty in those circumstances is a very difficult task, which is why both the intelligence
and business community are trying to find a way to improve understanding of important
actors, events and processes. That is of greater value than collecting and analyzing classified
and open sources information, and it can take many forms and involve many types of
analytical products. The aim is to learn more about what is known, what remains unknown,
and which processes and events can jeopardize our strategy and plan [2].

The dynamic environment and increasingly unstable and competitive situation
stimulate intelligence analytics to find new methods and tools for increasing confidence
in their product by providing timely, precise and accurate products for decision makers.
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Competitive Intelligence

Modern business environment requires constant evaluation of conditions in which the
business is conducted, as well as market research and monitoring of capacities and
intentions of competitors. For this purpose, and apart from constant improvement of one’s
own capabilities, it is necessary to make decisions, based on timely and good information,
that contribute to more efficient business and better market positioning against competition.

The modern age, characterized by the globalization process and rapid development
of technology, provides great opportunities and facilitates the monitoring of business
environment. That situation offers the possibility of simpler access to information, raw
materials, business partners and buyers from all around the world, whereas, on the other
hand, the business management becomes susceptible to risks of consequences related
to events and processes carried out in other business areas or parts of the world.
Besides, mass use of PCs, various personal devices, smart phones, Internet etc. in the
last few decades resulted in massive increase of number of users. They change their
habits, more or less, and adapt to a new, virtual world. This way, huge number of
generated data may provide managers with new knowledge relevant for decision making.
At the same time, there is a necessity to discover new ways to adapt to conditions under
which it is becoming more and more difficult to correctly analyze information, identify
risks, important processes and trends and forecast changes and significant events of
decisive importance for selecting business strategies and policies.
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Figure 1 — Assessment of Information Type Ratio (Datameer, 2016)

There are various definitions of competitive intelligence, but they all basically refer to
gaining information related to a certain type of business important to a company profile.
This can be achieved by searching public available data or interviewing people with
knowledge about needed information. The primary research is very useful for developing
broad context and awareness about current situation on the market and for detecting
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trends. However, for a wider insight it is necessary to carefully analyze existing data, make
objective assessments and forecast market trends with respect to the competitors. In this
manner the decision makers are able to foresee the upcoming market developments,
adjust their business strategy and allocate resources for a more effective approach in the
future. For all the reasons mentioned above, the need for collection and processing of
information about customers and competitors will be in even higher demand [3].

In the era of rapid, hard-to-predict changes, this great challenge could be overcome if the
problem is approached in a comprehensive manner, by using experience and results of
scientific research in this area. There are some disciplines that should be able to offer an
answer based on scientific principles regarding the issue of making low-risk business
decisions. For that reason, development of business analytics is very important as it
encompasses possibilities of informational technologies, managers’ demands and challenges
of doing business both in the present and in the future. A significant number of governments
and private organizations are interested in developing analytical capabilities and forecasting
technics and methods. There are organizations and agencies specialized in gathering and
processing information, preparing evaluation and analysis, as well as predicting future
developments. They use technics and methods which are based on experience and scientific
principles, while analysts are provided special training during which they gain necessary
knowledge and abilities in order to make more accurate and realistic predictions.

Intelligence Challenges

Even though the modern era introduced numerous opportunities, it also brought certain
problems and difficulties that hinder the collection and processing of data. Availability of
contemporary communication technologies makes it easier to collect data but harder to
choose quality information relevant for brainstorming and decision making. Contemporary
analytics is therefore posed with a problem of defining priorities properly, classification of
available information for their reliability and quality of new knowledge. In addition, analysts
should be prepared to handle a huge number of various and different pieces of available
information, best described by terms Big Data and Internet of Things.

Big Data is a phenomenon which occurred as a result of a large increase of available
data in digital form, that are incurred by a variety of personal and industrial electronic
devices, social networks and others. However, there is more to it than just a quantitative
increase. It is also a qualitative change of the way in which new knowledge is created,
which leads to major changes in economy and business [4]. A vast number of available
data, largely unnecessary and of suspicious value, impose the need to improve the existing
methodology for their collecting, storing, processing and analysis. Current philosophy
aimed at collecting data should be adapted in the sense that more attention in the earliest
stages of the cycle is devoted to selection of necessary data, choosing the best methods
for collecting information, as well as improving the analysis and presenting the results.

The Big Data phenomenon affects not only the commercial sector, but the functioning
of the state institutions and agencies as well. The large increase in the number of users,
devices and data is extremely important for the defense and national security sector. The
development of technology, reduction of costs and increase of the number of services have
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led to high availability of information to government agencies and the private sector, but
have also increased the risk of security threats, especially non-traditional ones. Publicly
available information relevant to security are also available to various extremist or terrorist
organizations, groups and individuals. In addition, the existing infrastructure, databases, as
well as data exchange and processing are all subject to, and may be exposed to
unauthorized access and even modification, which may lead to major problems in the
functioning of institutions, critical infrastructure and the like. “Technological advances also
create the potential for increased systemic fragility as foreign governments and non-state
actors attempt to leverage new and evolving technologies to press their interests” [5].

Security situation in the world is becoming more complex and challenging than before.
For those tasked with preventing and responding to local, national, and global public threats
to security, the amount of potentially useful data is enormous. This can be overcome by using
modern software tools and techniques for data collection from multiple sources and advance
analytics methods aimed to provide timely intelligence and objective insight [6].

Besides changing the conditions in which organizations operate, technology development
has also led to increasing demands by users of reports, analysis and assessments. Regardless
of whether they are owners or directors of companies, directors of various sectors or users of
intelligence information in state institutions, the level of demand has increased. The users are
more educated and have more means of data collection, therefore further efforts must be made
in order to preserve the exclusivity of information. Customers and their requests are constantly
changing, which is why analysts should establish and keep the integrity for every one of them
[7]. Intelligence consumers seek a more in-depth analysis, whose focus is on methodology,
assumption and forecast. Providing a high level of credibility of an analytical product in the eyes
of the costumers is a long standing goal [8]. There is a higher degree of competitiveness
between private companies and agencies that offer collecting and processing data services.

The changes in the private and government sectors are due to be implemented in
financially constrained circumstances. While the need to preserve the competitiveness is
crucial for the survival of companies, investing in data collection and protection of
infrastructure and data is often not sufficient. All this imposes the need for constant
review of the efficiency and effectiveness of the existing system, as well as exploring
ways to improve the possibilities for data collection and processing in modern conditions.

There is both financial and security concern regarding that type of programs. The
European Union will invest 120 billion euros over the next five years into creating a “digital
single market”. That initiative is aimed to design “free flow of data within the EU” with financing
emerging technologies such as Intemet of Things (loT), 5G and quantum computing. Sharing
data and cross-border cooperation in the EU is a good idea in theory, but security concemns as
well as member states’ law limitations and willingness make it far-fetched in practice [9].

Business Analysis in Complex Environments

Business analysis is deeply affected by the Big Data phenomenon. Modern business
conditions contribute to the rapid development of some disciplines that should be able to
offer an answer based on scientific principles regarding the issue of how to make a
business decision with less risk.
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There are three main types of business analytics that offer various solutions —
descriptive analytics, predictive analytics and prescriptive analytics [10]. At the initial level,
there is a phase of reporting about certain processes as well as analyzing the reasons why
the results of production, sale, etc. are the way they are. This part of descriptive analytics
contains data and reports about current indicators important for business management,
such as utilization of capacities, availability of stocks etc. The next phase of the predictive
analytics encompasses an assessment about what may happen, as well as probability of
certain events significant for business management. The most complex is prescriptive
analytics, which should develop various scenarios and simulations in order to properly
evaluate the results and consequences of decisions made.

Commercial sector makes use of the new technologies’ potential, especially in monitoring
costumers’ behavior and consuming routines. Based on modem sophisticated algorithm and
advance software, a marketing expert can explore, analyze, explain and provide understanding
of customers’ behavior and consumption pattemn. As a result, they can predict costumers’
wishes, suggest appropriate approach to the client and prepare customized offers.

Contemporary Intelligence Analysis

The ultimate goal of national intelligence is the same as it was in the past: to suppress
the attack by gathering information about the enemy. Intelligence of today has to produce
new insights and knowledge about real and potential threats by collecting and analyzing
political, economic and military information. In the past it mainly consisted of collecting
secret information, but nowadays intelligence covers broader topics and means for creating
understanding about important subject of political and military interest. That paradigm shift
is inspired, among other things, by effects of globalization, technological development and
appearance of many non-traditional and non-state threats.

The complexity of modern analytic tasks, sources, disciplines, costumers and forms
of reports can be seen from the next figure [11].
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One of the most important characteristics of current and future intelligence is
utilization of flow and accessibility of enormous amount of digital data. Software
acquisition and implementation of commercial solutions about collection, storage and
data manipulation present a starting point for modern intelligence. Since more data and
information are generated by users and social networks, more investments are aimed at
mobile personal platforms, which increases opportunity for collection and analysis.
Enormous flows of data create other challenges. The old fashion defense intelligence
was based on seeking secret information about the enemy which was very hard to find.
Nowadays, it is expected that intelligence agencies manage enormous quantities of data
using data and computer science, statistics and other related disciplines. Big Data
enforced the development of advanced analytical tools with intuitive interfaces and
visualization solutions which can be applied in defense intelligence. Massive use of
portable devices and sensors in various fields (industrial, cars, navigation, home
appliance...) and emerging communication capacities and numerous link channels
forced scientific research and development in intelligence community (IC). However, the
real opportunity for defense is monitoring research processes and achievements in the
commercial sector, as well as using and customizing developed modules and solutions
instead of dictating requirements. [4]

Innovative Action for More Agile Business
and Intelligence Analytics

Modern analytics faces numerous challenges. Customer requirements are becoming more
complex, and the circumstances of data collecting and processing demand improvement of
existing and search for new methods and techniques of analytical processing. Making analysis
and assessments is very difficult, bearing in mind that the companies and agencies are faced
with changes which are very rapid and getting harder to predict.

In order for the agencies, organizational units and analysts to be better prepared for
the challenges of current and future environment, it is necessary to take measures to
ensure a more efficient functioning and realization of the goals set under ever demanding
conditions.

Organizational Measures

Government intelligence agencies took a lot of actions in order to increase efficiency of the
intelligence process. There are no unique organizational schemes, scopes and responsibilities
of departments of an intelligence agency. The resources and assigned tasks determine the
agency structure which is to provide the most effective management and balanced use of
resources in times of limited finances and requirements growing in complexity.

The larger organizations are often faced with problems of centralization and
duplication of lines of communication, resource engagement and reaching common
understanding. An organizational structure has to provide a possibility for better
synchronization, cooperation and much tighter integration.
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That problem is characteristic for huge organizations, such as the US Intelligence
Community, which consists of 17 agencies with more than 100.000 employees (about 20.000
analysts) [12]. Managing that enterprise is a big challenge. After the terrorist attack on 9/11, a
specially formed commission concluded that elements of IC need to be coordinated better.
The conclusion led to establishment of the Office of the Director of National Intelligence (with
about 1.500 employees). The Office is run by the Director of National Intelligence with the
main purpose to coordinate national intelligence elements and control more than 65$ billion
overall budget for intelligence activities. However, a mere reorganization without a
comprehensive strategy and a clear plan will not bring expected results.

Intelligence community in the United States is constantly introducing innovations
which aim to increase efficiency and functioning in Big Data era. The future of
intelligence analysis is much more than shifting of organizational boxes [12]. The impact
of technological development and growing threats forced Central Intelligence Agency
(CIA) to create a new directorate for the first time in 50 years — Directorate of Digital
Innovation [13]. Similarly, the National Security Agency (NSA) has initiated a Trusted
Systems Research Group, and has partnered with North Carolina State University to
fund a new Laboratory for Analytic Science. Some projects involve organizations outside
intelligence community and are conducted by public and private research activities, such
as: Defense Advanced Research Projects Agency (DARPA); Intelligence Advanced
Research and Projects Activity (IARPA); Advanced Research Projects Agency-Energy
(ARPA-E); and the national laboratories [8]

Prioritization of Resources

The main task of leadership is to provide sustainable human and material resources and
accordingly prioritized tasks and activities. This is extremely complicated in dynamic
environment and budget constraints. In combination with inadequate organizational solutions,
it may lead to a loss of resources and reduced capabilities. For example, the changes in the
organizational structure of the Defense Intelligence Agency at the end of the 20th century had
mixed results. It is very important to find an appropriate approach and carefully consider
potential cut in resources in context of missions and security environment [14]. About that
time (the end of the Cold War), the Director of National Intelligence stated that intelligence
agencies achieved about 23 percent reduction, many stations were closed and a number of
collectors and analysts was reduced [15]. Consequently, those decisions had a big impact on
functioning of intelligence community today.

It may be deducted from the statement of former Commander of the US European
Command and NATO Commander General Philip Breedlove how important it is to timely
identify course that could significantly change our understanding and knowledge of processes
important for security. Namely, General Breedlove analyzed the reasons for the surprise
effect on the United States by the performance of Russia in Ukraine in 2014. General
considers that at that time the US intelligence community was engaged in several regions for
a longer period, and that their resources were engaged far from Russia for several decades
(the Middle East, Afghanistan, the first and the second war in Iraq, the fight against terrorism
after the attacks of Al Qaeda on the US on 11 September 2001 ...). Those were the decisions
made, and priorities were set accordingly. Russia was monitored mainly on the strategic level
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(nuclear weapons), and the operational and tactical level of military capabilities’ development
was monitored with reduced capacity. It is only now that significant analytical capacities are
directed towards the Russian Federation, while decisions about engaging other intelligence
capacities are still pending. [16]

Procedural and Methodological Measures

A traditional intelligence process involves collecting data from different types of
sensors or sources. In that system analysts have to find, collect and compile pieces of
information. Information, which is more or less manually accumulated, then has to be
analyzed. According to a research, at least 50-80 percent of analyst work is related to
searching and preparing information before using them for analysis [17]. A large amount
of data makes the system ineffective and an analyst becomes overwhelmed with
diminished possibility to make sense of it.

The problem should be minimized by developing IT architecture and software which
provides an analyst with more time to focus on hard, key problems. This would enable
understanding patterns of interested processes and actions, discovering links among
objects and identifying abnormal functions and activities. Better system integration will
increase analytical efficiency and improve the quality of analytical products. Enhanced
cooperation between collectors and analysts, as well as constant innovation will improve
efficiency of collecting and analytical accuracy [18].

The traditional analytical process is focused on targeted collection and single-source
analysis, but some information may not be properly examined at early stages without
being associated and integrated with more data. An advanced form of methodology and
modern technology should provide a vigorous and fast examination of a large quantity of
different types of data. Moreover, it will be possible to automatically identify trends, data
overlap and intersection. An analyst will find it easier to identify when levels rise above
normal values and discover indicators of a potential threat [19].

Technological Measures

Defense budgets are under constant fiscal pressures, which forces leadership to
create a climate for a more effective use of resources and setting the goals according to
priority. Cooperation with commercial sector provides the opportunity that some of these
tool and technique are used in defense intelligence. The leaders of technological
research and development are no longer exclusively founded by the government and a
clear line in that field doesn’t exist anymore [18]. Elements and systems that civilian high-
tech companies offer are in some critical military capabilities more advanced than that of
traditional defense industry [20].

A very interesting example of cooperation between the government and private
sector is the Intelligence Advanced Research Projects Activity — IARPA, agency created
to enhance research and development in the US intelligence community. One of IARPAs
main tasks is the cooperation with private sector and academic community through
funding joint projects. On of IARPAs topic of interest is how to maximize understanding
of massive and dynamic scope of data in a timely manner [21]. Similarly, the Defense
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Advanced Research Projects Agency — DAPRA, with an almost $3 bn budget, run many
innovative projects. One of the newest, successfully developed and tested projects is
integration of low-cost software run on Android platforms for close air support. By using
that system on a tablet computer, a helicopter missile was launched on a target seven
times faster than in a current procedure and it offered an analyst and tactical commander
more time to prioritize targets and make decisions. This way airstrikes can be generated
in less time and with greater precision using less ammunition [22].

Human Resource Measures

A technological solution is important for strengthening analytical capabilities, but
human resources are still crucial. Investing in a better and modern technological solution
will produce a result only if both collectors and analysts are capable of using them. In
order to build necessary skills it is important to constantly invest in people. Improving
analyst performance will ensure an adequate response of intelligence in a dynamic
environment.

Comprehensive improvement of a training program should be based on the current
set of skills and expected level of performance. It has to be adjusted with responsibility
level and constantly updated. The US Defense Intelligence Agency (DIA) prepared
different types of courses for their employees. An extensive formal training is provided for
beginners in their first six months of employment. A special course is developed for
middle level analysts, while senior rank executives attend short, three day refresher
course [18].

When employing new personnel, it is necessary that the chosen applicants meet the
current and future requirements with adequate preparation. In an increasingly complex
world, the DIA realized that they should occasionally employ people with non-traditional
skills in order to be able to overcome the situations in which traditional tools and
methodologies cannot be fully applied [18]. Desirable critical analytical skill can be
defined based on previous experiences. The important ones are motivation and
commitment in resolving problems; ability to separate important from unimportant issues,
as well as facts from assumptions. The most important characteristic is the ability to
break the problem into smaller parts, analyze the validity of available data and their
impact on the problem solution.

An important characteristic of a good analyst is the ability to present a problem in a
way it was recognized in the past, as well as to determine principles that reoccur and
could be used for resolving a concrete problem. Apart from that, it is an imperative to be
able to separate personal experience and opinion from the available facts. In a dynamic
environment an analyst has to explore different types of information, and to seek beyond
the arguments that support his view. Those who are willing to revise their point of view
due to changes and new information will provide better results. Superior analysts are
mostly pragmatic, open-minded, they carefully seek, select and check information. They
are curious and able to analyze data from different fields gained from different sources.

Carefully prepared training can improve those skills. It is important to note that teamwork
boosts analytical performance [23]. A good team organization and quality interaction among
motivated members grants good results. Analysts have to be able to express their opinion

83



VOJNO DELO, 4/2016

without fear, they have to listen and accept different, and opposite opinions if they contribute
to better analyses of the situation and precision in assessments. But if there is a lack of
communication and slow dynamics, imposing opinions and unhealthy competition, the results
of prediction and assessment could be wrong [24]. Bearing in mind all mentioned above, it
can be concluded that the structure of a team is very important and that a good preparation,
interaction and teamwork lead to a better analytical product.

In order to vyield a better assessment, apart from individual abilities and
characteristics of analysts, it is important to constantly upgrade analytical procedures.
For a more efficient work, development and improvement of the assessment quality it is
necessary to monitor its results in the future, i.e. to what degree the assumptions
materialize. Even if time shows that the results are not good enough, it is important to
study initial data and identify reasons for making a wrong assessment. Without additional
analyses and conclusions, the process cannot be upgraded and reaching high level of
analysis is almost impossible.

There are other authors who support this concept. For example, prominent Richard
Hauer wrote about methods and technics that can help in overcoming problems in
intelligence analytics. He considers that it is very hard to find a good way to define
adequate evaluation criteria for probability of the development, which leads to a problem
when performing a complex analysis. Bearing that in mind, he points out the need to
improve analytic technics and create new “analytic culture”, different from the current,
with improved coordination among analysts, continued testing and questioning of the
initial hypothesis, improved selection and training [12].

Conclusion

In very complex conditions, characterized by fast and very hard to predict
environment, business and defense intelligence should be agile and adaptable to new
circumstances. The role of leadership is crucial in that process, in a way that they should
understand the needs for constant changes and improvements of performance.

Business and defense analysts are faced with similar challenges. Dynamic environment,
demanding customers, competitive opponents and other business partners, a dramatic
increase of data quantity are some of biggest problems modern analysts are faced with. They
cannot deal with those challenges without adaptable methodology, sophisticated algorithms
and tools and high skilled personnel. The topics cover broad and complex political, cultural
and religious context, and the analyses, assessments and forecasts have to be supported
and compared with experts outside the subject matter. When faced with numerous traditional
and non-traditional, state and non-state risks and threats, making priorities is even more
important than in the past. Limited resources and constant budget pressure result in closer
cooperation between commercial and government managers.

The role of leadership is critical: a success or failure in the future is deeply related to
and determined by the quality of today’s decisions. Vital decisions about national security
are and will be guided by, among others, intelligence and different forms of analytical
products. Business and intelligence analyses have even more importance in the
information age than in the past.
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In the time of global news channels and abundance of information available on
personal devices, analysts do not have a comfortable role of briefing on current events. It
is expected that they offer objective assessments, precise, in-depth analyses and more
accurate forecasts. That is possible by increasing the analytical capacity, which is
achieved by engaging actively in the planning process, guiding a more focused
collection, developing innovative and suitable methods and tools, as well as by
conducting long term researches in close cooperation with scientific and academic
institutions and commercial industry.

Technology innovation and modern analytical techniques cannot provide the desired
outcome of analytical process on their own. In the end, there will always be skill and
trained analysts with experience, commitment and passion. Improving their capabilities
for fast and constant adaption to changeable environment is the ultimate goal. Continual
search for the right balance among human competencies and advantages of new
technologies is the answer and a way how modern business and intelligence analytics
can be prepared even better for current and future challenges.
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