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I-l ocneamyx roauHa cajbep npocTop cee Yellhe npeacTaBrba noapyy-
je cykobrbaBarba BoAehnX CBETCKMX M PEMVIOHANHMX cuna. Y pagy je
MprKa3aH H-EroB 3HaYaj M YKpaTKo je OnmcaH HOBM KOHLIEMNT 3ajedHNYKOr pa-
ToBarba CjeaureHnx Amepuikux [dpxasa. Pasmatpanu cy ogpehexn gora-
Raju 1 akTuBHOCTY Y cajbep NpocTopy, Y NoCneaHMxX HEKOMUKO roauHa, M3-
mefy CAl] ca jeare, ogHocHo VpaHa n CesepHe Kopeje ca apyre ctpaHe.

HaBegeHu npeameT ucTpaxuBara je y AMPEKTHOj Be3n ca LnrbeM
paga Koju je ycMepeH Ha ykasuBate 1 objaltbere 0bnuka n Kapakre-
pucTuka Hanaga, kao u ogpeheHnx aktepa cykobrbaBara Yy cajbep
npoctopy. OcHOBHa xunoTesa jecTe Aa cajbep NpocTop npeacrasiba
noapyyje cykobrbaBaka CBETCKUX U PErMOHANHKNX CUIa y KOME OHe Ye-
CTO KOPUCTE HEAPXKABHE aKTEPEe Kao NOCPEOHWKE, Y3 HEMPEKMOHO yca-
BpLUaBare TEXHMKA W MeToZa M3BoheHa Hanaaa.

MNopen onwTHX Hay4YHUX MeToda, ¢ 003MPOM Ha NPEAMET M Lurb UCTpa-
XMBaH-A, TEXMLLHO Cy KOpULLNEHe KoMMNapaTBHA METOAA KOjoM Cy aHanm-
3vpaHe ¥ ynopehuBaHe CIMYHOCTY U pasnuke peanu3alyje Hanaga Ha uH-
chopmaLmMoHy MHPPaCTPYKTYpy CTpaHa y Cykoby, kao u MeToaa aHanmse ca-
Apxaja, umajyhi y Buay fia cy Kao N3BOpW CasHara KopuheHn 3BaHNYHU 1
pedepeHTHN eKCrepTCKM M3BeLUTajW, HayYHW pagoBu 1 apyre nybrivkavyje.

* UnaHak je pesynTaT pafja Ha Hay4HOUCTpaXMBa4KOM NpojekTy ,dusroHOMMja caBpeMeHNX
opyxaHux cykoba” koju ce peanmayje Ha ocHoBy [MnaHa HayyHoucTpaxviBadke genatHoctn y MO u BC
3a 2021. roguHy, 6poj 2-2.

** YHuBepauTeT oabpaHe y Beorpagy, MHCTUTYT 3a cTpaTerujcka ucTpaxusarsa, beorpag,
dejan.vuletic@mod.gov.rs

*** YuusepauteT oabpane y Beorpamy, MHCTUTYT 3a cTpaTernjcka UcTpaxusara, beorpag.
“*** Yuneepautet oabpate y beorpaay, MHCTUTYT 3a cTpaTerujcka uctpaxuearba, beorpag.
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Ha ocHOBY n3HeTe aprymeHTaumje y pagdy, MOXe Ce 3aKIbyuuTu a Cy MHUK-
adeHtn y cajbep npocropy namehy CAL n UpaHa, ogHocHo CesepHe Kopeie,
BpojHM, YecTO Ayro NpuUnpemaHK, y3 akTUBHO yueLLihe HeapXaBHKX akTepa.

KrbyuHe peun: cajbep npocmop, cykobrbasame, CAL, VpaH, CesepHa
Kopeja

YBof

BehMHa [pXaBa MMa CYLUTUHCKE pecypce 3acHOBaHe Ha MHJOpPMALMOHO-KO-
MYHUKALMOHO] TEXHOMOTMWjU, YKiby4yjyhn onbpambere cucteme, cucteme ap-
XaBHe ynpaBse, KOMMNMEKCHE ynpaBrbadke cucteMe U WHopmaLmoHe UHGPaCTpyk-
Type Koje 0byxBaTajy KOHTPOIy enekTpuYHe eHepruje, TeneoHCKor cUcTema, TOKO-
Be HOBLa, Ba3gyLwHor caobpahaja, TokoBa HagpTe 1 raca, kao u gpyre nHgopmamo-
HO 3aBMCHe obnactu. [pywTBO NocTaje CBe BuMLUE 3aBWCHO 0F WHOPMaLMOHO-KO-
MYHVKALMOHE TEXHOMNOrWje, LTO pe3ynTupa weroBoM Behom oceTrbmBowwhy, Kako
36or nosehaHor 6poja kopUCHWKa, Tako 1 300r TpeHaa mehycobHor noBesnBata pa-
YyHapCKNX mpexa.> C Tum y Be3u, 3aluTuTa MHOPMAaLMOHUX MHGPACTPYKTypa Ha-
mehe ce Kao jedaH of npuopuTeTa HauuoHanHe 6e36egHoCTM.

Kao pesynTaT apywtBeHnx notpeba u TEXHOMOLWKMX MHOBALMja HacTao je cajoep
npocTop — HeMaTePI/IjaJ'IHI/I, HEOrpaHN4eHn MHTEPaKTUBHK NPOCTOP KpeupaH of pa-
4yHapCKkux Mpexa.” Y CylTWUHU, OH npencTasba rnobanHo nosesaHy UHGopMaLmo-
HO-KOMYHMKaLMOHY WHPaCTPYKTYpY.

HenpwjaTersu, 6uno gpxase, rpyne unu nojeauHuy, NokyLlasajy Aa yrpose Kpu-
TUYHE MHOpMaLMOHe MHPACTPYKTYpe KopuliheleM HETPAAULIMOHATHMX METOAA.
YnpaBo TakBu Hanagu mMornu Bu 3HayajHO Yrpo3vTW Kako BOjHY Tako M €KOHOMCKY
moh HanagHyTe gpxase. ['eononuTuyke Hecyrnacuue npenueajy ce u'y cajbep npo-
cTtop.’ [IpxaBe Cy aHraxoBaHe Ha cBe BeheM HagmeTamy y cajbep npocTopy ,Ha Hu-
BOY MCTOZ OpyXaHor cykoba”.”

! AHxhenuja bykuh, ,Kpaha mpgeHTuteta — 06nMUM, KapaKTEPUCTUKE U pacnpocTpareHocT”,
BojHo deno, Munuctapctso oabpaHe PC — Meauja uextap ,OnbpaHa’, Beorpag, 6poj 3, 2017, ctp. 99.

2 [ejan Bynetuh, Od6paHa 00 npemtsu y cajbep npocmopy, IHCTUTYT 3a cTpaTterujcka uctpa-
XuBawa, beorpag, 2011, cTp. 5.

% Helen Nissenbaum, "Where computer security meets national security", Ethics and Informa-
tion Technology, vol. 7, no. 2, 2005, p. 63.

4 [ejan Bynetuh, be3bedHocm y cajbep npocmopy, Munnuctapcteo onbpave PC — Meguja
LeHTap ,OnbpaHa’, beorpap, 2012, cTp. 21-23.

s [ejan Bynetuh, ,Ynotpeba cajbep npoctopa y KoHTeKCTy xubpuaHor patoBawa’, BojHo dero,
Munuctapcteo ogbpaHe PC — Meauja ueHtap ,Opbpana’, 6poj 7, 2017, ctp. 310.

6 JejaH Bynetuh, ,lNcuxonowka aumeHanja xmbpuaHor patoBawa’, BojHo 0eno, MuHucTap-
ctBo ofbpaHe PC — Meauja uentap ,On6paxa”, 6poj 6, 2018, ctp. 274.

! Nigel Inkster, It’s time to stabilise cyberspace — our well-being depends on it, International In-
stitute for Strategic Studies, Washington, 2019, p. 1.
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KoHuenT onepaumja y BuLwe JOMeHa

Awmepunyka Bojcka y epy YOp3aHOr rbyACKor HaNpeTka Hanasu ce y cutyauujy y Kojoj
pasnMuMTV NOBE3aHW eNEMEHTW ONepaTUBHOT OKPYXera KOHBEPrupajy, cteapajyhn cuty-
auujy roe TPEHOOBY Y AMMIIOMATCKOj, MHGDOPMALIMOHO]j, BOJHOj U €KOHOMCKOj cdhepm 6p30
TpaHChopMULLY MPUPOLY CBUX acnekata ApyLTBa, yKibydyjyhu u kapaktep patoBarba.
AMeprYKM CTpaTe3N NpOoLekbyjy Aa je CMakeHa TPeHyTHa aMepryka KoMnapaTuBHa BojHa
MPeaHOCT 1 cnocoBHOCT n3Bohersa onepavmje NPoTVB COUCTULIMPaHOT HenpujaTersa.

[NoTeHuwmjanHn NpoTUBHKLK, Npe caux Pycuja u KuHa, anu n Vpad u CeepHa Kope-
ja, npeaysenu cy 6pojHe kopake ga nopemeTe erKkacHOCT amepuyke BojHe Mohu, LWTO
cTBapa HenoBorbHUjy cutyauujy 3a CALL. PacT Ba3ayxonnoBHUX, KOMHEHWX 1 MOMOPCKUX
CMOCOBHOCTM NOTEHUMjanHUX NPOTUBHUKA Ca Pa3BUieHUM YAApHWM CnocobHOCTUMA Y
cBemupy U cajbep npoctopy omoryhaeajy um ga ce 6ope npoTMB aMepuykux cHara y
obnacTuma y kojuma ce Beh ayro npetriocTasrba gomuHaumja CALL® Moce6Ho moxe 6u-
TV yrpoxeHo ocnararwe CAL Ha cajbep NpocTop y NpoLecy KOMaHAOoBaka U KOHTpone
3ajeHNYKMX Ba3dyLLIHUX onepauvja, MMajyhn y Buay YukeHuUy 4a rmaBHU NPOTUBHULMN
ynaxy Benuke Hanope 3a yHanpefere CBOjX CNOCOBHOCTH Yy TOM JOMEHY.

3ajegHunuka Buauja 2020. (Joint Vision 2020) no3vBa Ha JOMUHALMWjy NYHOT Chek-
Tpa, npu Yemy bu amepwnuke cHare mopane fa Boge 6p3e 1 CMHXPOHW30BaHe onepa-
unje ca kombuHaumjama cHara npunarofjeHmx cneumduyHuM cuTyauujaMa, npucTy-
nom n cnobogom Aa Aenyjy y CBUM JOMeHMMA (KOMHO, MOpE, BasdyLUHM NpocTop,
cBemup 1 cajoep npoctop). Kao krbyyHu ghaktop AOMMHALMje Harnallasa ce Cro-
COBHOCT NOCTU3aHa CYyNnepMopHOCTH y CBUM JOMEHNMA.

CexkpeTap ogbpane CALl Mapk Ecnep (Mark Esper) Hapegwo je, kpajem 2019. rogn-
He, 0AroBopHUM cnyxbama n 3ajegHundkom wraby (Joint Staff) ga go kpaja 2020. roau-
HE Mpunpeme HOBW KOHLENT 3ajedHnukor patoBarba (Joint Warfighting Concept) 3a
onepaumje y ceuM gomeHuma (obnactuma, npoctopuma). Taj koHuenT Tpeba aa onwwwe
crnocobHocTn 1 aTpubyTe HeonxoaHe 3a Aenosame y byayhHoCTK, Y CBUM AOMEHMMA,
npy Yemy ce ycmepaBa 1 pa3soj MuHucTapcTBa oabpaHe y HapeaHUM JeLeHujama.

leHepan LloH XuteH (John Hyten), 3ameHuk HauyenHuka 3apyxeHor wraba, To-
koM npefasarba 12. asrycta 2020. roguHe, Koje je opraHusoBao VHCTUTYT XyAcCoH
(Hudson Institute), a npeHeo marasuH OudeHc Hbys (DefenseNews), roBopuo je o
HOBOM KOHLeNTy, Harnawaeajyhu ga he Hajoseha pasnvka 6utn y Tome wro y 6yayh-
HOCTM Hehe BuTn nNuHKja Ha 6ojHOM non:y.1

8 Mpema nogaumma Beha CALl 3a cnorbHe oaHoce (US Council for Foreign Relations ) v LieH-
Tpa 3a crtpaternjcke n mehyHapogHe ctyauwje (Center for Strategic and International Studies -
CSIS) upentudmkosaHo je npeko 250 cajbep Hanaga Ha CALl CnoH30pMCaHUX Of CTpaHe Heke ap-
xaBe y nepvogy og 2005. no 2018. roguHe. Eneken Tikk, Cyber arms control and resilience, SIPRI
Yearbook - Armaments, Disarmament and International Security, Oxford University Press, 2019.

®"Joint Vision 2020", https://apps.dtic.mil/dtic/tr/fulltext/u2/a526044.pdf, 14/11/2020

" Hudson Institute, General John E. Hyten on Progress and Challenges Implementing the National
Defense Strategy, https://iwww.hudson.org/events/1853-video-event-general-john-e-hyten-on-progress-and-
challenges-implementing-the-national-defense-strategy82020, 16/11/2020
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Y6p3aHu, npe cBera TEXHOMNOLLKKN pa3Boj 3axTeBa 1 HOBE KOHLIeNTe, na ce u cama
TepMuHonorvja ybp3aHo pa3sujana nocnearux rognHa — of BULELOMEHCKe (BuULUe-
OUMEH3NOHanHe) BuTke Npeko BULWELOMEHCKE (BULIEOMMEH3VOHANHE) onepauuje
[0 onepauuje y ceumM gomenuma (Multi-Domain Battle; Multi-Domain Operations; All-
Domain Operations).

KoHuenT onepaumje y BuLIE JOMEHa y OCHOBU objallH-aBa kako he amepuyke cHa-
re oABPaTUTU M NOBEANUTM NPOTUBHMKA Y CUTYaLMju ,MCNOL HUBOA OpYXaHor cykoba”,
Kao M y camoM opyxaHoMm cykoby. Taj koHuenT omoryhaBa amepuykuMm cHarama fa
hr3nyKM, BUPTYENHO U KOTHUTUBHO Hagjayajy NpoTUBHUKE, NpuMetsyjyhn koMBuHoBa-
HO OpYXje y CBUM JoMeHMMA. HaBoau v npenopyke y Bean ca CnocobHOCTMMa Koje cy
notpebHe KoMaHagaHTMMa 3a nobedy HanpeHoOr Henpujaterba M npeanaxe HOBU
oKkBuMp 3a 6orbe pasymeBane 6opbeHor npocTopa 21. Beka. Onepauwja y BuLle gome-
Ha HEOMNX0A4Ha je amepuyKUM cHarama, 3ajeHo ca CaBe3HWULMMa U ApyriM napTHepu-
Ma, Kako O1 ce NPOTMBHMLM ycnelwHo ogepatunu n nobegunu y 6yayhum cykobuma.

Amvepunuku cTpaTtesun npouekbyjy Aa ce Mopa M3BpLUMTM Borba uHTerpaumja cBux
cHara kako 6u Bojcka CALl 3agpxana Hagmoh y cnocobHocTMMa y OgHOCY Ha Ha-
npeaHe TEXHONOrWje M KOHLUeNTe HenpujaTerba. [Npema npoueHn ekcnepara, TpeHyT-
HW CUCTEM HE WHTerpuLle AOBOSbHO CBE JOMEHE, Kao LUTO je HMP. TEXHOMOLLKA UHTe-
rpaumja. YoueHe cy n ogpeheHe cnabocty y cUCTeEMy KOMaHAOBaHa W yrnpaerbatba
y peanHoM BpeMEHY.

KoHuenT amepuyke BOjcke Yy BULLEAOMEHCKMM onepaumjama 2028. (The U.S.
Army in Multi-Domain Operations 2028)", koin ie uspaguna KomaHna 3a obyky u
AokTpuHy (Training and Doctrine Command — TRADOC) 2018. roguHe, npegnaxe
HU3 peLlerba 3a cykobe y pasnuuutum gomeHnma. OcHoBHa uaeja je 6p3a u KoHTK-
HyWpaHa MHTerpaumja cBux JOMEHa paToBaka kako 61 ce MPOTMBHWK OABPaTUO U
OCTBapuna npeaHocT y opyxaHoM cykoby. Ykonuko oaspahawe He 61 ycneno, Boj-
He popmaLmje, kao Aeo 3apyxeHUX cHara, npogpne 6u u gesuHTerpucane Henpuja-
TerbeBe cCucTeme, Kopuctune cnobody MaHeBpa NPOMCTEKNYy M3 TakBe cuTyauuje,
MOCTUrNe COMCTBEHE CTpaTerujcke LurbeBe U KoHconupgosane Ao6uT kako 6u ce
MPOTMBHUK NPUCWIIMO Aa Ce BpaTu y cTawe noBosbHUje 3a CjeanweHe [pxase, wu-
XOBE CaBE3HWKE 1 NapTHEpe.

3Hauaj cajbep npocTtopa 3a CA

dopmuparse amepuuke Cajbep komange 2009. rogmHe n gobuwjare cratyca ca-
MOCTasiHe onepaTuBHe komaHae y Majy 2018. roauHe (8o Taga je buna geo Crpare-
rmjcke KOMaHZe), roBopy 0 3Hauvajy cajoep npoctopa 3a [leHTaroH. Ha MHOro Hauu-
Ha, 3aBajarkbe amepuyke cajbep komaHae n3 CTpaTterunjcke KOMaHzae, koja Haarnega
cTpatellko oaspahate, cmbon je NpoMeHe aMmepuykor apxkama y cajbep npocTopy

" The U.S. Army in Multi-Domain Operations 2028, TRADOC, Virginia, 2018,
https://www.tradoc.army.mil/Portals/14/Documents/MDO/TP525-3-1_30Nov2018.pdf, 22/11/2020
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oA ,0A0paHe” ka ,ynopHom aHraxoBary”. CjegutbeHe [lpxaBe, Kao joww yBeEK Haju-
CTakHyTWja cajbep cuna y CBETY, Mckadyjy ambuumje oa ussplue cajbep onepauuje
Ha CBMM HMBOMMA komaHaoBawa. Cajbep komaHga CAJl uma kanauuteTe of Heko-
NKKO XMrbafa npunagHuka Koju ce MOry aHraxoBaTu 3a NnaHupare W peanuaauujy
Hanaga. CpeguHom 2018. roguHe, ycBojeHo je npaswno Joint Publication 3-12
Cyberspace Operations Koje perynuiie npoueHy, Nnpunpemy, NnaHnpawe 1 n3spLua-
Bak€ cajbep onepauyja.

Cajbep komaHga npegctasrba cBoj Wb ga CAJl mopajy yHanpegn ga ce 6paHe
WTO Bvke 3BOPY HenmpujaTerbeBUX akTUBHOCTM W aKTepa npe Hero LUTO OHW OCTBa-
pe TakTu4Kke, onepaTuBHE M CTpaTerujcke npegHocTu. To yBepeme je nojayaHo y Ha-
LMOHaIHoj cTpaTervju 3a cajbep npocTop, 06jaBrbeHoj y centembpy 2018. roguxe. '
Y 10j Ce HaBoayu Aa je unib uaeHTudmKaumja, cynpoTcTaBrbake, pemehere, gerpa-
Avpatbe U oaBpahate noHawara y cajoep npocTopy Koje je aectabunuampajyhe u
MPOTUBHO HaumoHanHuM uHTepecuma CA[l, OQHOCHO OCTBapuBame JOMUHaLMje U
HagmohHocTu CAfl y cajbep npocTopy. Ako ce y NOTNYHOCTW UMMNEMEHTUPA, CTpa-
Tervja 6u nogpasymeBana npegysnmare akuuja npotue oapeheHux aktepa y caj-
6ep npocTopy, WTo je 6wo cnyyaj npoTus MipaHa 36or, HaBoaHor, obapaka amepuy-
ke BecnunoTHe netenuue.

Y cTpatervjckum gokymeHTma CALl nocebHO ce Harnawasa npaBoO Ha KOHTpa-
mMepe 1 camooabpaHy y cnyyajy cajbep Hanaga. Y paHujem nepuogy aMepuyku ctas
npema cajbep npocrtopy 61o je gechaH3mBHMjM M yCMepeH, npe cBera, Ha ogspaha-
He noTeHumjanHux Hanagaya. CjeguweHe [pxaBe cy cmaTtpane ga 6w nepuenuuja
HeroBux 0aH3MBHUX CMOCOBHOCTM MOrma OABpaTUTW MPOTMBHUKE O Hanaga.
KoHuenT ctpatervjckor oaBpahatsa y cajbep npocTopy ce Huje nokasao kao eduka-
caH y npakcu. OMeTare 1 y3HeMmpaBarbe rMaBHUX KOHKypeHaTa y cajbep npocTopy,
3a pasnuky og oaspahatsa, NocTanu cy NnpuBnayHunja onumja 3a amepuyke crtparere.

Y aBrycty 2018. rognHe amepuykn npegceanuk Oowang Tpamn (Donald Trump)
n3gao je Hapehewe (PPD-20) kojum ce noHWLLTaBa MOMUTVKA NPETXOAHOr aMepuy-
kor npeacenHuka bapaka Obame (Barack Obama) kojom je ycnocTaBrbeHa KOMMu-
KOBaHa npouenypa 3a MefypecopHM NpoLec Koju ce Mopa MCMOLITOBATW Npe Hero
wro 6u CALl morne ga nokpeHy cajoep Hanag.

WNako amepunykn NpoTMBHMUM cmaTpajy Aa 6w y cnydyajy cajbep Hanaga Ha CAL
TO JOBENO A0 OAroBOpa y3 No3HaBake NoTeLkoha npunucmMBarba TUX Hanaga ogpe-
feHnm OpxaBHUM akTepuma, cBe uelhe aHraxyjy HeapXaBHe akTepe [a u3BpLUe
othaHamee akumje npotus CAJl 1 HUXOBUX CaBE3HUMKA.

Kako 6u npegynpeaune moryhe cajoep Hanage CAL cee uyewhe noawxy onty-
XHuULe npoTuB nojeauHaua u3 Kuxe, Upana, CesepHe Kopeje n Pycuje. Mpouekyje
ce Aa ce ogpeheHn 6poj OCyMHUYEHNX HUKAAa HEhe CyoUnTH ca U3pyyYerem U Kpu-

12 Joint Publication 3-12, Cyberspace operations, 8 June 2018, Joint Chiefs of Staff, Washington,
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf, 20/10/2020

' National Cyber Strategy of the United States of America,
https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf, 17/10/2020
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BWYHMM FOH-EHEM, anu jaBHO 006enofarnBambe HUXOBUX UMEHA MOXE yTMLAaTh Ha
NPoOMeHy oanyka n oaspahate Apyrnx noteHumjanHux Hanagava. Takohe, CALl Ha-
CTOje da npeaysnMajy eKOHOMCKe CaHKUuje NpoTuB nojeanHua u opraHusauuja. Bu-
we apxaea, ykrbyyyjyhu u CA[l, objasrbyjy nogatke o CBOJI/IM cajbep cnocobHocTH-
Ma 1 CMPEMHOCTM Aia UX KOPUCTE 3a HaLMOHamnHy ogopaHy.

OgaHoc CjeanweHnx Opxasa n NpaHa

KapHernjesa coHgaumja 3a mehyHapogHu mup (Carnegie Endowment for Inter-
national Peace) objaBuna je, 4. jaHyapa 2018. rognHe, u3BewTaj y Kojem je MpaH
03HayeH Kao M3BOp MpeTHM y cajbep npocTopy. AyTopu HaBoAe Aa cy, ynpKkoc ycne-
Xy WpaHa BesaHo 3a mansep Shamoon > n uWMHr Hanag Ha komnanwujy Deloitte n
HEKONMUKO ApYrux Kopnopawmja, MpaHCKWM Hanaay yrnasHoM notue ckpuseHu. Kao pe-
3ynTaT Tora, ekcrnepTu koju cy ce 6aeunu uctparom gorahaja HUCY MManu MHOTO
npobnema ga oTkpujy nouvmmou,e [lokasu cy ykasueanum ga cy msspLumoum us Mpa-
Ha, kako 36or /P agpeca'® Tako u 360r nojMoBa 13 NEPCHiCKOT je3nka Koju cy Gunm
cagpXaHu y ManuumosHum nporpammma. Npouemyje ce aa ¢y cnocobHoctu MpaHa
penatvsHoO mane y nopefewy ca Pycujom u KuHom, anu cBakako npeacraerbajy
npeTky no CAL."

lNojeanHn ekcnepTtu cmaTpajy Aa he ca pa3sojeM cajbep Hanaga kao acuMeTpuy-
HOT opy>Xja, Apxase buTn cee BULLe yKkibyyeHe. [poaaja oapefheHor KOHBEHLMOHa-
HOT Haopyxara WMipaHy n Cupuju ykasyje n Ha MoryhHocT cHabaeBara 1 0byke Kaga
cy y nuTamy cajbep anatu. Npema ogpehenum ussopuma, CAL n Vlapaen cy Beh
“Manu Takey capafky Koja ce 0OfHOCUNa Ha ManuLUMO3HU nporpam Stuxnet KOjVI je
ocnabuo upaHcke kanauuTeTe 3a oborahusarse ypanujyma, 2010. rogure.' Taksa
BpcTa nomohu u TpaHcdep 3Hara JelaBanu Cy ce y MpoLnocT, npe ceera y
obnacTtu pa3Boja HykneapHor Haopyxatba.

" The Military Balance, Volume 119, Issue , 2019, Washington, p.8,
https://www.tandfonline.com/toc/tmib20/119/1?nav=tocList

"> Manuumosnn nporpam Shamoon (W32.DistTrack), otkpune cy, y asrycty 2012. roguHe,
komnaHwje Kaspersky, Simantec u Seculert. Kapaktepuie ra, y ogHocy Ha octane 3noHamepHe
nporpame, Benvka AECTPYKTUBHOCT M HEOMXOZHOCT BEMMKMX TPOLLKOBA WM BPEMeHa Onopaska Lii-
rbaHor cuctema.

®p anpeca (Internet Protocol address) jenvMHcTBeHN je TpmuaeceTaBoOUTHM Bpoj Koju KopucTte
pa3nuunT ypehaju y meflycCobHOM KOMyHULMpaky NyTeM UHTEpHeTa, Y3 kopuwhere ogpeheHnx
npoToKona.

7 Scott Stewart, "Hacking: Another Weapon in the Asymmetrical Arsenal", Stratfor - Worldview,
January 25 2018, p.1-3, worldview.stratfor.com

'8 Stuxnet je ManuumosHu padyHapcku nporpam, oTkpueH 2010. rogvHe, KOjUM je yrpoxeH
MPaHCKK HyKreapHu nporpam, a 3a Koju ce cymwa Aa cy ra uspagunu CA u U3paen.

S Scott Stewart, op.cit.
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Cajbep Hanagw Hehe 3aMeHUTH Tepopu3am Kao aCMMETPUYHO Opyxje. MHore Ka-
paKTEPUCTUKE KOje YMHe Tepopusam aTpakTUBHUM 3a U3BpLUMOLE, Takofe ce ogHoce
1 Ha cajbep Hanage. [Jo caga u3seneHu cajbep Hanagu, NOTNOMOrHYTU oapeheHnm
ApxaBama, Hucy nponpahexu ogrosapajyhom HeraTMBHOM peakuujoM, OTKpUBaH-EM
1 npoLecyvparweM noYMHunaua. Hucku TpoLukoBuM, Bpeme 1 Hanop 3a peanusauujy,
HecyMmMBO he nogctahu BuLLe Apxasa Ja ce onpeaenu 3a Ty BPCTY Hanaja.

Kao wro je mana je BepoeatHoha fa he WpaH m3assatu CAL y BOjHOM cykoOy
BENUKMX pasmepa, Tako je 1 mano BepoBaTHO Aa he BoaUT aupekTaH part y cajoep
npoctopy. [Mopefhere CNoXeHOCTM ManuuMo3Hux nporpama Stuxnet (Besyje ce 3a
CA[ n U3paen) n Shamoon (Be3yje ce 3a /paH) unyctpyje pasnuky y cnocobHocTu-
ma. bes o63npa Ha Ty unbeHnuy, CALl cy pawuBe Ha cajbep Hanage. Ynpkoc Toj
peanHocTn, obe cTpaHe he HacTaBuUTW Aa ce npunpemajy 3a cajbep pat. MpaH, kao
n gpyre apxase (KuHa, Pycuja, CeBepHa Kopeja...), n ogpefieHn HeapxaBHW akTe-
pu, peanusyjy Hagsop Hag KpuTuuHoM mHdpacTpyktypom CAL n 3anaga seh gyxu
HU3 roguHa. Takofe, AMepUKaHLM U HUXOBW CaBE3HWLW Cy aHraxoBaHW Ha ussuha-
Wy MpaHcKe MHGpacTpykType. Ha AcneHckom curypHocHom chopymy (Aspen Secu-
rity Forum), y jyny 2018. roguHe, aupektop HaunoHanHe obasewwTajHe cnyxbe CAL
Jen Koytc (Dan Coats) HanomeHyo je aa ce MipaH npunpema 3a Lurbakbe enekTpuy-
HUX Mpexa, BoaeHux 6paHa u TexHomowkmx komnaHuwja y CALl, EBponun n Ha Bnu-
CKOM WCTOKY.

Hagsop He 3Haun ga he ce Hanag curypHo goroautu. Kao u cBaku paTHW nnaH,
cajbep nnaHoBM ce axypupajy kako 6u ce y3ene y 063vp NnpoMeHe onepaTUBHUX CU-
CTeMa, pakUBOCTH, CUTYPHOCHUX W Apyrix Mepa. HaBegeHWm aktmeHocTima 6aBu
ce u MpaH, o4HOCHO MuUnUTaHTHe rpyne Xesbonaxa c kojuma capahyjy. ok je caj-
Gep pat v garbe Mano BepoBaTaH, MpaHCKN Hanaay HUXer H1UBoa NPOTMB BNaAUHUX
nHctutyumja CALL, npuBaTHMX KOMNaHuWja 1 opraHu3aumja, BepoBaTHo he Gutn yye-
cranuju. Kpajem 2018. roguHe, npeactaBHALM UTanujaHCcke KOMMNaHuje 3a HadTHe
ycnyre Saipem W3jaBunu Cy Ja Cy yrpoxeHu cajbep Hanagom, OQHOCHO Manuumo-
3HUM MPOrpamom Koju npeacTaBrba BapujaHTy maneepa Shamoon, WTO ykasyje da
Cy nounHuoumn BepoBaTHO U3 MpaHa. Hajgehu knujeHT komnanwje Saipem je Hauwmo-
HanHa HadTHa komnaHuja Saudi Arabian Oil Co., KOHKypeHTCKa upma MpaHcKoj,
LITO je BepoBaTHO BMO pasnor 3a Hanag Ha utanujaHcky dovpmy. Mopen Tora, foH-
foHcka cupma Certfa, koja je cneunjanmsoBaHa 3a npahere MpaHcke akTMBHOCTH Y
cajbep npocTopy, objaBuna je mM3BelwTaj KOjU ykasyje Ha ouwuHr Hanage VpaHa
ycmepeHe Ha dmHaHcmjcky uHdpacTpyktypy CAL. Hanagu cy ycmepenu n npema
OpraHusauujn 3a cetcky MefybaHkapcky dmHaHCKjcKy TenekomyHukauujy (Society
for Worldwide Interbank Financial Telecommunication — SWIFT) ca ceguwTtem y
Bpuceny, koja onakiuasa rnobanHe duHaHcujcke TpaHcakumje.?

21
noua.
2 Scott Stewart, "How Iran's Cyber Game Plan Reflects Its Asymmetrical War Strategy”,
Stratfor - Worldview, December 18 2018, p. 1-2, worldview.stratfor.com
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MpaH 4ecTo KOPUCTM MUMTAHTHE 3acTynHUKe, Kao LWTo je Xe3bonax, Aa page
,MIPrbaB Mocao” yMecTo wbux U aa TexepaHy npyxe MoryhHocT nopuuara. Ha cnu-
4yaH Ha4yMH MOXe Mx cHabaesaTu u obyyaBaTu 3a [enoBare Yy cajoep mpocTopy.
WpaH je ybp3aHo nobosrbiao cnocobHOCTY 3a AenoBarbe y cajoep npocTopy, na ce
npouewyje aa he HactaBuTu Taj TpeHA. To je 1 jeaaH of ogrosopa MpaHa Ha caHk-
umnje n Hanope CA[l na ce MpaH ocnabw.

Megmjcku pat CALl n MpaHa ogpasno ce u Ha oppefeHa AellaBarba y cajoep
npocTopy. HevmeHoBaHn amepuykn 6e36eQHOCHU 3BaHWYHULM ynosopumu cy, 20.
jyna 2018. roguHe, amepuuky Tenesmanjcky mpexy NBC News ga ce WpaH cnpema
[a nokpeHe auctpubyupanu Hanag ogbwjarba ycnyra (Distributed Denial of Service
— DDoS) Ha nHpactpykTypy CALL. Takohe, komnanuja CumanTek (Symantec Corp.)
ynosopwuna je, 25. jyna 2018. roauHe, Ha HOBY MpPaHCKyY XakepcKy rpyny nog HasvwBoM
Leafminer. I'pyna ce ocnawana Ha Jobpo ycrnocTaBrbeHy TakTUKY Liurbaka Ha CTo-
TUHe jaBHM>2(5M npMBaTHUX opraHusaumja wupom bnwnckor nctoka, AsepbejiiaHa n Ae-
raHucraHa.

WpaH uma gobpo gokymeHTOBaHy McTopujy ynotpebe cuwmHr Hanaga. PuiunHr
nogpasymeBa y6efuBare UMrba 3a oTBapawe odpefieHe JaToTeke Y eneKTPOHCKO)
MOLLTK, YUME Ce MaNULMO3HK Nporpam yHocu y ogpefenun ypehaj unu mpexy n Tuve
omoryhaBa Hanagauvima npuctyn unu koHtpony. ¥ 2016. roguuiu VipaH je noHoBo au-
ctpubyupao mansep Shamoon, koju je 2012. rognHe JOBeO [0 yHWWTEHA Xurbagda
KoMmnjyTepckux TepmmHana Saudi Aramco. ManBsep je YHULWTWO nofaTke U nopemeTo
opraHusauuje wupom Cpearer nctoka. AHanusa Hanaga y 2017. roauHu, Kojy je us-
pagno IBM, nokasyje fa je ManuuMo3Hu nporpam QucTpubympaH cnawem tuorpadu-
ja, nponpaTHuX Nucama n Apyrux Matepujana 3a npujaBy Ha Nocao, Koju cagpke Ckpu-
BEHE 3MOHaMepHe ckpunTe y Hamarneg 6ezonacHnm Microsoft Word pokymeHTma.

W'y 2017. roguHu, upaHcka rpyna HassaHa APT33 (ckpaheHuua 3a HanpegHy
YNOpHY NPeTHY) Cnana je matepujane ca 3anoHaMepHUM nporpaMuma 3anocneHnma
y cektopy aBujauuje y Cayaujckoj Apabuju. . MNpema nogaumma us maprta 2018. ro-
AnHe, jegHa upaHcka cajbep onepauuja komnpomutoBana je 8.000 Hanora oa npw-
6nmxHo 100.000 uurbaHux akageMckux pagHuka. Mako je ctona ycnexa og 8% pe-
naTMBHO HUCKa, OHa MOXe AaTu Benuke Bpojese Kafa je unrbHa rpyna 4OBOMbHO Be-
nuka. Y HaBeeHOM cryyajy, akadeMcku pagHuum u3 21 semrbe npuMunu cy enek-
TPOHCKY MOLUTY Y KOjOj Ce uM3pakaBa 3auHTEPECOBAHOCT 3a HUXOB pag. [lopyke cy
cagpxane nMHKOBE Ha web CajTOBE KOje OMoHalLajy CTpaHuLy 3a npujaBy Ha HUXOB
yHuBep3uTeT. MHdopmauuje gobujeHe Ha TakaB Ha4YMH MOrfe Cy Ce KOpUCTUTK 3a
MPUCTYN NErMTUMHUM YHUBEP3UTETCKUM web cTpaHuuama, oTKpuBajyhn enekTpoH-
CKe MOopYyKe, UCTPaXMBAYKE pesyniTaTe U KOHTaKT-JIMCTe.,

X newua.

B Ben West, "When It Comes to Cyberattacks, Iran Plays the Odds", Stratfor - Worldview, July 31
2018, p. 1-2, worldview.stratfor.com
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Wcrta rpyna koja je onTyxeHa 3a uurbake akageMcke 3ajefHuuUe KoMnpoMuToBana je
padvyHe y 36 amepuykmx U 11 cTpaHUX KOMNaHWja jedHOCTaBHUM CKEHWpakeM Kopriopa-
TUBHUX e-mail Harnora v Kopuwherem Hekux of Hajvelwhmx no3vHkn. Hajmare 47 3ano-
CMEHWX KOPUCTMMO je 13y3eTHo cnabe nosvHke (123456789, unum yak ,nosunHka”). Leafmi-
ner rpyna je, Takofe, kopuctuna Ty TakTuky. Mano coguctuumpaHnmja Taktuka ykrbyyyje
CkeHupare 6a3a nogaTaka v nokyLlaj noBesvBaHa NPETX0AHO KOMMPOMUTOBaHUX kopu-
CHUYKUX MMEHA W JIO3MHKM Ca CIIMYHAM KOPUCHUYKUM MMEHUMA Ha APYTUM Harnosuma.

JegHa og HajakTuBHUjMX cajbep rpyna y Wpany, nog umeHom Charming Kitten (,wap-
MaHTHW Maduh’), NoBe3aHa je ca HajMatbe [Ba Hanaga npaBehn naxHe web CTpaHuLe.
KomnpomuToBaHe cy web CTpaHuue nubaHcke Bniage, cayamjcke 30paBCTBEHE Criy0e u
asep0ejiiaHckor yHuBepauTteTa. Charming Kitten je ocmucnvo u web cTpaHuLue ca agpeca-
Ma Koje onoHallajy nerutumHe. Hemaukn nHdopmatveru cepsuc Deutsche Welle kom-
MPOMMTOBaH je AodaBakeM NogaoMeHa ,HET' Ha MMe JOMeHa kako Ou ce obmaHynm no-
CETMOLM U HABENM WX 4@ MWCIEe a Cy NOCETUNM NerTUMHyY cTpanuuy. MNopeq Tora, uspa-
aynu cy UKTMBHY web cTpanuuy BputaHcke HoBuHCKe areHuuje (British News Agency)
kako 61 Hamamunn NoceT1oLEe Aa noceTe CTPaHULY W Npeyamy 3rioHamMepHn coghTBep.

HevmeHOBaHM BUCOKM amMepyyKn 3BaHUYHWLM CAONLITUNN Cy 4@ UPaHCKU Xakepw
Mmajy cnocobHoCT Aa u3Bplle coducTuumpare cajbep Hanage Ha amepuyky u
€BPONCKY MHPPACTPYKTYpY M npuBaTHE KomnaHuje. Hemayka obaseluTajHa areHuyja
je Takohe nssecTtuna o cee Behoj yyectanoctv Hanaga, y nocneamwmx HEKOMUKO ro-
[VHa, KOju Cy BEpOBATHO MOPEKIoM 13 MpaHa.

HepasHotexxa mohu cnipeunhe VipaH ga yhe y avpekthn BojHu cykob ca CAL v Hixo-
BMM CaBe3HWLMMA, aru ce o4ekyje Behe fenoBare acMETPUYHM apCeHariomM Kao LUTO cy
HrIp. cajbep Hanaan.®' MehyTum, na 61 ce paseune HanpeHe cajbep CocoBHOCTH, Apxa-
BM je NOTPEBHO MHOMO pecypca: CHaXaH CUCTEM BMCOKOT 00pa3oBatba, yrarakse y UcTpa-
XVBaH-e 1 pa3Boj, jaBHO-NpuBaTHa capaama uth. Mane cy moryhHocTu aa he 3emrbe Kao
wro cy UpaH n CesepHa Kopeja nmaTu cBe pecypce 1 npusnadmTtyi cajbep ekcriepTe CBeT-
cke krnace. OHo LUTO UM HedocCTaje y pecypcuma, oHe HagokHahyjy aMbuLmjom 1 BenvkoMm
XerboM, Kao LUTO je 610 cryyaj ca HykrieapHUM Opy>KjeM. Y3 Mano CriorbHe ekcriepTae Mo-
rnm 6v npesasuhin CBoja OrpaHMyerba 1 NocTaT MHOo 030UrbHKa npeThba.?

OpgHoc Cjeaunrennx [pxasa n CesepHe Kopeje

Y jyny 2018. roauHe je, HaBogHO, npumeheHo aa Mcnamcka penybnuka Mpad
urpa urpy 6pojesa y cajboep npoctopy, kopuctehn penaTuBHO jeQHOCTABHE TEXHUKE
npucTyna pavyHapckuM cuctemmma, Lurbajyiv Ha xurbage KopucHuka y Hagu aa he

» Mnéwua. p. 4.
» newua.

% International Institute for Strategic Studies, Growing cyber threat from Iran,
https://www.iiss.org/blogs/cyber-report/2018/07/cyber-report-20-to-26-july, 17/9/2020

3" Scott Stewart, "How Iran's Cyber Game Plan Reflects Its Asymmetrical War Strategy”, op.cit.
%2 Scott Stewart, "Hacking: Another Weapon in the Asymmetrical Arsenal”, op.cit.
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Makap Manu npoueHaT yrpoxeHux nocratu u xpTse. lMpeacrasHuum MuHuctapcTsa
npaeae CA[ cy BuLe nyTa onTyxvsanu CeBepHy Kopejy 3a cnnuHe nHumpenTe.*

Ogapehenn nssopn Haeoge Aa je CesepHa Kopeja HajsepoBaTHMjUM NOYMHMNALL
Hanapa Ha Sony Pictures 2014. rognHe, Bangladesh Bank 2016. roaguHe, WannaCry
2016. n 2017. roguHe n geceTnHe apyrux Hanaga. Onepaumje koje nssoge CeeepHa
Kopeja u VipaH nmajy MHOro 3ajeiHU4Kor y CMUCAY Lnibaka U TakTuKe, anv nocToju
KIby4yHa pasnuka kako Te [Be 3eM/be NpUCTynajy CBOjuM cajboep kamnarama. [ok
WMpaH nma TeHgeHuujy Aa wrpa urpy Benukunx bpojesa, CesepHa Kopeja, npunpema
Hanage meceuuMa Unu NoHekas rogMHama.

WpaHcke 1 ceBepHOKOpejcke onepauuje cy CrinyHe y ogabupy uurbeea, nnaHu-
pamy 1 ekcnnoataumju Hanaga. Obe gpxaBe Uurbajy amepudke KomnaHuje Koje pa-
[e 3a cucTeM oabpaHe u uHaHcujcke MHCTUTYUMje. MpaHckn DDOS Hanagw Ha dom-
HaHcujcke nHetutyumje CAL og 2011. go 2013. roamHe kowTane cy amepuyke KoM-
naHuje MMIMOHe Jonapa, AoK cy Tpowwkosn UpaHa 6unu muHumanun. Hus cesepHo-
KOpejCKMX Hanada Ha rHaHCUjCKe UHCTUTYLIMjE LUMPOM CBETa HaBOAHO je Npoy3po-
KOBao LUTETY Koja ce Mepu CTOTUHaMa MUIMOHa Jonapa.

O6e 3emrbe nNpegy3vmMajy pasnuunTe BapujaHTe ULLMHT Hanaga, nokywasajyhu
[a npeBape CBOje XpTBe Y Npeysumarby 3roHaMepHoOr coTeepa npeacrasmbajyhu
ra Kao neruTMMHW NUHK unu gatoteky. HasogHa kpaha CesepHe Kopeje og 81 mu-
nuoH gonapa u3 ueHTpanHe 6aHke baHrnagelua, cnawem mManuUmMo3Hor nporpama
CKpMBEHOT Kao buorpadmje n nponpaTtHa NnMcma nocnata efieKTPOHCKOM NOLUTOM 3a-
nocrneHuma, Npeacraeiba ke ,Hajsehn ycnex” y cajbep npoctopy. N gok je WpaH
06MYHO MMao MOTMB CaMO [a W3a30Be NpeKkng Uu CMeTHe Y YHKLUUOHUCakY du-
HaHCUjCkMX UHCTUTYuUMja, moTuB CeBepHe Kopeje 610 je n duHaHcujcku, anu u no-
nuTuyka ogmasna. Obe apxkaBe Cy nokasane CKNOHOCT Ka npeay3vuMatby pa3opHUX
Hanaga. WannaCry Hanag 2017. roguHe, 3a koju ce cmaTpa ga je ogrosopHa Ce-
BepHa Kopeja, NpuKpuBEH kao ransomware™ Hanag, UMao je 3a Lurb npekug yHK-
LIMOHUCaHa cUcTeMa.

MefyTtum, pasnuke msmelly CesepHe Kopeje u MpaHa jaBrbajy ce y HUXOBUM
npMCTyNMMa Hagrnegawy cuctema. HemHTpy3nBHUM Hagsopom (non-intrusive surve-
illance), Hanaga4m 4ecTo NPOBOAE MACWMBHA Haarnefara LurbaHe Mpexe, AOK WH-
TPY3UBHWUM HAA30POM OHM UMerasiHo NpPUCTYNajy LurbaHoj MpexXu Kako 6u npatunm
aKTUBHOCT WM3HYTpa. YNasak y Mpexy 4ecTo NPeTXoau rMaBHOM Hanagy, Yuju ou uu-
reeBu Mormm 6uTn kpafa uHdopmauuja unm Hosua, AUCTPMOYUMja ManuumMO3HOr

% Ben West, "North Korea's Hackers Play the Long Game", Stratfor - Worldview, September
18 2018, p. 1-2, worldview.stratfor.com

s newua.
% newua.

% Ransomware je Bpcta ManuUMO3HOr CodhTBEpa Koja OrpaHMyaBa MPUCTYM PasuyHapcKUM
CUCTEMMMA UM MOXParEHUM [aToTekama Te Ce Of XKPTBE TPaXu OTKyMHWHA paan Aobujara
napameTapa 3a npucTyn kuma.

¥ Ben West, "North Korea's Hackers Play the Long Game", op.cit.
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cocpteepa u apyro. OapeheHn oTKpMBEHU MHLUMAEHTY YKa3dyjy Ha To aa CesepHa Ko-
peja noceehyje MHOro BuLE BpemMeHa cnpoBofewy MHBA3UBHOM Haa3opa npe pea-
nu3auuje Hanaga.

Y cnpoBohetby CBOjUX BPOjHMX Hanaaa, CeBEPHOKOPE|CKW Hanadayu, pagy CMate-
Ha TPOLLKOBA M noBehara emkacHOCTM, YECTO KOPUCTE UCTY MHAPACTPYKTYPY Hana-
da. HapasHo, Hanagaum 3amarsbyjy CBOj naeHTuTeT Kopuctehu proxy (nomohHe) cep-
Bepe, BupTyenHe npusatHe mpexe (Virtual Private Network — VPN) uta. Kopuwhere
NCTWX agpeca enekTpoHcke nowTte, ypehaja, IP agpeca v gpyror, ykasyje Ha YAteHu-
uy na CesepHa Kopeja ctoju n3a ogpehenux Hanaga y cajoep npoctopy. Moxe ce
ouekmBatu ga he y ByayhHocTu MoauUKOBaTY CBOje anate u TpaXuTu apyre Lurbe-
Be Ha TepuTopuju CALl 1 3emarba ca kojuMa oHe raje ,,onmcke ogHoce”.

Cajbep cnocobHocTv noctajy mohaH MHCTPYMEHT HaumoHanHe mohu. [la 6u Heka

Apxasa 6una cynepcuna y ABAECET NPBOM Beky Mopa /MaTy pecnekTaburHe cno-
coBHOCTM 3a cajbep patoeawe.*’ Mopen CAL, Pycuje, Mpana 1 CesepHe Kopeje,
npema npoueHama ekcrnepaTa ca cajbep 6e3beaHocT, nocToju Msmer 20 n 30 gp-
XaBa Koje uMajy pecnektabunHe cnocobGHOCTM 3a cajbep paToBakse. Mepy cno-
cobHOCTM 3a 0BY BPCTYy paTtoBaka, ekcnept Knapk u Krejk (Clarke u Knake) panu
cy Ha 6asu npoueHe ochaH3mBHe Mohu, ogbpamMbeHnx CnocOBHOCTM U 3aBUCHOCTM
Of payvyHapckux cuctema. 3aBUCHOCT Ce OAHOCU Ha KPUTUYHE WHOpMaLUMoHe Cu-
CTeMe Koju Hemajy MpaBy 3aMeHy, a Koju Cy 3aBUCHM of cajbep npocTopa.*®

Cjenursere Opxase, npema muwwrberby Knapka n KHejka , Hemajy cnocobHocT ga
Ce AMCKOHEKTYjy ca ocTaTka cajbep npocTopa, WTO NpeacTaBba HeraTuBaH acnekT
no nutawy 6e3beaHocTyu. Mopea HaBeadeHor, CALL y Benukoj Mepm 3aBuce of cajoep
npocTopa, Aok CesepHa Kopeja uma manu 6poj cuctema 3aBucHUX o4 cajbep npo-
cTopa, Na eBeHTyanHu cajbep Hanag He 6u Joseo A0 036urbHMjUX nocneauua. MNpe-
Ma MULLIbeHY HaBedEHUX ayTopa, 04 aHanmsupaHux gpxasa Hajsehe cnocobHocTm
3a cajbep patoBawe uma CesepHa Kopeja, 3atum Wpan, na CA[. Oanac cy CA[
MHOro pawmBuje Ha cajbep Hanage o MpaHa n CesepHe Kopeje, na ce moxe pehm
[1a eBeHTyamnHu cajbep paT y 0BOM TPEHYTKY NpeAcTaBrba HefocTaTak 3a CAL.*

% newua., p. 3.

¥ Y6ug., p. 2-5.

“ Marcus Willett, Cyber instruments and international security, International Institute for
Strategic Studies, Washington, 2019, p. 1.

# Cristopher Paul, Information Operations — Doctrine and Practice, Praeger Security International,
London, 2008, p. 121-122.

“2 Richard A. Clarke, Robert K. Knake, Cyber War — The next treat to National Security and
What to do about it, HarperCollins e-books, 2010, p. 59.

“* Matbe 3aBucHa Ipxasa gobuja Behu 6poj 6ogoea npunukom paHrupara. Mepa crnocnobHocTy
3a cajbep patoBarbe pa3MaTpaHux Apxasa npukasaHa je npema cnegehem:

— CAJl - cajbep Hanaa = 8, cajbep 3aBucHOCT = 2, cajbep ogbpaHa = 1; ykynHo: 11.

— WpaH — cajbep Hanap = 4, cajbep 3aBucHocT = 5, cajbep ogbpaHa = 3; ykynHo: 12.

— C. Kopeja — cajbep Hanag = 2, cajbep 3aBucHocT = 9, cajbep ogbpaHa = 7; ykynHo: 18.

“ Richard A. Clarke, Robert K. Knake, op.cit, p. 127-128.
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3aKrbyyak

BojHo npucycTBo y cajbep npocTopy je HeCcyMmmBo. MHUMaeHTH namehy apxasa cy
cBe 6pojHujn 1 030urbHUjM. HaBeaeHn npumepy Nokasyjy da Cy Heke akTUBHOCTW Npu-
npemaHe roguHama u y3 nogpLuky oapefeHux apxasHux opraHa. bes 063vpa Ha To WwTo
je NokpeHyTa ucTpara npoTus oapeheHnx rpyna, Koje cy Hajyelhe crnoH3opucaHe og ap-
XaBa, Mano je BepoBaTHO da he To oaBpaTuTh 3emrbe kao wTo cy CeepHa Kopeja u
WpaH of farsmx akTMBHOCTM U npeacTaerbahe cee Behy npeThy no 6e3dearoct CALL

leononuTuYKa Hecnarakwa 1 pasnumyunTi MHTepecu ogpasvhe ce 1 Ha gellaBarba y
cajbep npocTopy. lNpeTse y TOM Noapyyjy Cy Y CTanHoj EBOMYTUBHOCTU U HECYMHMBO
he y BygyhHocTn 6uTK cBe codmcTnumMpaHuje, onacHuje u ce Yelwhe CNOH30pUCaHe
oA cTpaHe gpxase. byayhHOCT kapakTepuie u cBe Buwwe ,030UbHMX urpaya” y caj-
6ep npoctopy Koju he HaBeaeHO Nogpyyje KOPUCTUTKW jeaHn NPOTUB Apyrux. Ourutan-
Ha peBonyuuja je npoussesia HOBO MOAPYYje Y KojeM ce wnujyHupa, cabotupa v Ha
pasnuunTe HauYMHe yrpoxasajy oapeheHn cerMeHTn apyLTsa. Y TOM CMUCRY, Hapouu-
TO oceTrbuBe Guhe KpUTUYHE MHQOPMAaLMOHe MHPaCTPYKTYpe, Koje Cy Y BEnuKoM
MPOLEHTY Y NPMBATHOM BIACHULLTBY, @ Of KOjVUX APYLUTBO 3Ha4ajHO 3aBUCH.

JurutanHa pesonyumja cTBOpUna je HOBM JOMeH Y koMe he ce HeCyMHUBO U da-
rbe wnujyHupati, cabotupaTtu unu cykobrbaBaTu Ha pasnuuute HauuHe. bByayhu
HenpwjaTerbu, 6uno gpxase, rpyne Unu nojeanHLUM, Mory nokylaBsaTi aa yrpose uH-
hopmaumoHe MHGPaCTPYKType KopuwhekweM HeTpaauLMoHanHMX MeToaa, a ynpa-
BO TaKBW Hamagu Mornm 6y 3HATHO Yrpo3nTW M BOjHY M EKOHOMCKY MON HamagHyTe
apxase. MiHopmauuoHa pesonyumja U noBe3aHe OpraHM3aumoHe U (PyHKLMOHanHe
NMPOMeHe Metajy Yak 1 npupody cykoba, nocebHo Mefy ApxaBama, Kao U HauvH
HUXOBOr pelwaBara. OgHocy u3mely CBeTCKMX U peroHanHux cuna y cajbep npo-
cTopy 3aBucuhe, y BENWUKOj Mepu, 04 OQHOCA TUX JpXaBa Yy peanHom CBeTY.
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Cajbep npocTop kao nogpydje cykobrbaBara:
cnyyaj CALl — NpaH n CesepHa Kopeja

CaspemeHo LPYLTBO KPUTUYKM 3aBUCK 0 MHpopMaLmja, kKao cTpaTeLlKor pe-
cypca M MHGOPMAaLMOHO-KOMYHMKALMOHUX TEXHOMOrja, Koje BpLUE HUXOB
npeHoc, 0bpagy v pasmeHy. NHpopmaLMoHO-KOMyHUKaLMOHe TEXHOMOrnje Cy CTBO-
pune HOBO OKpYXehe, cajbep NpocTop, y KojeM Cy TeHsuje, Hecnarakba U MHUMAOEH-
Tn cBe yewhu. MNocneamwux rogMHa HaBegeHa obnacT ce CBe BULLE MOjaBIbyje Kao
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noapydje AomeHa cykoba namehy Bogehux CBETCKMX U pervoHanHux cuna. Y pagy
ce [aje KpaTak onuc KOHUenTa onepauuja y HeKonuko JOMEeHa 1 enemeHaTa HOBOM
KOHLieNnTa 3ajedHWYKOr paToBaka opyxaHux cHara CA[. Ha BaxHocT cajbep npo-
ctopa 3a CA[l yka3aHo je npernegom opraHv3aLuoHuX NpoMeHa U ycBajakeM ogpe-
feHnx cTpaTeLknMx 1 AOKTPMHAPHUX AOKYMeHaTa. Pag npeactaemba oapeheHe gora-
faje n akTMBHOCTM Yy cajbep npocTopy nocnegwnx rogmHa muamehy CA[ c jegHe
cTpaHe u MpaHa n CeepHe Kopeje ¢ gpyre cTpaHe.

Awepunuka Cajoep Komanga (USCYBERCOM) je cteopeHa 2009. roguHe. Hage-
feHa KomaHga je y majy 2018. roguHe nogurna cBOj CTaTyC Ha MyHy W He3aBUCHY
06jeauteHy komaHay. To yka3dyje Ha BaxHOCT cajbep npoctopa 3a [leHTtaroH. Ha
MHOro HaumHa, oaBajate Amepuuke Cajbep KomaHae of cTpaTeLlkux KoMaHau, koja
Hagrnegda crparellko oabujame, npeacrasba cumbon npomeHe ctasa CA[ y caj-
6ep npocTopy of ,oabpambeHor’ 4o ,KOHCTAHTHOT aHraxkoBawa“. CjeanmweHe [pxa-
Be Cy ¥ Aarbe Hajjaya cuna y cajbep npoctopy u nokasyjy ambuumjy 3a cnposoferse
cajbep onepaumja Ha CBUM HMBOMMA KOMaHAOBaHA.

Marno je BepoBaTHO Aa he WMpaH ucnposoumpatu CjeaureHe [pxase Ha BOjHU
CykoD BENWKMX pa3mepa W AupekTaH paTt y cajoep npocTtopy. MpaH je 6p3o ycasp-
LUMO CBOjy CnocoBHOCT Aa aenyje y cajbep NnpocTopy M npoletwyje ce aa he ce 0Baj
TpeHA HacTaBuTU. HepaBHOTEXa MOXe cnpeunTu VipaH ga yhe y AvpekTaH BojHU Cy-
ko6 ca CjeaureHnm [IpxxaBama v HuxoBum casesnuumuma. Oyekyje ce nojayaHo ae-
noBake ca aCUMETPUYHUM apCeHarioM KakBu cy Hnp. cajoep Hanaau.

VpaHcke 1 ceBepHOKOpEjCKe onepavuje Cy CrvdHe y n3bopy Unrbesa, nnaHupamsy u
ekcrnoataumju Hanaga. Obe 3emrbe npegy3umajy pasnuunte obnuke phishing Hanaga
nokywasajyhu ga npesape cBoje XpTBe Aa npey3Mmy 3foHaMepHu codTeep npeacTa-
B/bajyhu ra kao NerMTMMHM NIMHK unu gatoteky. W aok je VipaH 0buyHo Mmao mMoTuB ca-
MO Aa u3asoBe nopemehaj y qyHKUMOHUCAHY (MHAHCWiCKUX MHCTUTYUMja, moTmB Ce-
BepHe Kopeje B1o je 1 mHaHcujcka 1 nonuTyka oamasga. OapeheHn oTKpUBEHN UH-
umaeHTyn ykasyjy aa CesepHa Kopeja MHoro BuLe BpemeHa nocaehyje cnpoBofjetby UH-
BaH3MBHOI Haa30pa npe u3Bohewa Hanaga. bpojHu npumepm nokasyjy Aa Cy ce Heke ak-
TMBHOCTW NpuNpemMarie TOKOM rouHa v y3 NoapLLKy ogpefeHnx apxXaBHUX opraHa.

Bes 063upa WTo je nokpeHyTa ucTpara NpoTMB oapefeHnx rpyna, koje Hajuewwhe
CMOH30pULLY ApXaBe, Marno je BepoBaTtHo Aa he To ogBpaTutu 3emrbe nonyt Cesep-
He Kopeje u WpaHa ga ogycraHy of Aarbux akTMBHOCTK M npefdcTaerbahe cee Behy
npeTy amepuykoj 6e3begHocTy.

KrbyuHe peun: cajbep npocmop, cykob, CAL, UpaH, CesepHa Kopeja
© 2021 AyTopu. O6jaeuno BojHo deso (http://www.vojnodelo.mod.gov.rs). OBo je unaHak

OTBOPEHOT MpUcTyna v aucTpubynpa ce y cknagy ca nuueHuom Creative Commons
(http://creativecommons.org/licenses/by/3.0/rs/).
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n recent years, cyberspace has increasingly appeared as a domain

of conflict between leading world and regional powers. The paper
presents its importance and there is a brief description of the new concept
of joint warfare of the United States (US). Certain events and activities in
cyberspace in the last few years between the United States on the one
hand and Iran and North Korea on the other have been considered.

The mentioned subject of the research is directly related to the objective
of the paper, which is aimed at emphasizing and explaining the forms and
characteristics of attacks, as well as certain actors of conflict in cyberspace.
The main hypothesis is that cyberspace is a domain of conflict between the
world and regional powers in which they often use non-state actors as
intermediaries, with continuous improvement of techniques and methods of
carrying out attacks.

In addition to general scientific methods, considering the subject
and objective of the research, the comparative method, which analyses
and compares the similarities and differences of carrying out attacks on
the information infrastructure of the parties to the conflict, has been
mainly used, as well as the method of content analysis, bearing in mind
that official and reference expert reports, scientific papers and other

* The paper is the result of work on the scientific research project "Physiognomy of modern
armed conflicts", which is conducted on the basis of the Plan of scientific research activities in the
Ministry of Defence and the Serbian Armed Forces for 2021, number 2-2.
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*** Strategic Research Institute, University of Defence in Belgrade, Belgrade.
Strategic Research Institute, University of Defence in Belgrade, Belgrade.
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publications have been used as sources of information. On the basis of
the presented arguments in the paper, it can be concluded that the
incidents in cyberspace between the US and Iran, i.e. North Korea, are
numerous, often prepared for a long time, with the active participation
of non-state actors.

Key words: cyberspace, conflict, US, Iran, North Korea

Introduction

Most countries have substantial resources based on information and commu-
nications technology, including defence systems, public administration
systems, complex management systems and information infrastructures that encom-
pass control of electricity, telephone system, money flows, air traffic, oil and gas
flows, and other information dependent fields. The society is becommg more and
more dependent on information and communications technology,' which results in its
increasing sensitivity both due to the growmg number of users and due to the trend
of interconnecting computer networks.? Therefore, the protect|on of information
infrastructures is imposed as one of the priorities of national securlty

As a result of social needs and technological innovations, cyberspace has been
created - an intangible, unlimited interactive space created by computer networks It
is essentially a globally connected information and communications infrastructure.®

Enemies, whether states, groups or individuals, try to threaten critical information
infrastructures using non-traditional methods. It is precisely such attacks that could
significantly threaten both the military and economic power of the attacked state.
Geopolitical disagreements spill over into cyberspace.® States are engaged in the
increasing competition in cyberspace "at a level below an armed conflict".”

1An(‘J’eIija buki¢, ,Krada identiteta — oblici, karakteristike i rasprostranjenost”, Vojno delo,
Ministarstvo odbrane RS — Medija centar ,Odbrana”, Belgrade, Issue 3/2017, p. 99.

2 Dejan Vuleti¢, Odbrana od pretnji u sajber prostoru, Strategic Research Institute, Belgrade,
2011, p. 5.

® Helen Nissenbaum, "Where computer security meets national security", Ethics and
Information Technology, vol. 7, no. 2, 2005, p. 63.

4 Dejan Vuleti¢, Bezbednost u sajber prostoru, Ministarstvo odbrane RS — Medija centar
,Odbrana”, Belgrade, 2012, pp.21-23.

® Dejan Vuleti¢, ,Upotreba sajber prostora u kontekstu hibridnog ratovanja”, Vojno delo,
Ministarstvo odbrane RS — Medija centar ,Odbrana”, Issue 7/2017, p. 310.

6 Dejan Vuleti¢, ,PsiholoSka dimenzija hibridnog ratovanja”, Vojno delo, Ministarstvo odbrane
RS - Medija centar ,Odbrana”, Issue 6/2018, p.274.

! Nigel Inkster, It’s time to stabilise cyberspace — our well-being depends on it, International
Institute for Strategic Studies, Washington, 2019, p.1.
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The concept of multi-domain operations

In the era of rapid human progress, the US Armed Forces are in a situation where
different, connected, elements of the operational environment converge, creating a
situation where trends in the diplomatic, information, military and economic sphere
quickly transform the nature of all aspects of society, including the character of war.
The US strategists estimate that the current US comparative military advantage and
capacity to conduct operations against a sophisticated enemy is diminished.

Potential adversaries, above all Russia and China, but also Iran and North Korea,
have taken numerous steps to distract the efficiency of the US military power, which
creates a more unfavourable situation for the United States. The growth of air, land and
naval capabilities of potential adversaries with developed strike capabilities in space and
cyberspace enable them to fight the US forces in those areas where the US dominance
has long been assumed.® The US reliance on cyberspace in the process of command
and control of joint air operations can be particularly under threat, having in mind the fact
that the main adversaries make great efforts to improve their capabilities in such domain.

Joint Vision 2020 calls for full-spectrum dominance, with the US forces having to
conduct fast and synchronised operations with combinations of forces tailored to
specific situations, access and freedom to operate in all domains (land, sea, air,
space and cyberspace). The abiIitEy to achieve superiority in all domains is emphasi-
zed as a key factor of dominance.

At the end of 2019 the US Secretary of Defense, Mark Esper, ordered the relevant
services and the Joint Staff to prepare a new Joint Warfighting Concept for operations
in all domains (areas, spaces) by the end of 2020. That concept should describe the
capabilities and attributes necessary for action in the future, in all domains, which
directs the development of the Ministry of Defense in the coming decades.

General John Hyten, the Vice Chairman of the Joint Chiefs of Staff, during his
lecture on August 12, 2020, organized by the Hudson Institute and reported by
Defense News, spoke about the new concept, emphasizing that the C<];reatest diffe-
rence will be in that there will be no line on the battlefield in the future.”

The increased, primarily technological development, requires new concepts, so
the terminology itself has developed rapidly in recent years - from multi-domain
(multidimensional) battle through multi-domain (multidimensional) operation to ope-
rations in all domains (Multi-Domain Battle; Multi-Domain Operations; All -Domain
Operations).

8 According to the US Council for Foreign Relations and the Center for Strategic and
International Studies — CSIS data, over 250 state-sponsored US cyber attacks in the period from
2005 to 2018 have been identified. Eneken Tikk, Cyber arms control and resilience, SIPRI
Yearbook - Armaments, Disarmament and International Security, Oxford University Press, 2019.

®"Joint Vision 2020", https://apps.dtic.mil/dtic/tr/fulltext/u2/a526044.pdf, 14/11/2020

" Hudson Institute, General John E. Hyten on Progress and Challenges Implementing the National
Defense  Strategy, https://www.hudson.org/events/1853-video-event-general-john-e-hyten-on-
progress-and-challenges-implementing-the-national-defense-strategy82020, 16/11/2020
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The concept of a multi-domain operation basically explains how the US forces
will deter and defeat an adversary in a situation "below the level of an armed
conflict", as well as in the armed conflict itself. This concept enables the US forces to
physically, virtually and cognitively overpower their adversaries, using combined
weapons in all domains. It also provides recommendations regarding the capabilities
that commanders need to defeat an advanced enemy and proposes a new
framework for better understanding of the 21st century battlefield. A multi-domain
operation is necessary for the US forces together with allies and other partners in
order to successfully deter and defeat adversaries in future conflicts.

The US strategists estimate that better integration of all forces has to be accomplished
in order that the US Armed Forces can maintain superiority in capabilities over advanced
enemy technologies and concepts. According to expert estimation, the current system
does not integrate all domains enough, such as e.g. technological integration. Certain
weaknesses have also been noticed in the real time command and controI system.

The concept of the U.S. Army in Multi-Domain Operations 2028'", developed by the
Training and Doctrine Command (TRADOC) in 2018, proposes a range of solutions to
conflicts in various domains. The main idea is the rapid and continuous integration of all
domains of warfare in order to deter the adversary and gain an advantage in an armed
conflict. If deterrence failed, military formations as a part of the Joint Staff, would penetrate
and disintegrate enemy systems, use the freedom of manoeuvre resulting from such a
situation and achieve their own strategic objectives and consolidate profit to force the
enemy to return to a more favourable position for the United States, its allies and partners.

Significance of cyberspace for the United States

The establishment of the US Cyber Command in 2009 and obtaining the status of an
independent operational command in May 2018 (until then it was a part of the Strategic
Command), shows the significance of cyberspace for the Pentagon. In many ways, the
exclusion of the US Cyber Command from the Strategic Command, which monitors
strategic deterrence, is a symbol of the change in the US attitude in cyberspace from
"defence" to "persistent engagement." The United States, still being the most prominent
cyber power in the world, has expressed ambitions to carry out cyber operations at all
levels of command. The US Cyber Command has the capacity of several thousand
members, who can be engaged in planning and carrying out attacks. In mid-2018, the
Joint Publication 3-12 Cyberspace Operations Regulation, which defi ines the evaluation,
preparation, planning and execution of cyber operations, was adopted

The Cyber Command presents its objective that the United States has to defend
themselves as close as possible to the source of enemy activities and actors before

" The U.S. Army in Multi-Domain Operations 2028, TRADOC, Virginia, 2018,
https://www.tradoc.army.mil/Portals/14/Documents/MDO/TP525-3-1_30Nov2018.pdf, 22/11/2020

2 Joint Publication 3-12, Cyberspace operations, 8 June 2018, Joint Chiefs of Staff,
Washington, https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf, 20/10/2020

78



Cyberspace as a Domain of Conflict: the Case of the United States — Iran and North Korea

they achieve tactical, operational and strategic advantages. ThIS bellef is reinforced
in the National Cyber Strategy published in September 2018." It states that the
objective is to identify, counter, distract, degrade and deter behavior in cyberspace
that is destabilising and contrary to the national interests of the United States, i.e.
achieving the US dominance and supremacy in cyberspace. If fully implemented, the
Strategy would involve taking actions against certain actors in cyberspace, which
was the case against Iran for allegedly shooting down the US drone.

The US strategic documents emphasize the right to countermeasures and self-defence
in the case of a cyber attack. In the previous period the US attitude towards cyberspace
was more defensive and aimed primarily at deterring potential attackers. The United States
has believed that the perception of their offensive capabilities could deter adversaries from
attack. The concept of strategic deterrence in cyberspace has not proven to be effective in
practice. Distracting and harassing major competitors in cyberspace, as opposed to
deterrence, have become a more attractive option for the US strategists.

In August 2018, the US President Donald Trump issued the order (PPD-20)
repealing policies of the former US President Barack Obama, which established a
complicated procedure for the interdepartmental process that has to be followed
before the United States could launch a cyber attack.

Although the US adversaries believe that in the case of a cyber attack on the
United States, this would lead to a response, knowing the difficulties of attributing
those attacks to certain state actors, they are increasingly engaging non-state actors
to carry out offensive actions against the United States and its allies.

In order to improve deterrence, the United States is increasingly bringing charges
against individuals from China, Iran, North Korea and Russia. It is believed that a
number of suspects will never face extradition and prosecution, but public disclosure
of their names could change their decisions and deter other potential assailants.
Moreover, the United States endeavours to impose economic sanctions against
individuals and organisations. Several countries, including the United States, publlsh
data on their cyber capabilities and readiness to use them for national defence.

US-Iran relationship

On January 4, 2018, the Carnegie Endowment for International Peace published a
report in which Iran was identified as a source of threats in cyberspace The authors
state that despite Iran's success with the Shamoon malware'® and the phishing attack

"3 National Cyber Strategy of the United States of America, https://www.whitehouse.gov/wp-
content/uploads/2018/09/National-Cyber-Strategy.pdf, 17/10/2020

" The Military Balance, Volume 119, Issue 2019, Washington, p.8,
https://www.tandfonline.com/toc/tmib20/119/1?nav=tocList

"> The Shamoon malware (W32.DistTrack) was discovered in August 2012 by Kaspersky,
Simantec and Seculert. In relation to other malicious programmes, it is characterised by great
destructiveness and the necessity of high costs and recovery time of the target system.
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on Deloitte and several other corporations, the Iranian attacks are mostly poorly
concealed. As a result, the experts investigating the event did not have much trouble
finding the perpetrators. The ewdence indicated that the perpetrators were from Iran,
both because of the IP addresses'® and the Persian language terms in the malicious
programmes. Iran's capabilities are estimated to be relatively small compared to
Russia and China, but they certainly pose a threat to the United States. "

Some experts believe that with the development of cyber attacks as asymmetric
weapons, states will become more involved. The sale of certain conventional
weapons to Iran and Syria also indicates the possibility of supply and training when it
comes to cyber tools. According to certain sources, the United States and Israel
have already had such cooperatlon related to the malicious programme Stuxnet®,
which weakened Iran's uranium enrichment capamty in 2010." This kind of
assistance and knowledge transfer has happened in the past, primarily in the field of
the development of nuclear weapons.?

Cyber attacks will not replace terrorism as an asymmetric weapon. Many
characteristics that make terrorism attractive to perpetrators can also be related to
cyber attacks. The cyber attacks that have been carried out so far, aided by certain
states, have not been accompanied by an appropriate negative reaction, detection
and prosecution of the perpetrators. Low costs, time and effort to implement, will
undoubtedly encourage more states to opt for this type of attack.”’

Just as it is unlikely that Iran will provoke the United States in a large-scale military
conflict, it is also unlikely that it will wage a direct war in cyberspace. The comparison
of the complexity of the malicious programmes Stuxnet (related to the US and Israel)
and Shamoon (related to Iran) illustrates the difference in capabilities. Despite that
fact, the United States is vulnerable to cyber attacks. Despite that reality, both sides
will continue to prepare for a cyber war. Iran, as well as other countries (China, Russia,
North Korea, etc.), and certain non-state actors, have been monitoring the critical
infrastructure of the United States and the West for many years. Furthermore,
Americans and their allies are engaged in reconnaissance of Iranian infrastructure. At
the Aspen Security Forum in July 2018, the director of the US National Intelligence
Service, Dan Coats, noted that Iran is preparing to target electrical networks water
dams and technological companies in the US, Europe and the Middle East.?

% |P address (Internet Protocol address) is a unique 32-bit number used by various devices to
communicate with each other over the Internet, using certain protocols.

7 Scott Stewart, "Hacking: Another Weapon in the Asymmetrical Arsenal", Stratfor -
Worldview, January 25 2018, pp.1-3, worldview.stratfor.com

'8 Stuxnet is a malicious computer programme, discovered in 2010, which endangered Iranian
nuclear programme and it is suspected to have been made by the United States and Israel.

S Scott Stewart, op.cit.
2 pi.
2 bid.

2 Scott Stewart, "How Iran's Cyber Game Plan Reflects Its Asymmetrical War Strategy”,
Stratfor - Worldview, December 18 2018, pp. 1-2, worldview.stratfor.com
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Surveillance does not mean that an attack will happen for sure. Like any war plan,
cyber plans are updated in order to take into account changes in operating systems,
the vulnerability of security and other measures. Iran, i.e. the Hezbollah militant groups
with which it cooperates are also engaged in these activities. While cyber warfare is
still unlikely, lower-level Iranian attacks against the US government institutions, private
companies and organisations are likely to increase. At the end of 2018, the
representatives of the ltalian oilfield services company Saipem said that they were
endangered by a cyber attack, i.e. a malicious programme that is a variant of the
Shamoon malware, which indicates that the perpetrators are probably from Iran. The
Saipem's greatest client is the national oil company Saudi Arabian QOil Co., a
competitor to the Iranian company, which is probably the reason why the Italian
company was attacked. In addition, the London company Certfa, which specializes in
monitoring Iranian activities in cyberspace, has published a report that indicates
Iranian phishing attacks aimed at the financial infrastructure of the United States. The
attacks are also aimed at the Brussels-based Society for Worldwide Interbank
Financial Telecommunication - SWIFT), which facilitates global financial transactions.

Iran often uses militant lawmakers such as Hezbollah to do "dirty work" for them
and give Tehran the opportunity to deny it. In a similar way, it can supply and train
them to operate in cyberspace Iran has rapidly improved its capabilities to operate
in cyberspace, so it is estimated that it will continue this trend. That is one of Iranian
responses to the US sanctions and their efforts to weaken Iran.?*

The media war between the United States and Iran has also affected certain
events in cyberspace. On July 20, 2018, unnamed US security officials warned the
US television network NBC News that Iran was preparing to launch the Distributed
Denial of Service - DDoS attack on the US infrastructure. Moreover, on July 25,
2018, Symantec Corp. warned of a new Iranian hacker group called Leafminer. The
group relied on the well-established tactics to target hundreds offubllc and private
organisations across the Middle East, Azerbaijan and Afghanistan.

Iran has well-documented history of phishing attacks. Phishing involves persua-
ding a target to open a certain file in an email, allowing a malicious programme to
enter a specific device or network, thus allowing attackers access or control. In 2016,
Iran redistributed the Shamoon malware, which led to the destruction of thousands
of Saudi Aramco computer terminals in 2012. The malware destroyed data and
disrupted organisations across the Middle East. An analysis of the 2017 attack by
IBM shows that the malicious programme was distributed by sending resumes, cover
letters and other job application materials, wh|ch contain hidden malicious scripts in
seemingly harmless Microsoft Word documents.?®

2 bid.
2 |bid.

% Ben West, "When It Comes to Cyberattacks, Iran Plays the Odds", Stratfor - Worldview, July
312018, pp. 1-2, worldview.stratfor.com
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In 2017 an Iranian group called APT33 (abbreviation for Advanced Persistent
Threat) sent materials with malware to the employees in the aviation sector in Saudi
Arabia. According to the March 2018 data, an Iranian cyber operation compromised
8,000 accounts of approximately 100,000 targeted academics. Although the success
rate of 8% is relatively low, it can give great numbers when the target group is large
enough. In the mentioned case, academics from 21 countries received an e-mail
expressing an interest in their work. The messages contained links to the websites
that mimicked their university application page. The information obtained in this way
could be used to access, legitimate university websites, revealing emails, research
results and contact lists.?’

The same group accused of targeting academia has compromised the accounts
in 36 US and 11 foreign companies by simply scanning corporate e-mail accounts
and using some of the most common passwords. At least 47 employees have used
extremely weak passwords (123456789, or even “password”). The Leafminer group
has used this tactic, as well. A slightly more sophisticated tactic involves scanning
databases and trying to link prewouslg compromised usernames and passwords to
similar usernames on other accounts.’

One of the most active cyber groups in Iran called Charming Kitten is associated
with at least two attacks by making fake websites. The websites of the Lebanese
government, the Saudi health service and the University of Azerbaijan have been
compromised. Charming Kitten has also designed websites with addresses that
imitate the legitimate ones. The German news service Deutsche Welle has been
compromised by adding a "net" subdomain to the domain name to deceive visitors
and make them think they have visited a legitimate site. In addition, they have
created a fictitious website of the British News Agenc%/ with the aim of enticing
visitors to visit the site and download malicious software.?

Unnamed senior US officials say the Iranian hackers have the ability to carry out
sophisticated cyber attacks on the US and European infrastructure and private
companies. The German intelligence agency has also reported an increasing
frequency of attacks in recent years, which are probably of the Iranian origin.*

The imbalance of power will prevent Iran from a direct military conflict with the
United States and their allies, but greater action by an asymmetric arsenal such as
e.g. cyber attacks is expected.*’ However, in order to develop advanced cyber
capabilities, the state needs many resources: a strong high education system,
investment in research and development, public-private cooperation, etc. There is
little chance for the states such as Iran and North Korea to have all the resources

7 pid.
% |bid., p. 4.
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% nternational Institute for Strategic Studies, Growing cyber threat from Iran,
https://www.iiss.org/blogs/cyber-report/2018/07/cyber-report-20-to-26-july, 17/9/2020
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and attract world-class cyber experts. What they lack in resources, they make up for
with ambition and great desire, as it was the case with nuclear weapons. With some
external experhse they could overcome their limitations and become a far more
serious threat.*

US-North Korea relationship

In July 2018, it was reportedly spotted that the Islamic Republic of Iran was
playing a number game in cyberspace, using relatively simple techniques to access
computer systems, targeting thousands of users in the hope that at least a small
percentage of those at risk would become victims. The US Justlce Department
officials have repeatedly accused North Korea of similar incidents.®

Certain sources state that North Korea is the most likely perpetrator of the attacks
on Sony Pictures in 2014, Bangladesh Bank in 2016, WannaCry in 2016 and 2017,
and dozens of other attacks. The operations carried out by North Korea and Iran have
a lot in common in terms of targeting and tactics, but there is a key difference in how
the two countries approach their cyber campaigns. While Iran tends to play a  game of
large numbers, North Korea prepares attacks for months or sometimes years.

Iranian and North Korean operations are similar in target selection, planning and
exploitation of attacks. Both states target the US companies working for the defence
system and financial institutions. Iranian DDOS attacks on the US financial institutions
from 2011 to 2013 cost the US companies millions of dollars, while Iranian costs were
minimal. A series of North Korean attacks on financial institutions around the world
have allegedly caused damage amounting to hundreds of millions of dollars.*®

Both states undertake different variants of phishing attacks in an attempt to deceive
their victims into downloading malicious software by presenting it as a legitimate link or
file. The alleged $81 million theft of North Korea from the Central Bank of Bangladesh,
by sending a malicious programme hidden as resumes and cover letters sent by e-mail
to employees, represents its "greatest success" in cyberspace. While Iran used to
have a motive only to cause disruption or disturbance to the functioning of financial
institutions, North Korean motive was both financial one and political retaliation. Both
states have shown a propensity to launch devastating attacks. The 2017 WannaCry
attack which is believed to be conducted by North Korea, disguised as a ransomwa-
re*® attack, was aimed at shutting down the system. 3

%2 Scott Stewart, "Hacking: Another Weapon in the Asymmetrical Arsenal”, op.cit.

%% Ben West, "North Korea's Hackers Play the Long Game", Stratfor - Worldview, September
18 2018, pp. 1-2, worldview.stratfor.com

* Ibid.
% |bid.

% Ransomware is a type of malicious software that restricts the access to computer systems or
stored files, and a ransom is demanded from a victim in order to obtain the parameters to access them.
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However, differences between North Korea and Iran arise in their approaches to
monitoring the system. Using non-intrusive surveillance, attackers often conduct
passive surveillance of the target network, while by intrusive surveillance they
illegally access the target network to monitor an activity from the inside. Entering the
network often precedes the main attack, whose goals could be the theft of
information or money, distribution of malicious software, etc. Certain, discovered
incidents indicate that North Korea devotes much more time to conducting invasive
surveillance before carrying out attacks.*®

In carrying out their numerous attacks, North Korean attackers often use the
same attack infrastructure in order to reduce costs and increase efficiency. Attackers,
of course, obscure their identity using proxy servers, Virtual Private Networks - VPNSs, efc.
The use of the same e-mail addresses, devices, IP addresses, etc., indicates the
fact that North Korea is responsible for certain attacks in cyberspace. It can be
expected that in the future, it will modify its tools and look for other targets in the US
and the states with which they cultivate "close relations".*

Cyber capabilities are becoming a powerful instrument of national power. For a
state to be a supe rpower in the 21st century, it should have respectable capabilities
for cyber warfare.*’ In addition to the United States, Russia, Iran and North Korea,
according to cyber security experts’ assessment, there are between 20 and 30
countries that have respectable capabilities for cyber warfare.*' * The experts
Clarke and Knake have given a measure of capability for this type of warfare on the
basis of the evaluation of offensive power, defence capabilities and dependence on
computer systems. Addiction refers to critical information systems that do not have
an adequate replacement, and that are dependent on cyberspace.43

According to Clarke and Knake, the United States does not have the ability to
disconnect from the rest of cyberspace, which is a negative aspect in terms of
security. In addition, the United States is heavily dependent on cyberspace while
North Korea has a small number of systems dependent on cyberspace, so a
potential cyber attack would not cause more serious consequences. According to the
mentioned authors, North Korea has the greatest capabilities for cyber warfare

% Ben West, "North Korea's Hackers Play the Long Game", op.cit.
38 s
Ibid., p. 3.

* Ibid., pp. 2-5.

“0 Marcus Willett, Cyber instruments and international security, International Institute for
Strategic Studies, Washington, 2019, p. 1.

# Cristopher Paul, Information Operations — Doctrine and Practice, Praeger Security International,
London, 2008, pp. 121-122.

“2 Richard A. Clarke, Robert K. Knake, Cyber War — The next treat to National Security and
What to do about it, HarperCollins e-books, 2010, p. 59.

“ Aless dependent country gets a greater number of points when being ranked. The measure
of cyber warfare capability of the considered countries is shown according to the following:

— US - cyber attack = 8, cyber addiction = 2, cyber defence = 1; total: 11.

— Iran — cyber attack = 4, cyber addiction = 5, cyber defence = 3; total: 12.

— N. Korea — cyber attack = 2, cyber addiction = 9, cyber defence = 7; total: 18.
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among the analysed countries, followed by Iran and the United States. Today the
United States is far more vulnerable to cyber attacks than Iran and North Korea, so
possible cyber warfare is currently a disadvantage for the United States.**

Conclusion

The military presence in cyberspace is unquestionable. Incidents between
countries are becoming more numerous and serious. These examples show that
some activities have been prepared for years and with the support of certain state
authorities. Despite the fact that an investigation has been launched against certain
groups, which have been most often sponsored by states, it is unlikely that this will
deter countries such as North Korea and Iran from further activities and it will pose
an increasing threat to the US security.

Geopolitical disagreements and different interests will be reflected in the events
in cyberspace, as well. Threats in such a space are constantly evolving and they will
undoubtedly be more sophisticated, dangerous and more frequently sponsored by
states in the future. The future is also characterised by more "serious players" in
cyberspace, who will use this field against each other. The digital revolution has
produced a new area in which certain segments of society are being spied on,
sabotaged and threatened in various ways. In that sense, critical information infra-
structures, which are in a large percentage in private ownership, and which the
society significantly depends on, will be particularly sensitive.

The digital revolution has produced a new domain in which there will undoubtedly
continue to be spying on, sabotaging or clashing in various ways. Future enemies,
whether states, groups or individuals, may attempt to threaten information infra-
structures using non-traditional methods, and precisely such attacks could signifi-
cantly threaten both the military and economic power of the attacked state. The infor-
mation revolution and related organisational and functional changes are changing
even the nature of conflict, especially between states, as well as the way they are
resolved. The relations between world and regional powers in cyberspace will largely
depend on the relations of those countries in the real world.
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Cyberspace as a Domain of Conflict:
the Case of the United States — Iran and North Korea

Modern society is critically dependent on information as a strategic resource and
information and communications technology, which carries out its transmission,
processing and exchange. Information and communications technology has created a new
environment, cyberspace, in which tensions, disagreements and incidents are becoming more
frequent. In recent years, the mentioned area has increasingly appeared as a domain of conflict
between the leading world and regional powers. The paper gives a brief description of the
concept of operations in several domains and elements of the new concept of joint warfare of
the US Armed Forces. The importance of cyberspace for the US has been pointed out with a
review of organizational changes and the adoption of certain strategic and doctrinal documents.
The paper presents certain events and activities in cyberspace, in recent years, between the
United States on the one hand, and Iran and North Korea on the other.

The United States Cyber Command (USCYBERCOM) was created in 2009. USCY-
BERCOM was elevated to the status of a full and independent unified command in May
2018. It indicates the importance of cyberspace for the Pentagon. In many ways, the
separation of USCYBERCOM from Strategic Commands, which oversees strategic
rejection, is a symbol of the change in the US attitude in cyberspace from "defensive" to
"persistent engagement.” The United States is still the strongest force in cyberspace and
shows ambition to carry out cyber operations at all levels of command.

It is unlikely that Iran will provoke the United States into a large-scale military conflict
and wage a direct war in cyberspace. Iran has rapidly improved its ability to operate in
cyberspace, and it is estimated that this trend will continue. The imbalance can prevent
Iran from a direct military conflict with the United States and its allies. Greater action is
expected with an asymmetric arsenal such as e.g. cyber attacks.

Iranian and North Korean operations are similar in target selection, planning and exploitation
of attacks. Both countries undertake different variants of phishing attacks in an attempt to
deceive their victims into downloading malicious software by presenting it as a legitimate link or
file. Whereas Iran usually had a motive only to cause disruption to the functioning of financial
institutions, North Korean motive was both financial and political retaliation. Certain discovered
incidents indicate that North Korea devotes much more time to conducting invasive surveillance
before carrying out attacks. Numerous examples show that some activities have been prepared
over the years and with the support of certain state bodies.

Regardless of the fact that an investigation has been launched against certain groups, most
often sponsored by states, it is unlikely that this will deter countries such as North Korea and
Iran from giving up further activities and will pose an increasing threat to the US security.

Key words: cyberspace, conflict, US, Iran, North Korea
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