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bstract: Information security assurance has become a critical com-

ponent of contemporary military capability, given the increasing re-
liance on networked systems for command, control, communication, and
decision-making. Modern defence doctrines increasingly recognize that
military networks are not only technical infrastructures, but also strategic
assets whose integrity, availability, and confidentiality directly influence
operational effectiveness and strategic resilience. This paper examines
the strategic dimensions of information security assurance in military net-
works within the context of contemporary defence doctrine.

The study explores how information security considerations are inte-
grated into doctrinal frameworks and strategic planning processes, em-
phasizing their role in supporting command and control, safeguarding
decision superiority, and enhancing resilience against cyber and hybrid
threats. By adopting a conceptual and analytical approach, the paper
highlights the relationship between information security assurance, mili-
tary strategy, and defence policy, rather than focusing solely on technical
protection mechanisms. Particular attention is given to the implications
of information security failures for operational continuity and strategic
stability in modern conflict environments.

The analysis demonstrates that effective information security as-
surance requires a comprehensive approach that combines technical
measures with organizational, doctrinal, and strategic elements. The pa-
per argues that integrating information security assurance into defence
doctrine is essential for maintaining operational credibility and ensuring
the effective employment of military networks in contemporary and fu-
ture security environments.
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Introduction

he contemporary security environment is characterized by persistent competi-

tion, rapid technological transformation, and the progressive dissolution of the
traditional distinction between war and peace. Military organizations operate within a
continuum of strategic rivalry where kinetic engagement represents only one mani-
festation of confrontation. Within this evolving landscape, information has become a
decisive element of power projection and operational effectiveness.

Cyberspace is now formally recognized as an operational domain, alongside land,
air, maritime, and space (NATO, 2020). This recognition reflects more than conceptual
modernization; it acknowledges the structural dependence of modern armed forces
on digital infrastructures. Military networks sustain command and control functions,
intelligence fusion, targeting processes, logistics coordination, and multinational in-
teroperability. Their integrity directly influences operational tempo, decision-making
accuracy, and force survivability.

Contemporary defence doctrine increasingly emphasizes multi-domain operations,
integration of joint capabilities, and accelerated decision cycles (U.S. Department of
the Army, 2022). These developments amplify reliance on secure and resilient infor-
mation systems. Network-centric approaches, while enhancing situational awareness
and coordination, simultaneously expand the attack surface available to adversaries
(Alberts & Garstka, 1998). State and non-state actors exploit vulnerabilities through
advanced persistent threats, supply chain manipulation, cyber espionage, electronic
warfare integration, and hybrid influence operations. Under such conditions, informa-
tion security assurance transcends technical administration and becomes a matter of
strategic resilience.

Military networks are no longer isolated infrastructures protected by static perim-
eter defenses. They are dynamic, distributed, and interconnected ecosystems. Co-
alition operations, multinational commands, and interoperability frameworks require
data exchange across different security architectures and regulatory environments.
This interconnectedness enhances operational capability but also introduces system-
ic vulnerabilities. Strategic assurance must therefore balance openness required for
cooperation with controlled access necessary for protection.

The shift from reactive cybersecurity to resilience-based security architecture re-
flects doctrinal adaptation to adaptive adversaries. Absolute protection is unattainable
in contested cyberspace. Strategic advantage lies in the capacity to detect, contain,
recover, and adapt while maintaining operational continuity. Concepts such as lay-
ered defense, zero trust architecture, secure-by-design engineering, and continuous
monitoring are increasingly embedded in military planning. These are not technical
preferences but strategic necessities (U.S. Department of Defense, 2023).
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The integration of artificial intelligence, autonomous systems, and cloud-based in-
frastructures further complicates the security landscape. Decision-support algorithms,
sensor fusion platforms, and predictive analytics depend on data integrity and soft-
ware reliability. Compromise at the data or algorithmic level may distort operational
awareness and strategic judgment. Information security assurance must therefore en-
compass protection of data provenance, validation of algorithms, and secure lifecycle
management of digital capabilities (European Commission, 2020).

Network compromise carries strategic consequences beyond immediate opera-
tional disruption. Breaches undermine deterrence credibility, expose force structure
vulnerabilities, and may alter adversarial calculations. In the contemporary environ-
ment, the perception of cyber weakness can be as strategically damaging as physical
force degradation. Information security assurance thus contributes directly to national
resilience and strategic signaling.

Effective implementation requires alignment between doctrine, policy, organiza-
tional structure, and operational culture. Cybersecurity cannot remain confined to spe-
cialized technical units. It must be integrated into command responsibility, planning
processes, and training regimes. Discipline in digital practices, awareness at leader-
ship level, and institutionalized security culture form essential components of strategic
assurance.

In an era defined by accelerated information flows and compressed decision cy-
cles, the protection of military networks is inseparable from the preservation of combat
power. Digital infrastructure represents both a vulnerability and a strategic asset. En-
suring its resilience is no longer a supporting function; it is a foundational requirement
of contemporary defence doctrine.

Strategic positioning of information security
within contemporary defence doctrine

The contemporary security environment is defined by persistent strategic compe-
tition, accelerated technological transformation, and the erosion of clear boundaries
between peace and conflict. Within this framework, military effectiveness depends
not only on kinetic capability but on the integrity of digital infrastructures that sustain
command authority and operational coordination. Information security assurance is
therefore positioned as a structural component of defence doctrine rather than a pe-
ripheral technical function.

The formal recognition of cyberspace as an operational domain reconfigures how
vulnerability and protection are conceptualized in military planning. Allied doctrine es-
tablishes that Communication and Information Systems (CIS) are mission-critical assets
whose protection is essential for operational continuity across strategic, operational,

11/169



VOJUNO DELO, 3/2026

and tactical levels (NATO Standardization Office, 2024). Information assurance, defined
through the protection of availability, integrity, and confidentiality of information systems,
directly conditions the effectiveness of command and control processes.

Operational doctrine further emphasizes that modern joint operations depend on
synchronized effects across land, maritime, air, space, and cyber domains. This in-
tegration is enabled through interconnected digital networks that aggregate sensor
inputs, intelligence products, targeting data, and logistical information into unified de-
cision environments. Any degradation of these systems generates cascading opera-
tional consequences: delayed decision cycles, distorted situational awareness, and
reduced force synchronization (NATO Standardization Office, 2025).

The structural centrality of military networks is conceptually illustrated by the archi-
tecture of the Department of Defense Information Network (DoDIN), previously known
as the Global Information Grid (NIST, 2007). The model reflects the interconnected
digital backbone that supports joint and combined operations.

Fig. 1: Schematic view of the Global Information Grid (GIG), representing the
interconnected information capabilities supporting the collection, processing, storage,
dissemination, and management of information across the defence environment.

Source: National Institute of Standards and Technology (NIST, 2007)
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The figure 1 demonstrates the integration of operational domains through shared
digital infrastructure. It highlights a critical doctrinal reality: operational effectiveness
is inseparable from network reliability. The same connectivity that enables rapid coor-
dination also expands the attack surface available to adversaries. Under such condi-
tions, assurance mechanisms become strategic enablers of mission continuity.

The conceptual foundations of network-centric warfare further reinforce this de-
pendency. Shared situational awareness and distributed decision-making architec-
tures increase operational agility but simultaneously amplify systemic vulnerability if
data integrity cannot be guaranteed. In digitally interconnected force structures, infor-
mation compromise translates directly into operational degradation (Alberts & Garst-
ka, 1998, p. 34).

Strategically positioned information security assurance therefore fulfills three core
functions:

First, it sustains decision superiority by protecting the integrity of data flows within

compressed operational timelines.

Second, it mitigates systemic vulnerability created by network interdependence

and multinational interoperability.

Third, it reinforces deterrence credibility by reducing adversarial incentives to ex-

ploit perceived cyber weaknesses.

In contemporary defence doctrine, information security assurance operates as the
protective layer of the military’s digital nervous system. Its robustness sustains oper-
ational coherence, institutional credibility, and strategic stability. Its failure produces
effects comparable to disruption in traditional domains of warfare.

Beyond operational dependency, the strategic positioning of information security
assurance must also be understood through the lens of risk calculus at the national
defence level. Military decision-makers increasingly evaluate cyber risk not only in
technical terms but in relation to mission assurance. Mission assurance refers to the
capacity of defence institutions to continue essential functions under adverse condi-
tions (U.S. Department of Defense, 2016). Within this framework, secure networks
are treated as critical enablers of national defence objectives. A disruption affecting
strategic command networks, intelligence fusion centers, or logistics management
systems has implications extending beyond tactical inconvenience; it influences force
projection credibility and alliance reliability.

Another dimension concerns interoperability within multinational environments.
Contemporary operations rarely occur in isolation. Joint task forces, NATO command
structures, and coalition deployments require secure data exchange across hetero-
geneous systems. This introduces structural tension between operational openness
and security control. Excessive compartmentalization undermines collaboration, while
excessive connectivity increases exposure. Information security assurance therefore
functions as a balancing mechanism between integration and protection. Doctrine
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increasingly addresses this challenge through standardized security protocols, feder-
ated identity management systems, and layered access controls (NATO, 2023).

Strategic positioning is further reinforced by the role of cyber resilience in deter-
rence posture. Traditional deterrence relied on visible military capabilities. In the dig-
ital era, resilience itself becomes a signaling instrument. An adversary that perceives
hardened networks, rapid recovery capacity, and robust incident response mecha-
nisms may reassess the expected gains of cyber intrusion. Conversely, systemic vul-
nerabilities invite probing and escalation. In this sense, information security assurance
contributes to strategic stability by shaping adversarial risk assessments.

The acceleration of digital transformation within armed forces intensifies this posi-
tioning. Cloud migration, artificial intelligence integration, and data-centric operational
models increase efficiency but also amplify dependency. Defence modernization pro-
grams implicitly expand the attack surface. Without doctrinally embedded assurance
mechanisms, modernization risks creating fragility. Contemporary defence doctrine
therefore increasingly incorporates secure-by-design principles into capability devel-
opment cycles, ensuring that protection is embedded at the architecture level rather
than appended post-deployment (U.S. Department of Defense, 2023).

Taken together, these dimensions demonstrate that information security assur-
ance is structurally interwoven with strategic readiness, alliance cohesion, and deter-
rence credibility. It is not an adjunct to operational capability; it conditions the reliability
of military power in a digitally contested environment.

Operational Resilience and Multi-Domain
Integration of Military Networks

Operational resilience represents the functional expression of information security
assurance within the conduct of modern military operations. In contemporary doctrine,
operations are increasingly conceived as multi-domain, synchronized across land, air,
maritime, space, and cyberspace, requiring continuous data exchange and integrated
command structures (U.S. Department of the Army, 2022).

Multi-domain operations (MDO) compress decision cycles and intensify depend-
ency on digital infrastructures (NATO Cooperative Cyber Defence Centre of Excel-
lence, 2020). Command and control (C2), intelligence fusion, targeting coordination,
and logistical sustainment rely on uninterrupted data flows between distributed units
and higher echelons of command. Field manuals addressing operations in contested
environments emphasize the importance of maintaining operational tempo under con-
ditions of disruption and adversarial interference. Under such conditions, resilience
becomes the decisive attribute of military networks.
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Resilience differs from traditional defensive security. Classical perimeter-based
protection assumed identifiable boundaries and episodic threats. Contemporary
threat environments are persistent, adaptive, and hybrid. Adversaries integrate cyber
intrusion, electronic warfare, and information operations to degrade network reliability
and create cognitive friction within command systems. Operational doctrine acknow!-
edges that forces must expect degraded communications and contested information
environments as a normal condition of warfare rather than an exception (U.S. Depart-
ment of Defense, 2018; NATO Standardization Office, 2020).

Within this framework, operational resilience in military networks rests on four
structural principles:

Redundancy - ensuring alternative communication paths and distributed archi-

tectures;

Segmentation — limiting lateral movement within compromised systems;

Continuous monitoring — detecting anomalies in real time;

Rapid recovery capability — restoring mission-critical functions without strategic

delay.

These mechanisms support what doctrine identifies as mission continuity in con-
tested domains.

The integration of cyber capabilities into operational planning reinforces this ap-
proach. Multi-domain battle concepts explicitly recognize cyberspace operations as
shaping and supporting maneuver across other domains. This interdependence im-
plies that network failure in the cyber layer produces ripple effects in kinetic domains.
A compromised data link may disrupt targeting cycles; degraded satellite communica-
tions may affect navigation and synchronization; manipulated intelligence feeds may
distort operational assessment.

The architecture of resilient military networks can be conceptualized as layered
defense aligned with operational functions.
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Fig. 2: Layered Operational Resilience Model in Multi-Domain Military Networks.
Source: Singh (2025).

This layered model reflects a doctrinal reality: resilience is cumulative. Failure at
lower layers propagates upward, affecting operational and strategic outcomes. Con-
versely, robust protection at foundational layers stabilizes higher-level mission func-
tions.

An additional dimension concerns coalition operations. NATO and partner forc-
es operate within federated network architectures that must balance interoperability
and sovereignty (NATO, 2023). Federated mission networking frameworks require
shared standards while preserving national control over sensitive data. This structural
complexity increases the importance of standardized cyber defense procedures and
coordinated incident response mechanisms.

Operational resilience also depends on training and procedural discipline. Field
doctrine stresses that units must operate under conditions of degraded communica-
tions and partial system failure. Exercises increasingly simulate cyber-electromagnet-
ic interference scenarios to validate recovery procedures and command adaptability.
Resilience, therefore, is not only technological but procedural and cognitive (U.S. De-
partment of the Army, 2022).

In contemporary multi-domain operations, secure networks are not passive ena-
blers. They are maneuver space. Protecting them requires synchronization between
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cyber defence units, operational commanders, and strategic leadership. The assur-
ance of military networks becomes a precondition for sustaining operational initiative
in contested environments.

Beyond structural redundancy and layered protection, operational resilience must
be analyzed in relation to the cyber-electromagnetic spectrum. Contemporary doc-
trine increasingly treats cyberspace and the electromagnetic spectrum as an integrat-
ed battlespace. Electronic warfare, spectrum denial, signal interference, and cyber
intrusion operate in coordination to disrupt network-dependent forces. In such an envi-
ronment, military networks must be designed to function under conditions of degraded
bandwidth, intermittent connectivity, and spectrum contestation. Resilience therefore
implies adaptive communication pathways, spectrum agility, and decentralized com-
mand capabilities capable of operating under partial isolation (U.S. Department of
Defense, 2018).

Another critical dimension concerns data integrity within Al-enabled operational
environments. Multi-domain operations rely on sensor fusion, automated targeting
support systems, and predictive analytics. These systems depend on trusted data-
sets. Manipulation of data inputs, whether through cyber intrusion, spoofing, or al-
gorithmic poisoning, may generate distorted operational outputs without immediately
disabling network infrastructure. This represents a higher-order vulnerability. Defence
digital modernization strategies increasingly recognize the need to secure data prov-
enance, model validation processes, and software supply chains as integral compo-
nents of operational assurance (European Commission, 2020).

Operational resilience must also be embedded within planning methodologies.
Contemporary operational design incorporates risk assessment matrices that eval-
uate vulnerabilities across domains (U.S. Department of the Army, 2022). However,
cyber risk assessment differs from traditional kinetic threat evaluation. Cyber threats
may remain latent until activated, and their operational impact may unfold non-linearly.
This requires dynamic risk modeling and continuous vulnerability assessment embed-
ded within operational planning cycles.

Governance, Deterrence and Technological
Sovereignty in Military Information Assurance

Strategic information security assurance extends beyond operational resilience
and technical architecture. At the highest level, it is shaped by governance structures,
deterrence posture, and the degree of technological sovereignty retained by the state.
Military networks operate within national legal frameworks, alliance obligations, indus-
trial dependencies, and political oversight mechanisms. Their protection therefore be-
comes a matter of strategic governance rather than solely operational management.
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Effective governance begins with clarity of authority. Cyber defence responsibili-
ties must be delineated across strategic command levels, operational headquarters,
and specialized cyber units. Joint doctrine emphasizes unity of command and syn-
chronized effects across domains (NATO Standardization Office, 2022). In the cyber
domain, fragmentation of responsibility produces exploitable seams. Consequently,
defence institutions increasingly centralize cyber oversight while preserving decen-
tralized operational execution.

Policy coherence is equally critical. Information security standards, procurement
regulations, classification protocols, and incident reporting mechanisms must operate
under unified doctrinal guidance. NATO frameworks stress the importance of harmo-
nized security standards across allied networks to preserve interoperability without
compromising national control. Governance therefore functions as the connective tis-
sue linking alliance integration and sovereign authority (NATO, 2023).

Deterrence in the digital domain introduces additional complexity. Classical deter-
rence relied on visible capabilities and clearly attributable consequences. Cyberspace
complicates attribution and proportional response. Nevertheless, strategic documents
increasingly recognize resilience and response capability as components of deter-
rence posture. An adversary calculating the value of cyber intrusion must consider not
only potential gains but also the defender’s recovery speed, retaliatory capacity, and
alliance support mechanisms (NATO, 2020).

Information security assurance thus contributes to deterrence in two comple-
mentary ways. First, by reducing vulnerability, it lowers the expected effectiveness
of adversarial operations. Second, by demonstrating coordinated governance and
readiness, it signals preparedness. Strategic communication surrounding cyber capa-
bilities increasingly forms part of national defence narratives. This signaling dimension
influences adversarial risk assessments even in the absence of kinetic escalation.

Technological sovereignty represents another decisive factor. Military networks de-
pend on hardware components, software platforms, cloud infrastructures, and supply
chains that may extend beyond national jurisdiction. Excessive reliance on external
vendors introduces strategic risk. Supply chain vulnerabilities, embedded backdoors,
and software lifecycle opacity can undermine long-term assurance. Defence mod-
ernization agendas therefore emphasize secure supply chains, trusted vendors, and
domestic capability development (U.S. Department of Defense, 2023).

Sovereignty does not imply isolation. Multinational operations require interoper-
able systems. The strategic challenge lies in balancing interdependence with auton-
omy. Federated network models and zero trust architectures offer partial solutions,
enabling collaboration without unconditional trust. However, governance mechanisms
must ensure that national critical information remains protected within alliance frame-
works.
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Fig. 3: Strategic Framework of Information Security Assurance.
Source: Sellitto et al. (2020)

Strategic dimension concerns legal and normative structures. Cyber operations
intersect with international law, rules of engagement, and alliance commitments. Gov-
ernance mechanisms must define thresholds for response, attribution procedures,
and coordination protocols with civilian authorities. The blurring of civilian and mili-
tary infrastructure in cyberspace requires integrated civil-military coordination mecha-
nisms. National cyber security strategies increasingly reflect this integrated approach.
Taken together, governance, deterrence, and technological sovereignty define the
strategic environment within which operational resilience functions. Without coherent
governance, resilience becomes fragmented. Without credible deterrence, resilience
remains reactive. Without technological sovereignty, resilience becomes externally
dependent (Schmitt, 2017).

In the contemporary security environment, military information assurance is there-
fore not merely a technical discipline but a strategic instrument. It supports operational
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continuity, reinforces alliance cohesion, and shapes adversarial calculations. Its stra-
tegic value lies not only in preventing disruption but in preserving freedom of action
within a contested digital battlespace.

Conclusion

he contemporary defence environment confirms that military power is insepa-

rable from the resilience of its digital architecture. Information security assur-
ance has moved beyond technical safeguarding and now functions as a structural
condition for operational coherence and strategic credibility. Modern armed forces do
not merely use networks; they operate through them. Command authority, intelligence
fusion, logistical sustainment, and joint fires synchronization depend on the integrity
of data flows across contested domains (NATO, 2020; U.S. Department of Defense,
2023).

The analysis demonstrates that information security assurance occupies three in-
terdependent dimensions. First, it is doctrinally embedded within the recognition of
cyberspace as an operational domain and within the evolution of multi-domain opera-
tions. Second, it manifests operationally through resilience mechanisms designed to
sustain mission continuity under cyber-electromagnetic contestation. Third, it is strate-
gically governed through institutional authority, deterrence posture, and technological
sovereignty.

Operational resilience emerges as the decisive characteristic of contemporary
military networks. Absolute protection is neither feasible nor doctrinally realistic. The
objective is continuity under pressure, maintaining command functionality despite
disruption attempts. Redundancy, segmentation, decentralized execution, and rapid
recovery mechanisms are not technical luxuries but operational necessities in envi-
ronments where degradation is expected rather than exceptional.

At the strategic level, governance coherence determines whether resilience trans-
lates into credible defence posture. Clear command responsibility, harmonized stand-
ards, secure procurement practices, and alliance coordination ensure that network
assurance does not fragment across institutional boundaries. In parallel, visible re-
silience contributes to deterrence by shaping adversarial risk assessments. A force
capable of absorbing and recovering from cyber aggression reduces the perceived
utility of such aggression.

Technological sovereignty further conditions long-term assurance. Dependence
on vulnerable supply chains or opaque digital ecosystems introduces structural risk.
Strategic autonomy in critical digital capabilities strengthens national resilience while
preserving alliance interoperability. The balance between integration and sovereignty
defines a central tension of contemporary defence policy.
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In a security environment characterized by persistent competition and rapid tech-
nological change, information security assurance must be treated as an enduring stra-
tegic function. It sustains operational effectiveness, reinforces alliance cohesion, and
preserves freedom of action within contested digital battlespaces. The protection of
military networks is no longer an auxiliary task; it is a foundational requirement of cred-
ible defence in the twenty-first century. The strategic dimensions outlined in this study
confirm a broader doctrinal transformation: digital resilience is now integral to combat
power. Where information flows are secure and resilient, operational initiative can be
maintained. Where they are fragile, strategic posture erodes. In modern warfare, the
defence of networks is inseparable from the defence of the state.
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Summary

nformation security assurance has become a critical component of contempo-

rary military capability, given the increasing reliance on networked systems for
command, control, communication, and decision-making. Modern defence doctrines
increasingly recognize that military networks are not only technical infrastructures, but
also strategic assets whose integrity, availability, and confidentiality directly influence
operational effectiveness and strategic resilience. This paper examines the strategic
dimensions of information security assurance in military networks within the context of
contemporary defence doctrine.

The study explores how information security considerations are integrated into
doctrinal frameworks and strategic planning processes, emphasizing their role in
supporting command and control, safeguarding decision superiority, and enhancing
resilience against cyber and hybrid threats. By adopting a conceptual and analytical
approach, the paper highlights the relationship between information security assur-
ance, military strategy, and defence policy, rather than focusing solely on technical
protection mechanisms. Particular attention is given to the implications of information
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security failures for operational continuity and strategic stability in modern conflict
environments.

The analysis demonstrates that effective information security assurance requires a
comprehensive approach that combines technical measures with organizational, doc-
trinal, and strategic elements. The paper argues that integrating information security
assurance into defence doctrine is essential for maintaining operational credibility and
ensuring the effective employment of military networks in contemporary and future
security environments.

Keywords: information security assurance; military networks; defence doctrine;
military strategy; cyber and hybrid threats
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AﬂCTpaKTZ O6e3behnBare nHpopmaumoHe 6e3begHOCTM nocTa-
M0 je KpUTMYHA KOMMOHEHTa CaBPEMEHMUX BOjHUX CMOCOBHOCTM
nmajyhu y gy cee Behy 3aBMCHOCT Off YMPEXEHUX cucTema y 06nacTu
KOMaHAoBakba, KOHTpOre, KOMYyHUKaLuje 1 AoHoLera oanyka. Caspe-
MeHe [JOKTpuHe oabpaHe CBe BHLLE NPeno3Hajy Aa BOjHE MPEXe Hucy
Camo TexHW4Ka MHgpacTpykTypa Beh n cTpaTtellka cpeacTsa Ynju UH-
TErpuTeT, pPacnonoXMBOCT U NMOBEPILUBOCT HEMOCPEOHO YTUYY Ha one-
paTnBHY €MKacHOCT 1 CTpaTellKy OTMOPHOCT. Y pady ce pasmatpajy
CTpaTellke AuMmeH3nje 00e3befherba MHOpMaumoHe 6e3begHOCTU Y
BOjHUM Mpexama y KOHTEKCTY CaBpPEMEHEe AOKTpuHe ofbpaHe.

WcTpaxuBare aHanmampa HauvH Ha Koju ce NuTama MHopMaLmoHe
6e36eqHOCTU MHTErpuLLY y JOKTPUMHApHe OKBMPE W npoLlece cTpaTeLu-
KOr NnaHupata, ca NocebHUM HarnackoM Ha HMXOBY YNOry Y NOAPLULIX
KOMaHAoBakby U KOHTPOMU, 04yBaky HaAMONM Y Of4nyYMBamy v jadary
OTNOPHOCTY Ha cajbep v xnbpuaHe npethe. [pMMEHOM KOHLenTyanHor
M aHanMTUYKOr MPUCTYNa, y pady ce ykasyje Ha ogHoc mamehy obes-
beherba MHopmaumoHe 6e36enHOCTH, BOjHE cTpaTeruje u NonuTHKe
onbpaHe, a He UCKIbYUMBO Ha TEXHWYKE MexaHn3me 3awTtuTe. MNocebHa
naxta nocseheHa je umnnukauujama nponycra y obnacti nHdopma-
umoHe 6e36eHOCTY NO ONepaTUBHU KOHTUHYUTET W CTpaTeLLKy cTabun-
HOCT Y CaBpeMEHWM KOHMIUKTHUM OKPYXEeHUMa.

AHanu3sa nokasyje Aa AenoTBOPHO OcuUrypame MHopmMaLmoHe 6es-
GenHOCTM 3axTeBa CBeOOyxBaTaH MPUCTYM KOju objeammyje TeXHUYKe
Mepe ca OpraHn3aLMoHNM, JOKTPUHAPHWUM W CTPATELLKUM eNeMEHTMA.
Y pagy ce 3acTyna CTaHOBMLUTE Aa je uHTerpaumja obesbefhersa nHgop-
MaLumoHe 6e36e4HOCTM y AOKTPUHY ogbpaHe of CyLUTUHCKOr 3HaYaja 3a

1 BojHa akagemuja OpyxaHux cHara ,Anekcanapy yen byH”, Kuwuwes, Penybnvka Monaaswja,
e-mail: timercantudor@yahoo.com, https://orcid.org/0009-0001-6769-3556
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oYyyBame onepaTuBHOr kpeaubunuteta n obesbehmBarbe edukacHe
ynoTtpebe BOjHUX Mpexa y caBpeMeHOM 1 Oyayhem 6e36e4HOCHOM OK-
PYXemy.

KrbyuHe peun: obesbefusarbe uHopmaluoHe 6e3bedHocmu, 8oj-
He mpexe, dokmpuHa o0bpaHe, 8ojHa cmpameauja, cajoep u xubpudHe
npemtse

YBoa

CaBpemeHo 6e30e0HOCHO OKpYXeHe KapakTepuily TpajHO HagmeTawe, yop-
3aHa TexHomnoLlka TpaHcdopmalmja U NOCTENEHO HeCTajake TpaguLmMoHan-
He pa3nuke namehy parta u mupa. BojHe opraHusauuje genyjy y okBUpy KOHTUHyyMa
CTpaTeLUKOr CynapHULLTBA, Y KOjeM KMHETUYKO aHraxoBare NpeacTaBrba CaMo jefHy
0f, MaHuecTauuja KoHpoHTauuje. Y TakBOM pa3BojHOM OKpyXeky MHdopMaLmja je
nocTana oany4yjyhun enemeHT npojekuuje Mohu 1 onepaTtveHe erkacHoOCTH.

Cajbep npocTop je gaHac hopmanHo NpusHaT Kao onepaTvBHM JOMEH, 3aje4HO ca
KOMHOM, Ba3gyLUHUM MPOCTOPOM, MOMOpPCKM npocTopom 1 ceemmpom (NATO, 2020).
OBo npu3Hawe ofpaxasa BULLE Of KOHLeNTyarHe MoAepHu3auuje; oHo notephyje
CTPYKTYPHY 3aBMCHOCT CaBPEMEHMUX OPYXaHWX CHara of AuUruTanHe MHPacTpyKType.
BojHe Mpexe nogpxasajy yHKLUMje KOMaHaoBaHa M KOHTpone, objeanmtaBare 0ba-
BeLUTajHUX nogaraka, npouece Luibama, KoopauHauujy NorMcTuke 1 MynTuHaumo-
HarHy WHTeponepabunHoOCT. HbMXOB MHTErPUTET HEMOCPEOHO YTHUYE Ha OnepaTvBHU
TEMNO, TA4YHOCT AOHOLLIEHA OANYKA U MPEXMBIbaBake CHara.

CaBpemeHa [JOKTpMHa opbpaHe CBe BUMLIE Harnalasa MyNTWOOMEHCKE oOne-
pauuje, WHTerpauujy 3OpyxeHux CrnocoOHOCTM M yOp3aHe LWKnyce OAaflyunBaa
(U.S. Department of the Army, 2022). OBu pa3BojH/ npouecu gogatHo nosehasajy
ocnawate Ha 6e3benHe v OTNOpHE MHGOPMaLMOoHe cucteme. MpexHOLEHTPUYHM
NPUCTYNK, nako yHanpehyjy cuTyaumMoHy CBECT U KOOpAMHALMjy, UCTOBPEMEHO Npo-
LUMPYjy NOBPLUMHY Hanaga gocTynHy npotueHuumma (Alberts & Garstka, 1998). [p-
XaBHU W HegpXaBHW akTepy uckopulihaBajy pamuBOCTY NMyTEM HaNPeaHUX YNOPHUX
npeTsu, MaHunynauvje nadHuuMa cHabpeBarba, cajbep LINujyHaxe, MHTerpauuje
€MeKTPOHCKOr paToBaka U XMbpuaHux onepaumja ytuuaja. Y Taksum ycrnosmma obes-
GehuBarbe MHGoOpMaLmoHe 6e30eQHOCTM MpeBasunasn OKBUPE TEXHUYKE agMUHU-
CTpauuje 1 nocTaje NuTawe CTpaTeLLKe OTNOPHOCTY.

BojHe Mpexe BuLUe HUCY N30noBaHa MHGPaCTPyKTypa 3awTuheHa CTaTuiHUM ne-
pumeTapckum ogbpaHama. OHe npeacTaBrbajy AMHAMUYHe, UCTpubympaHe u mefy-
cobHO noBesaHe ekocucteme. KoanuuuoHe onepauuje, MynTUHaLMOHaNHe KOMaHae
1 OKBMPU MHTEPONEPaBUMHOCTM 3axTeBajy pasMeHy mogataka uamehy pasnmyumTux
0e3beHOCHUX apXxMTEKTypa U perynatopHux okpyxera. OBa mehycobHa noBesa-
HOCT yHanpehyje onepaTtuBHe CMOCOGHOCTM, anu WCTOBPEMEHO YBOAM CUCTEMCKE
pawusocTn. Ctparewwko obe3behere 3aTo Mopa Ja ycrnocTaBu paBHOTEXY U3MeRy
OTBOPEHOCTW HEOMXOAHE 3a Capajry WM KOHTPONMCaHOr MpUCTyna HeomnxogHor 3a
3aWTuTy.
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MNpenasak ca peaktuBHe cajbep GesbegHocTn Ha 0Ge3bedHOCHY apxuTEKTYpy
3aCHOBaHy Ha OTMOPHOCTW ofpaxasa [AOKTPUHapHO npunarofasake aganTUBHUM
MPOTMBHULMMA. AMCOMYTHA 3alTUTa je HeOOCTWKHA Yy ocropaBaHoM cajbep mpoc-
Topy. CTpareluka NpeaHOCT NMEXM Y CNOCOOHOCTM OTKpMBaHa, OrpaHuyaBatba, ono-
paBka v npunarofjaBawa, y3 UCTOBPEMEHO OYyBaH-E€ OMEPATUBHOI KOHTUHYMTETA.
KoHuenTu kao LITO Cy crnojeBnTa ogbpaHa, apxUTekTypa HymnTor NoBEpeHa, UHXEHE-
PUHF 3aCHOBaH Ha npuHLuuny 6e36e4HOCTH 0f Camor MpojekToBama U KOHTUHYMPaHO
npahetse cBe BuLLE ce yrpalyjy y BojHO nnaHupakse. OHM He NpeacTaBrbajy TEXHUYKe
npedepeHuyje, Beh ctpateluke HyxxHocTh (U.S. Department of Defense, 2023).

WHTerpauuja BeluTauke UHTENUreHUuje, ayTOHOMHUX CcUCTEMA U MHAPPaCTPYKType
3acHoBaHe Ha obnaky godaTtHO ycnoxkaea 6e36eqHOCHO Okpyxere. AnropuTmu 3a
MOAPLLKY OAJSlyumMBatby, nnatopme 3a dy3unjy CEH30pCKMX nogataka 1 NpeaukTuBHa
aHanuTiKa 3aBuce Of MHTerpuTeTa nogaraka v noysgaHoctu cogreepa. Komnpomu-
TOBake Ha HWBOY Mojataka Wnu anroputama MOXe WCKPUBUTY onepaTuBHY CBECT
n cTpaTtewwko pacyhuBame. 3ato 06e3beherwe nHpopmaumoHe 6e3begHOCT Mopa
[a obyxBaTu 3alUTUTY Mopekna nogataka, Banuaauujy anroputama u 6e3begHo yn-
paBrbakbe KMBOTHUM LIMKITYCOM AUrUTanHux crnocobHocTn (European Commission,
2020).

KomnpomutoBake Mpexe HOCK CTpaTeLlke nocneauue koje npeeasunase Hemno-
cpefHu onepatueHu nopemehaj. besbegHocHy npobojv noapveajy kpeaMbunurer oa-
Bpahatsa, n3naxy pawbnBOCTM CTPYKTYPE CHara 1 MOry U3MEHWUTW NPOTUBHUYKE NPO-
LieHe. Y caBpeMeHOM OKpyxeky nepuenuuja cajoep cnaboctu Moxe 6utu cTpaTeLLku
LUTETHA Y UCTOj MEpY Kao 1 aerpagauuja dusundke cune. O6e3behere nHgopmawumo-
He 6e3begHOCTU, CXOAHO TOME, HENOCPEAHO AOMPUHOCK HALMOHAMHO] OTNOPHOCTY U
CTPaTeLUKOM CUrHanu3npamy.

EdmkacHa npumeHa 3axteBa ycknaheHOCT AOKTPUHE, NONUTUKE, OpraHn3aLmoHe
CTPYKTYpe v onepatuBHe kynType. Cajoep 6e36eQHOCT HE MOXE OCTaTW OrpaHMyeHa
Ha crneuvjanu3oBaHe TexHuYKe jegmHuue. OHa mopa OWTU MHTErpucaHa y KoMaHz-
HY OZArOBOPHOCT, NpoLEece NnaHvpara u pexuMe obyke. JucumnimHa y aurutanHum
npakcama, CBEeCT Ha HUBOY PYKOBOACTBA WM MHCTWUTYyLMOHanu3oBaHa Ge3begHocHa
KynTypa npeacTaBrbajy CyLUTUHCKE KOMMNOHEHTE cTpaTeLlkor obe3befemsa.

Y epu obenexeHoj yopaaHMm NpOTOKOM MHpOPMaLIMja 1 CaXETUM LiKnycuMa of-
nyymBaksa, 3aliTuTa BOJHUX Mpexa HeoaBojuBa je of ovyBara GopbeHe mohu. [u-
ruTanHa MHpacTpykTypa npeacTaBrba U pawbuBOCT U cTpaTelwko cpeactso. O6es-
6ehunBatbe heHe OTNOPHOCTM BULLE HMje MOMONHA (OyHKLMja; OHO je TEMErbHM 3axTEB
caBpeMeHe [OKTpUHe ofbpaHe.
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CTpaTellKko No3vUmMoHnpaHke NMHopmMaLMoHe
6e36eqHOCTU Y OKBUPY CaBpEMEHE AOKTPUHE
onbpaHe

CaBpemeHo 6e30eqHOCHO OKpyXXeHe oapefeHo je TpajHUM CTpaTeLkuM HaaMme-
TateM, yOp3aHOM TEXHOSOLIKOM TPaHCHOPMaLIMjOM U HapyLLaBaHEM jaCHUX rpaHu-
La usmehy mupa v cykoba. Y TakBOM OKBMPY BOjHA epUKaCHOCT He 3aBWCK CaMo 0
KMHETUYKUX CMOCOOHOCTM BEh W of MHTerputeTa aurntanHe WHGPaCTPyKType Koja
nogpxxaea KOMaHOHW ayTOPUTET 1 onepaTmBHy koopauHaumjy. Obesbehere nHpop-
mauuoHe 6e3beqHOCTM cTora ce No3nLMOoHMpa Kao cacTaBHK Ae0 JOKTPUHE oabpaHe,
a He Kao crnopeaHa TexHn4Ka yHkumja.

dopmanHo npusHaBame cajbep NpocTopa Kao onepaTMBHOM JOMEHa Meksa HaunH
Ha KOju Ce parbMBOCT U 3aLUTUTa KOHLeNnTyanu3ayjy y BojHOM nnaHupary. CaBesHuyka
JOOKTpyHa yTBphyje Aa cy KOMYyHMKaLMOHO-HGopMaLmoHn cuctemmn (Communication
and Information Systems — CIS) cpeacTtsa of, KpUTUYHOT 3HaYaja 3a U3BpLUEHE MU-
cuje, YMja je 3alTUTa HeONxo4Ha 3a OYyBake OMepPaTMBHON KOHTUHYWTETA Ha CTpa-
TELIKOM, OnepaTUBHOM ¥ TakTUYKOM HUBOY. MHbopmaumoHo 0be3behere, aeduHu-
CaHO KPO3 3alUTUTY PacnofioK1BOCTM, UHTErpUTETa M NMOBEPIBLMBOCTU MHGOPMaLja
1 MHOPMALMOHMX CMCTEMA, HEMOCPEAHO YCIOBIbaBa ePrKacHOCT npoLeca KoMaH-
[l0BaHa U KOHTPONeE.

OnepaTtvBHa OOKTpWHA OOAATHO HarnalaBa [a CaBpEMEHEe 34pYKeHe onepa-
Lmje 3aBUCe O CUHXPOHW30BaHWX edpekara y KOMHEHOM, MOMOPCKOM, Ba3dyLUHOM,
cBEMMpPCKOM U cajbep gomeHy. OBa uHTerpaumja omoryhaea ce nocpeactsoM Mefjy-
COBHO NoBe3aHuX AurnTanHux Mpexa Koje objedumyjy ynasHe nogaTtke ca CeH3o-
pa, obaBelUTajHe NPOW3BOAE, NofaTke O UUIbEBUMA W NIOTUCTUYKE MHGopMaLmje Yy
jeOMHCTBEHa OKpyXetba 3a AoHolere odnyka. CBako HapyllaBake OBUX CUCTe-
Ma npou3BOAM KackagHe onepaTuBHe Mocreauue: ycrnopaeakwe LMKnyca Oafyuu-
Batba, WCKPMBIHEHY CUTYaLMOHY CBECT WM CMameHy CMHXpoHu3aumjy cHara (NATO
Standardization Office, 2025).

CTpyKTypHa LEHTParHOCT BOjHUX Mpexa KOHLENTyanHO je npukasaHa apxu-
TekTypom MHopmaumoHe mpexe MuHuctapcTea ogbpare CjeanteHnx AMepUYKmx
OpxaBa (Department of Defense Information Network — DoDIN), paHuje nosHate kao
Mo6anHa nHgopmaunoHa mpexa (Global Information Grid). Osaj mogen ofpaxasa
mehycobHO NoBe3aHy AMruTariHy OKOCHULY Koja NoApKasa 34pyKeHe U KOMOUHOBaHe
onepavuuje.

Ha Cnuuwm 1 nprkasaHa je uHterpauuja onepatMBHNX 4OMEHa NOCPEACTBOM 3ajeq-
HUYKe aurnTanHe uHpacTpyktype. OHa UCTUYE KPUTUYHY OOKTPUHAPHY pearnHocTt
— onepaTuBHa eMKacHOCT HeOABOjMBA je 04 Noy3aaHOCTM Mpexe. icTa noesaHoCT
koja omoryhasa 6p3y KOopAnHaLWjy MCTOBPEMEHO NpoLLMpyje NOBPLUMHY Hanaaa Aoc-
TYNHY NPOTUBHMLMMA. Y TakBMM YCIOBMMa MexaHu3mMmu 0b6e3befherba noctajy crpa-
Tewwkun omoryhasajyhu dhakTopy KOHTUHYUTETA MUCH]E.
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= “OPMAUVMOHA MPEXA

o

Cnuka 1: WemaTtckun npukas MobanHe nHdopmauymnoHe mpexe. MmobanHa
nHopmaumoHa mpexa (GIG) obyxsaTa cBaku cuctem, onpemy, copTeep
unu ycnyry Munnctapctea onbpaHe CA[L koju npeHoce, YyBajy unu obpahyjy
nHdopmauumje MuHnctapctea ogbpaHe CALL, kao 1 cBe Apyre noBe3aHe ycryre
HeomnxoaHe 3a NocTusawe MHopmaunoHe Hagmohu

M3Bop: National Institute of Standards and Technology (NIST, 2007)

KoHuenTyanHn Temerbyt MpeXHOLEHTPUYHOr paToBaka Ao4aTHO NoTephyjy oBy
3aBWCHOCT. 3ajefHNYKa CUTyaLMOHa CBECT U AMCTpuUbynpaHe apxuTekType opmnyyu-
Batba nosehaBajy onepaTuMBHY arurnHoCT, anu UCTOBPEMEHO MojadyaBajy CUCTEMCKY
paMBOCT YKOMKO Ce HE MOXE rapaHTOBaTV MHTErputeT mogartaka. Y AurutanHo
mMehycobHO moBe3aHuM CTpyKTypama CHara, KOMNpOMWTOBake MHGOpMaLmja Heno-
cpefHo ce npeteapa y onepatueHy aerpagaumjy (Alberts & Garstka, 1998).

Crpatelwwkn nosvumoHupaHo obe3beherwe uHopmaumoHe 6e3benHocTn 30601
TOra UCMyHaBa TPU OCHOBHE (hyHKLWje:

@ npBo, ogpxasa HaaMoh y oanyYMBaky 3alUTUTOM UHTErpUTETa TOKOBA NOAaA-

Taka y OKBUPY CAXXETUX ONEPaTUBHMX BPEMEHCKMX POKOBA;
@ ppyro, ybnaxasa CUCTEMCKY pakMBOCT HacTany ycrnen MpexHe mehysaBuc-
HOCTM M MyNTUHALMOHANHE UHTeponepabunHocTy;
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@ Tpehe, jaya kpeanbunuTeT oaBpaharba CMakMBakeM NoAcTMLAja NPOTUBHUKA
[a UCKopuCcTe yodeHe cajbep cnabocTu.

Y caBpemeHoj OOKTpuHM ofbpaHe obe3befhere MHGoOpMaumoHe Ge3begHocTu
NpeacTaBrba 3allTUTHU CrOj AMrUTarnHOr HepBHOr cucTeMa Bojcke. Hberosa pobyc-
HOCT OfpXXaBa onepaTuBHY KOXEPEHTHOCT, MHCTUTYLMOHAMNHN KpeanbmnuTer u ctpa-
TeLlKy cTabunHocT. Hberos Heycnex npon3Boau ecpekte ynopeause ca nopemehajuma
y TpaauLMOHaNHMM JOMEHNMA paToBakba.

lNMopen onepaTnBHe 3aBMCHOCTU, CTPATELLKO NO3ULMOHMpatbe 06e3befera MHop-
maLvoHe 6e3benHoOCTV MOpa ce pa3yMeTyt U Kpo3 Npru3My MpoLEHe pusnka Ha HUBOY
HaumoHanHe onbpaHe. BojHu goHocKoum odnyka CBe BuLLe NpoLerbyjy cajoep pusik
HEe camo y TexHn4koM cmucny Beh 'y ogHocy Ha obesbefherse mucuje. O6esdeherse
MUCUje OQHOCK ce Ha cnocoBHOCT ogbpambeHnx MHCTUTYLMja Aa HacTaBe ca u3BpLua-
BaHEM CYLUTUHCKUX oyHKUMja y HenoBorbHUM yerosuma (U.S. Department of Defense,
2016). Y oBom okBupy 6e3benHe Mpexe TpeTupajy ce kao kputuyHu omoryhaBajyhu
¢hakTopu ocTBapuBama LrbeBa HaumoHanHe ogbpaHe. NMopemehaj koju noraha crpa-
TeLLKe KOMaHHe Mpexe, LIeHTpe 3a objeantbaBare 06aBeLLTajHIX NoaaTaka unm cuc-
Teme 3a ynpasrbake MOrMCTUKOM MMa UMMNMKaLmje Koje npesasunase TakTUuKy He-
MPWjaTHOCT; OH YTUYe Ha KpeaMbunmTeT NpojekLmje cHara 1 Noy3aaHoCT CaBe3HMLLTBA.

[Opyra oMmeH3nja 0QHOCU Ce Ha MHTeponepabuHOCT Yy MyNTUHALMOHAITHAM OK-
pyxeruma. CaBpemeHe onepaLimje peTko ce 0ABwjajy 1U30MoBaHo. 3apyKeHe HaMeH-
cke cHare, komaHaHe cTpykType HATO-a u koanuumoHo pacnopefvBane 3axTeBajy
6e3begHy pa3meHy nogartaka Mamehy xeTeporeHux cuctema. To yBOAW CTPYKTYPHY
HaneTocT n3mMehy onepaTuBHe OTBOPEHOCTM M 6e3beaHOCHe KoHTpone. MNpekomepHa
nogena nHpopmaLmja Ha 3aTBOPEHe LienmHe nogprea capaiky, AOK NpekomMepHa no-
Be3aHoCT noeehasa nanoxeHoct. O6e3behere nHpopmaumoHe 6e3begHocTH yenen
TOra MMa ynory Kao MexaHusam ypaBHOTexaBara 13Mefy nHTerpauuje u sawTure.
[JokTpuHa cBe Bulle pa3maTpa OBaj M3a3oB Kpo3 CTaHAapau3oBaHe Ge3benHocHe
npoTokone, defepaTnBHe cUCTEME YrpaBrbakba MAEHTUTETOM U CIIOjEBUTE KOHTPOME
npuctyna (NATO, 2023).

CTparteLLKo No3unLMoHMpar-e OAATHO je 0jayaHo ynorom cajbep OTnopHOCTM y Mo-
noxajy ogspahawa. TpaguumnoHanHo ogspahare ocnarbano ce Ha BUA bMBE BOjHE
CMOCOBHOCTU. Y AMruTanHoj epu cama OTMOPHOCT NOCTaje MHCTPYMEHT CUrHanmau-
para. MNpoTHBHKMK KOju youaBa ojayaHe Mpexe, cnocobHocT 6p3or onopaeka v pobyc-
HE MexaHu3Me pearoBara Ha MHLMAEHTE MOXe NPencnuTaTi odeknsaHe 4o6UTH oa
cajbep ynaga. Hacynpot Tome, cuctemcke parknBOCTY NOACTAYY MCNUTMBaHE crnabo-
CTW 1 eckanauujy. Y Tom cmucny obesbehere nHgopmaumoHe 6e3dbegHocT gonpu-
HOCW CTpaTeLlKoj cTabunHocTh 06nukyjyhn NPOTUBHMYKE NPOLEHE pU3MKa.

Y6p3are guritanHe TpaHcdopmalimje y OKBUPY OpYXaHUX CHara fodaTHO noja-
4yaBa 0BO MO3uLMOHUpake. Murpauuja ka obnaky, MHTerpaumja BelUTauke UHTEeNu-
reHuuje 1 onepaTuMBHU MOZENW 3aCHOBaHW Ha mogauumMa nosehaBajy edmkacHoCT,
anu MCTOBPEMEHO MojayaBajy 3aBMCHOCT. lNporpamn mogepHu3auuvje ogbpaHe um-
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MAMUMTHO NPOLUKPYjy NOBPLUMHY Hanada. bes gokTpuHapHo yrpaheHnx mexaHuwsama
obe3beferba, MogepHM3aUmja HOCK pU3KK CTBapara KpxkocTu. CaBpeMeHa JOKTpu-
Ha ogbpaHe OTyda CBe BuMLUE Y LMKNyce pa3soja CnocobHOCTM yrpahyje npuHumne
6e3benHoCTM of camor npojekToBaka, 06e36efyjyhn aa sawTtnta byge yrpaheHa Ha
HUBOY apxuTeKkType, a He godata Tek HakoH pacnopehusawa (U.S. Department of
Defense, 2023).

Y3eTe 3ajeqHo, OBE AMMEH3Mje nokasyjy da je obesbehere nHdopmaumoHe 6e3-
6edHOCTM TECHO MOBE3aHO Ca CTPATELLUKOM CrpeMHOLLRY, KOXe3njoM caBe3HULWTBA U1
kpeambunutetom ogspaharsa. OHO Huje fogaTak onepaTuBHO] CMOCOBHOCTU; OHO yC-
NoBrbaBa noy3aaHoCT BOjHe MONM Y AUMMTaNHO OCNOPaBaHOM OKPYKeHY.

OnepaTtmBHa OTNOPHOCT U MyNTUOOMEHCKA
MHTEerpauuja BOjHUX Mpexa

OnepatunBHa OTNOPHOCT NpeacTaBiba MYHKUMOHAMNHK n3pas obesbehersa Hhop-
MaumoHe 6e3benHoCTV Y 13BONEHY CaBpPEMEHMX BOjHMX onepauuja. Y caBpeMeHoj
[OKTPUHY OonepaLinje ce CBe BHLLE CXBaTajy Kao MyNTUOOMEHCKE, CUHXPOHU30BaHe Y
KOMHEHOM, Ba3ayLLUHOM, TOMOPCKOM, CBEMUPCKOM 1 cajbep JOMEHY, LLITO 3axTeBa KOH-
TUHYMpPaHy pa3MeHy nogaraka u uHTerpucaHe komaHaHe ctpykrype (U.S. Department
of the Army, 2022).

MynTtugomeHcke onepauwje (multi-domain operations — MDO) caxumajy LuKny-
ce oanyyMBama M nojadyasajy 3aBWUCHOCT of aurutanHe uHdpactpyktype (NATO Co-
operative Cyber Defence Centre of Excellence, 2020). KomaHaoBawe 1 koHTpona
(command and control — C2), objeantaBatbe 0baBeLLTajHNX nogaTaka, koopavHaumja
LMrbaksa 1 NorncTYKa NoApLUKa OCnamajy ce Ha HenpekuHyTe TOKOBe nojataka us-
mefy aucTpubympaHux jeaumHuua 1 BULLMX ellanoHa komaHaoBara. [pupyyHuLm Koju
ce BaBe onepauujama y ocriopaBaH1M OKpYXeHMMa Harnallasajy 3Hadaj ogpxasara
onepaTuBHOr Temna y ycrnoBumMa nopemehaja n npoTUBHUYKOT OMeTaka. Y TakBuM yc-
NoBMMa OTMOPHOCT NocTaje oany4dyjyhe CBOjCTBO BOJHUX Mpexa.

OTnopHoCT ce pasnuKkyje o TpaguumoHanHe onbpambere 6e3begHocTtu. Knacuy-
Ha 3alUTuTa 3aCHOBaHa Ha NepuMeTpy nonasuna je of NpeTnocTaBke O NPeno3HaTibu-
BVM rpaHuLiamMa 1 enu3ognyHuM npetkama. CaBpemeHa OKpyXewa NpeTkn cy Tpaj-
Ha, agantuBHa U xmbpuaHa. NpoTUBHWUM UHTerpuwly cajbep ynage, enekTpoHCKO
paToBake W MHOpPMaLMOHe onepauuje kako 6u Aerpagupani noysgaHocT Mpexe
1 CTBOPWIIN KOTHUTUBHO Tpeke YHyTap KOMaHAHuX cuctema. OnepaTtuBHa OOKTpUHA
npu3Haje 4a cHare Mopajy 04YekuBaTh aerpagupaHe KOMyHuKaLmje v ocnopaeaHa WH-
thopmaLimoHa okpyxera kao yobuyajeHo CTarwe paTtoBaka, a He Kao udysetak (U.S.
Department of Defense, 2018).

Y 0BOM OKBUpY, onepaTuBHa OTMOPHOCT BOjHUX Mpexa nouuBa Ha YeTUpy CTpykK-
TypHa npuHumna:
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@ peoyHOAHTHOCT — 06e3befuBare anTepHaTMBHUX KOMYHUKALMOHMX MyTeBa u
ANCTPUBYMPaHNX apXUTEKTYpa;

@ cerMeHTauuja — orpaHM4yaBare naTepanHor KpeTaka yHyTap KoMnpoMuToBa-
HUX CUCTEME;

@ KOHTWMHYMpaHO npahete — OTKPYBake aHoManmja y peanHom BPEMEHY;

@ cnocobHocCT Bp3or ornopaBka — 0OHaBbare PyHKLMja Of KPUTUYHOT 3HaYaja 3a

mucujy 6e3 cTpaTeLlkor ognarama.

OBM MexaHW3MKM MofpKaBajy OHO LUTO JOKTPUHA 03Ha4aBa Kao KOHTUHYMTET Mu-
Ccuje y ocnopaBaHMM JOMEHMMA.

WHTerpaumja cajbep cnocobHOCTU y onepaTUBHO MiaHupake AogatHo yuspLihyje
oBaj npuctyn. KoHuenTtn MyntugoMeHcke GuTke n3pnumto npenosHajy onepauuje y
cajbep npocTopy kao cpeacTBO 0bnuKkoBarba 1 NoapLIKe MaHEBPY Y ApYrMM AOMEHU-
ma. OBa mMehy3aBunCHOCT nogpasymeBa Aa 0Tkas Mpexe y cajbep cnojy npomssoam Ta-
nacHe ebekTe y KUHETUYKMM foMeHMMa. KoMnpommToBaHa Be3a 3a NpeHoC nofaraka
MOXe NMOPEMETUTY LMKIyCe Lnrbarba; AerpaaupaHe caTennTcke KOMyHuKaumje Mory
yTWLATU Ha HaBWraLmjy 1 CUHXPOHM3aLMjy; MaHunynucaHy obaeeLuTajH1 TOKOBU MOTY
UCKPUBUTM ONEPATVBHY NPOLIEHY.

ApXuTEKTypa OTMOPHMX BOjHMX MPEXa MOXE Ce KOHLIeNTyan13oBaTtyi Kao Crojesu-
Ta ogbpaHa ycknaheHa ca onepatvBHUM yHKLMjama.

Csemup u caj6ep npoctop

Nonutuykn yruuaj

MoTkonasawe (cy6eepauja) “~

~ Omerame A
/ KOMyHuKaumja ,

Caj6ep Hanan .*

ncbopmaumje

- Chare
Colaclgemt - (wa TepuTopuju)

o .
o 1
2]
§§ ! Crpartewka Onepatvena Takruvxa 3oHa 3oHa 30Ha onepaTveHux | 30Ha CTpaTewkux
22 30Ha 30Ha 30Ha Bnucke Ay6oxkor Ay6oKkux ny6okux
! e ] onepauuje manespa pejcrasa AejcTasa
Opyxanu |
Tt | (4]
i TakTHKM HUBO (CBEMMP, CajBep NPOCTOP, eNEKTPOMATHETHY CneKTap, MHchopmaLvje)
o i e B e B R R R e S -+,
2 OnepaTiBHy HUBO (CBEMMP, Cajbep NPOCTOP, ENEKTPOMATHETHY CNeKTap, WHbopMaLMje)
g | e e S e R e R e e e A e r——— >
2 [ ey e et b L L S C——
s " " "
0 Crarervjckw HUBO (cBeMMp, cajbep MPOCTOp, eneKTPOMarHeTHu criekTap, WHdhopmauuje)

Cnuka 2: CnojeB1Tn Mmogen onepatuBHE OTMOPHOCTU Y MYMTUAOMEHCKUM
BOjHMM Mpexama (https://capssindia.org/americas-multi-domain-operations-at-
250-a-strategy-concept-or-mirage/).
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OBaj cnojeBuTy Mogen ogpaxasa LOKTPUHAPHY PeanHoCT: OTMOPHOCT je Kymy-
natmeHa. OTKa3 Ha HUXUM CrojeBMMa NPEHOCU Ce HaBuLe, YTuuyhu Ha onepaTtvBHe
M cTpaTeluke ucxoge. Hacynpot Tome, pobycHa 3awwTnuTa Ha TeMeSbHUM CrojeBuMa
cTabunusyje yHKLUMjEe MUCUje Ha BULLMM HUBOMMA.

[lopaTtHa gumeHsmnja ogHocK ce Ha koanuuuore onepauuje. HATO n napTHepcke
cHare Jenyjy y okBupy denepaTtMBHUX MPEXHWX apXWTEeKTypa koje Mopajy Aa yc-
noctase paBHOTEXy M3meRy mHTeponepabunHocTn n cyBepenuteta (NATO, 2023).
Oksupy hegepaTMBHOr ymMpexXaBakba MUCKja 3axTeBajy 3ajeqHuuke ctaHgapae, Y3
MCTOBPEMEHO O4YyBare HaUMOHanHe KOHTpore Hag oceTrbMBuM nogaumma. Osa
CTPYKTYPHa CroxeHoCT noBehaea 3Havaj cTaHaapav3oBaHux npoueaypa cajoep oab-
paHe 1 KOOPAMHMCAHKMX MexaHu3ama pearoBama Ha VHUMOEHTE.

OnepatuBHa OTNOPHOCT 3aBucy K of, obyke 1 npoueaypanHe gucumnnuHe. [Jok-
TPUHa Ha TepeHy Harnawasa Aa jeauHuue mopajy 6utu cnocobHe ga genyjy y yc-
foBMMa AerpagupaHmx KOMyHvKaumja n genMmmyHor otkasa cuctema. Bexbe cse
yewhe cumynupajy cueHapuje cajbep-enekTpoMarHeTHOr omeTaka pagv nposepe
npoLeaypa onopaBka M KOMaHAHe npunarogrbuoctu. OTnopHocT, 36or Tora, Huje
camo TexHonowka Beh 1 npoueaypanHa u koriutueHa (U.S. Department of the Army,
2022).

Y caBpemMeHUM MynTMAOMEHCKUM onepauujama 6e3begHe Mpexe HUCY MacuBHU
omoryhasajyhn taktopu. OHe npeacTasrbajy npocTop MaHeBpa. Hbmxosa 3awTtnTta
3axTeBa CMHXpOHM3auujy n3mehy jeamHuua 3a cajbep oabpaHy, onepaTmBHUX KOMaH-
JaHaTa u cTpatewkor pykosogctea. O6e3behere BOjHMX Mpexa nocTaje npeaycnos
3a oApxaBakbe onepaTuBHE UHULMjATUBE Y OCTIOPaBaHWUM OKPYXeHMMa.

Mopen CTpyKTypHe pedyHOAHTHOCTU U CMOjeBMTE 3alUTWUTE, onepaTuBHa OTMOp-
HOCT MOpa Ce aHanu3npaTu 1y 0gHoCy Ha cajbep-enekTpomarHeTHu cnektap. Caspe-
MEeHa JOKTPUHA CBe BULLE TPETMpa cajbep NpocTop 1 enekTpOMarHeTHK crekTap kao
MHTerpucaHo Gojuwre. EnekTpoHcko patoBame, yckpahuBake npucTyna ChekTpy,
omMeTare curHana v cajbep ynagv genyjy KOOpAvHWCaHO pagy HapyllaBaka cHara
3aBUCHKX OF Mpexa. Y TakBOM OKpYXetby BOjHE Mpexe Mopajy OuTW npojektoBaHe
Tako Ja PyHKLMOHULLY Y YCIIOBMMA CMak-eHOr NPOMyCHOT oricera, NoBpeMeHe nose-
3aHOCTM M ocnopaBakba crekTpa. OTMOPHOCT cTora NogpasyMeBa afanTuBHE KOMY-
HVUKaLMOHe NyTeBe, aruimHOCT Y Kopuherby CnekTpa 1 AeLeHTpanu3oBaHe KoMaHa-
He CNOCOBHOCTM Koje Mory (hyHKLMOHMCATH Yy ycrnoBuma genuminyHe nonauumje (U.S.
Department of Defense, 2018).

Jow jegHa KpUTUYHa OMMEH3Wja O4HOCK Ce Ha MHTErpuTeT nogaraka y onepaTmBe-
HUM OKpYXeHMMa MOAPXaHUM BELITauykoM WHTenureHumjoMm. MyntugomeHcke one-
pauuje ocnawajy ce Ha y3ujy CEeH30pCKMX nogataka, ayToMaTu3oBaHe cucTeme
noJpLUKe Uurbaky W NPeavKTUBHY aHanutuky. OBM cUCTEMM 3aBUCE Of MOy3haHuX
CKynoBa nogataka. MaHunynaumja ynasHum nogauuma, 6uno nytem cajbep ynaaa,
naxupara curHana unm anropuTaMckor TpoBaka, MOXEe NMPOW3BECTU UCKPUBILEHE
onepatuBHe n3nase 6e3 HemocpegHor oHecnocobrbaBakba MpEXHE MHPPACTPYKTY-
pe. To npeactaemba pawumBOCT BuLer pega. CtpaTtervje gurntanHe MogepHusaumje
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onbpaHe cBe Buwe npenosHajy notpeby 3a obe3behmBareM mopekna nogartaka,
npoLieca Banugauuje mogena u copTBepCKUX NaHaua cHabaeBara Kao MHTerpanHux
KOMMOHEHTK onepaTusHor obesbehera (European Commission, 2020).

OnepaTtuBHa OTNOPHOCT Mopa 6utn yrpafeHa n y metogonorvje nnaHnpawa. Ca-
BPEMEHO OMepaTMBHO MPOJEKTOBAHE YKIbydyje MaTpuLie NpoLEHe pu3nKa Kojuma ce
BPeaHyjy pawmBocTu y pasnuuntum gomeHmma (U.S. Department of the Army, 2022).
Mefytum, npoueHa cajbep pusmnka pa3nukyje ce of TpaauLMOHanHe npoueHe KuHe-
Tnukmx npetkon. Cajbep NpeTke MOry ocTaTh NaTeHTHe CBE A0 aKTUBMPaba, a hUX0B
onepaTuBHU yTULLA] MOXE Ce pasBujaTh HemMHeapHo. To 3axTeBa AMHAMWUYKO Moae-
npame pu3nKa N KOHTUHYMPaHy NPOLEHY parbnBOCTM yrpafeHy y LmKnyce onepatu-
BHOT NaHupatba.

YnpaBrbake, ogBpahare 1 TEXHOMNMOLLKU
CYyBEPEHUTET Y BOjJHOM MHJOPMaLMOHOM
0be36eheny

CrpaTeLuko 06e36efere nHhopmaumoHe 6e36e4HOCTM NpeBa3niasun onepaTusHy
OTMOPHOCT U TEXHWUYKY apXMTEKTYpY. Ha HajBMLLEM HMBOY OHO je OBINMKOBAHO CTPYKTY-
pama ynpaBrbakba, nonoxajeM oaspaharba 1 CTeneHoM TEXHOMOLLKOT CyBepeHuTeTa
Koju OpxaBa 3agpxaBa. BojHe Mpexe (yHKLMOHULLY ¥ OKBUPY HALIMOHAMHUX NMPaBHUX
OKBWpA, CaBE3HNYKMX 06aBe3a, MHAYCTPUjCKMX 3aBUCHOCTU U MeXaHu3ama nonuTuy-
Kor Haz3opa. HbmxoBa 3aLTuTa 0TyAa NocTaje NUTake CTPaTELLKOr ynpaBibaba, a He
UCKIbYYMBO OnepaTuUBHOT pyKoBoheka.

EdmkacHo ynpaBrbamwe nounkbe jacHohom HagnexxHoctu. OAroBOpHOCTM Y 06-
nactu cajbep ogbpaHe mopajy 6uTh pasrpaHnyeHe uMefy cTpaTeLkux KOMaHOHUX
HMBOA, OnepaTuBHUX LWTaboBa U cneuujanu3oBaHux cajbep jeamHuua. 3apyxeHa
[OKTPUHa Harnallasa jequHCTBO KOMaHOBaHa U CUHXPOHK30BaHe edekTe y pasnu-
yutum gomenmnma (NATO Standardization Office, n.d.). Y cajbep gomeHy cdparmen-
Tauuja oQroBOPHOCTU CTBapa NyKOTWUHE KOje NPOTUBHUK MOXeE UCKOPUCTUTU. CXOOHO
ToMe, ofbpambeHe MHCTUTYLMje CBe BuULLe LieHTpanuayjy cajbep Hags3op, Y3 ovyBame
[eLeHTpan1M3oBaHor onepaTuBHOT U3BpPLUEHA.

KoxepeHTHOCT nonutuke nogjeaHako je kputuuyHa. CtaHgapau MHopmaumo-
He 6e3begHocTu, nponucy o HabaBkama, NPOTOKOMNM Knacudukalmje 1 MexaHu3Mu
npujaBrbMBara MHUKMAEHaTa Mopajy PyHKLIMOHUCATMW Y OKBUPY jeAUHCTBEHOr JOKTpY-
HapHor ycmepewsa. HATO okBvpu Harnawaeajy 3Havaj ycknaheHux 6e3begHOoCHUX
CTaHfapAa y CaBe3HUYKUM Mpexama pagum odyBaksa HTeponepabunHocTty 6e3 yrpo-
XaBatba HaLuoHarHe KoHTpore. Ynpaerbake 360r Tora npeacTaBiba BE3VWBHO TKMBO
Koje noBesyje caBe3HUYKy UHTerpaumjy u cysepeHy snact (NATO, 2023).

Onppahatse y aurMtanHoM AOMeHy yBOAM JofaTHy CnoxeHOCT. KnacuyHo og-
Bpahatse ocnakarno ce Ha BUArbMBE CMOCOBHOCTU U jacHO MpUNMCcMBE NocneguLe.
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Cajbep npoctop ycnoxrwasa atpubyumjy 1 nponopuuoHanaH ogrosop. Mnak, ctpa-
TELWKN JOKYMEHTU CBe BULLE MPEno3Hajy OTMOPHOCT M CMOCOBHOCT pearoBama Kao
KOMMOHEHTE nonoxaja ogspaharba. MNPOTUBHMK KOj MpoLewyje BpeaHocT cajboep
ynaga mopa y3etu y 063vp He camo noTeHuujanHe gobutn seh u 6p3vHy onopas-
ka BpaHnoua, cnocobHOCT y3BpaTHOT AeNOoBakba U MEXaHU3Me CaBe3HUYKE MoApLLKE
(NATO, 2020).

OcurypaBarbe mHopmaumoHe GesbegHocty cTora gonpuHocyu ogspahawy Ha
[Ba KOMMNneMeHTapHa HauvHa. [pBO, CMarereM parbyBOCTH OHO yMakyje OYeKu-
BaHy edMKaCHOCT MPOTUBHWYKMX onepauuja. [pyro, AeMOHCTpUpateM KOOPAUHY-
CaHOr ympaBrbaka M CMPEMHOCTH, OHO CUrHanmaupa npunpemrbeHocT. CTpaTeLuka
KOMYHMKaLMja y Be3u ca cajoep cnocobHOCTUMA CBe BULLE NMOCTaje Ae0 HaUMOHamHUX
onbpambenunx HapatvBa. OBa AMMEH3Mja CUrHaNMW3vpaka yTnye Ha MPOTUBHUYKE
MpOLeHe p13nKa Yak 1 y OACYCTBY KUHETUYKE eckanaumje.

TexHONOLWKM CyBEpEHWUTET MpPeAcTaB/ba jow jeaaH oanyyyjyhu daktop. BojHe
Mpexe 3aBuCe O XapOBEPCKUX KOMMOHEHTU, COQTBEPCKMX nnatdopmu, MHdpa-
CTpyKTYype y obnaky v naHaua cHabgeBarba Koju MOry W3na3vuTi U3BaH HauuoHanHe
jypucaukumje. NpekoMepHO ocnawarbe Ha cnorbHe fobaBrbaye YBOAW CTpaTeLLKu
pusuk. PawmBocTn naHua cHabgesara, yrpaheHa ,3aata Bpata’ U HENPO3UPHOCT
KMBOTHOT LiMKIyca cogTBepa Mory Aa nogpveajy gyropoyHo obesbefere. 36or Tora
areHge mogepHusauuje ogbpaHe Harnawasajy 6e3begHe naHue cHabaeBama, Mo-
y3naHe gobaerbade u pa3soj gomahux cnocobHoctn (U.S. Department of Defense,
2023).

CyBepeHuTeT He nogpasymeBa udonauujy. MyntmHauuoHanHe onepaumje 3axre-
Bajy uHTeponepabunHe cucteme. CTpaTellkn 13a30B fIEXU Y yCnocTaBbaky paBs-
HoTexe usmehy mefysaBucHOCTM 1 ayToHOMUje. DenepaTMBHU MPEXHU MOAENN U
apXMTEKTYpe HyNTOr NoBepewa Hyae AenuMnyHa pellera, omoryhasajyhu capagwy
6e3 6e3ycnoBHor noBepera. MehyTum, MexaHn3Mu ynpasrbaka Mopajy 06e3beantu
Ja HauvoHanHe wHgopmaumje of KPUTUYHOr 3Hayaja ocTaHy 3alTuheHe y OKBupY
CaBe3HWNYKUX CTPYKTYpa.
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Cnuka 3: CtpaTeLukm okBup obesbehena nHdopmarmoHe 6e3begHocTu
(https://link.springer.com/chapter/10.1007/978-3-030-64351-5_9)

CTpatellka AMMEH3Mja OQHOCK Ce Ha MpaBHe W HOpMmaTuBHe CTpykType. Cajoep
onepavumje ykpLuTajy ce ca MeflyHapogHUM NpaBoM, NpaBunMa aHraxxoBaka 1 caBes-
HU4KUM obaBe3ama. MexaHu3Mu ynpaBrbara Mopajy AedmHrcaTy nparose 3a pearo-
Babe, nNpoueaype atpubyuuje 1 NpOTOKONe KoopauHauuje ca LUMBUMHUM BRactuma.
3amarrovBarbe rpaHunla uamehy uvBunHe 1 BOjHE MHGpaCTpykType Y cajoep npoc-
TOpY 3axTeBa UHTErpucaHe MexaHu3me LMBUITHO-BOjHE KoopauHaumje. HaunoHanHe
cTpateruje cajbep 6e3benHOCTY CBE BHLLE OApaxaBajy 0Baj MHTErpUCaHN NPUCTY.

Y3eTu 3ajeqHo, ynpasrbakbe, oaBpahare U TEXHOMOLLKM CyBepeHUTeT odpenyjy
CTPAaTELUKO OKPYXEH-E Y KOjeM (PYHKLIMOHMLLE OnepaTBHa OTNOPHOCT. be3 koxepeHT-
HOT ynpaBrbaka, OTNOPHOCT NocTaje parMeHTcaHa. bes kpeaubunHor ogepahata,
OTMOPHOCT OCTaje peakTMBHA. bes TeXHOMOLWKOr CyBepeHMTeTa, OTMOPHOCT NocTaje
cnosba 3aBucHa (Schmitt, 2017).
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Y caBpemeHoM 0e3befHOCHOM OKpyXewy BOjHO MHGopMmaunoHo obe3beherse
300r Tora HMje camo TeXHUYKa AucumnnmnHa Beh cTpaTtellky MHCTpyMeHT. OHO noap-
)XaBa OnepaTVBHN KOHTUHYUTET, jaya KOXesujy CaBe3HWLITBA 1 0BruKyje MPOTUBHUYKE
npoueHe. Hberosa cTparellka BpeaHOCT He NEXM CaMo y crnpevaBaky nopemehaja
Beh 1y odyBawy cnoboge AenoBaka y 0CropaBaHOM AUTUTANHOM BOjULLTY.

3akrbyyak

CaBpemeHo oabpambeHo okpyxer-e noTephyje Aa je BojHa Moh HeoaBojuBa oA
OTMOPHOCTY HeHe aurnTanHe apxutektype. Obesbehere nHdopmaumoHe 6e3beq-
HOCTW NPEBa3uLLIIO j& OKBMPE TeXHWYKe 3alUTUTe U JaHac NpeacTaBiba CTPYKTYPHU
NPeaycnoB onepaTvBHe KOXEPEHTHOCTM U cTpaTellkor kpeanbunuteta. CaBpeme-
HE OpYy)XaHe CHare He KOPMCTe MPEXe CaMO Kao CPenCTBO; OHE MOCPEACTBOM HUX
yHkumoHuLy. KomanaoBake, 00jeantbaBatbe 00aBeLLTajHMX nogaTaka, IormcTuyKo
06e3befhere 1 CMHXPOHM3aLMja 30PYKEHNX BAaTPEHNX AejcTaBa 3aBUCE O UHTErpu-
TeTa TOKOBa nofartaka y ocnopasaHumM gomeHnma (NATO, 2020; U.S. Department of
Defense, 2023).

AHanu3a nokasyje Aa ce 06e3behere nHdopmaumoHe 6e3benHoCcT ocTBapyje y
Tpu MefycobHo 3aBucHe AumeH3uje. MNpBo, OHO je JOKTPUHAPHO YTEMETbEHO Y Mpu-
3HaBakby cajbep-npocTopa Kao onepaTuMBHOr JOMEHA W Y PasBojy BULLIEOOMEHCKUX
onepauuja. [ipyro, Ha onepaTyBHOM HUBOY UCMOMbaBa Ce KPo3 MexaHu3me OTNOpPHOC-
TV YMja je CBpXa O4YyBate KOHTUHYMTETA U3BPLLEHA MUCK]e Y YCroBMMa cajbep-enek-
TPOMarHeTHoOr cynpoTcTaBrbatba. Tpehe, Ha CTpaTELLKOM HUBOY HMMe Ce yrnpaBiba
nocpeacTBOM MHCTUTYLMOHaNHMX oBnawherba, nonoxaja y cuctemy ogspaharsa u
TEXHOJOLLKOT CyBEPEHUTETA.

OnepaTtuBHa OTNOPHOCT M3ABaja ce kao ofnydyjyha kapaktepucTunka caBpeMEHNX
BOjHMX Mpexa. ANconyTHa 3allTUTa H1je HU 0CTBapuBa HUTK je AOKTPUHAPHO peanwuc-
TnuHa. Unrb je ovyBame KOHTUMHyMTETA (hyHKUMOHMCAHA NOL MPUTUCKOM, OAHOCHO
oapXaBare CMoCOBHOCTM KOMaHAOBaHa YNPKOC NOKyLLIajuMa oMeTara. PegyHaaHT-
HOCT, CEerMeHTauuja, AeLeHTPanM30BaHo U3BpLUaBake U MexaHu3Mu Bp3or onopaska
HUCY TEXHWUYKM NyKCy3, Beh onepaTuBHa HYXKHOCT y OKpYXersiMa y Kojuma ce aerpa-
Jauvja cnocobHOCTU o4YekKyje, a He NPeacTaBrba U3y3eTak.

Ha cTpaTelukom HMBOY, KOXEpPEHTHOCT ynpaerbaka ofpehyje fa nu he ce oT-
MOPHOCT MPETOuNUTM y KpeambunaH ogbpambeHn nonoxaj. JacHo aedmHucaHa og-
FOBOPHOCT Y KOMaHAOBakbY, ycknaheHn ctaHaapam, 6e3beaHe npakce HabaBke U Ko-
opavHaumja y okBupy casesa 06e3befyjy Aa ce 3alwTuta MU noy3gaHoCT Mpexa He
parMeHTULy Ay MHCTUTYUMOHANHUX rpaHuua. VIcToBpemeHo, BuArbMBa OTNOP-
HOCT JONpMHOCK oaBpahaky Tako LITO YTMYe Ha MPOLEHY pu3vka MOTEHLMjanHor
npoTtmeHuKa. CHara cnocobHa fa ancopbyje nocneauue cajoep-arpecuje 1 aa ce oa
HMX OMOPaBM YMakyje NepuunmpaHy KOpUCHOCT TakBe arpecuje.

TexHOMOLLKM CyBEPEHWUTET JOAATHO YCNOBIbasa AyropoyHo obesbehewe. 3aBuc-
HOCT 0f pamMBKX NaHala cHabaeBawa U HETPaHCNAPEHTHUX AUTUTaNHUX eKOCUC-
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Tema yBoau CTPYKTYpHe pusuke. CTpaTeluka ayTOHOMMj@ Y KPUTUYHUM AUMUTaSTHUM
CMOCOBHOCTMMA ja4a HauMOHamHy OTMOPHOCT, Y3 UCTOBPEMEHO O4vyBake WHTEPO-
nepabunHOCTV y OKBMPY caBesa. PaBHOTEXa M3MeNy MHTerpaumje n cyBepeHuTeTa
NPeAcTaBrba jeaHy Of KIbyYHUX NPOTUBPEYHOCTU CaBpeMeHe oabpambeHe NonuTuke.

Y 6e30eQHOCHOM OKpYXEHY KOje KapakTepuLly TpajHO HagMeTaHe 1 Bp3e TeXHO-
nowike npomeHe, 0b6e3behere nHpopmaumoHe 6e3benHOCTU MOpa ce nmocMaTpaTy
kao TpajHa cTpaTellka dyHkumja. OHO nogpkaBa onepaTMBHY edMKacHOCT, jaya Ko-
xe3unjy caeesa v YyBa crnobogy AenoBaka Y OCrnopaBaHOM AurutanHoMm G6opbeHom
npocTopy. 3allT1Ta BOjHUX Mpexa Bulle Huje NoMONhHW 3agaTak; oHa npeacTaBrba
TemerbHU NpeaycnoB kpeambunHe oabpaHe y ABaAECET NPBOM BEKY.

CTpaTeluke OMMEH3Vje M3NOoXeHe Yy OBOM pady noTephyjy LMpy AOKTPUHAPHY
TpaHcdopMaLyjy: auriTanHa OTMOPHOCT caja NpeacTaBiba cactaBHM Aeo 6opbeHe
mohu. Tamo rae cy TokoBu nHGopmauuja 6e3begHn n oTnopHu, moryhe je 3agpxatu
onepaTtuBHY MHULMjTMBY. TaMoO e Cy OHW parWBU, CTPATELLKM Nonoxaj cnabu. Y
CaBPEMEHOM paToBaky, oAbpaHa Mpexa HeoBOjVBa je of oabpaHe ApxaBe.
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Pe3sume

GesbehuBare MHopmaLunoHe 6e36eHOCTM MOCTaNo je KpUTU4Ha KOMMO-

HEHTa CaBPEMEHNX BOjHUX CNOCOBHOCTY uMajyhu y Buay cBe Behy 3aBUCHOCT
0f YMPEXeHUX cucTema y obnactu KoMaHaoBama, KOHTPOone, KOMyHVKaLWje v [OHO-
Wweka ognyka. CaBpemeHe JOKTpUHe oabpaHe CBe BuLLe NpenosHajy Aa BojHe Mpe-
e HIUCY Camo TexHUYKa MHpacTpykTypa Beh 1 cTpaTtellka CpeacTsa Ynjn NHTerpu-
TET, pacnonoXuBoCT W NMOBEPIBMBOCT HEMOCPEAHO YTUYY Ha OnepaTUBHY eMKacHOCT
1 CTpaTeLLKy OTMOPHOCT. Y pagy ce pasmaTpajy cTpaTeluke aumeHsuje 0besbefhera
nHopmaLmoHe 6e36eHOCTM Y BOjHUM Mpexama y KOHTEKCTY CaBpeEMEHe JOKTPUHE
onbpaHe.

WcTpaxwuBare aHanmanpa HauvH Ha Koju ce nuTaka MHcopMaLmoHe 6e36eaHo-
CTV WHTErpULLY y JOKTPUHAPHE OKBMPE M MpoLece CTpaTeLLKor nnaHupawa, ca no-
ceOHUM HarnmackoM Ha HUX0BY YIOry y NOAPLULIM KOMaHZOBAkY U KOHTPOMU, O4yBakby
HagMONK y ofnyynBaky U jadaky OTNOPHOCTW Ha cajbep n xmbpuaHe npetke. Mpu-
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MEHOM KOHLLENTYanHor 1 aHanmMTUYKOr NpucTyna, y pagdy ce ykasyje Ha ogHoc namehy
06e36efera nHdopmaumoHe 6e3begHOCTU, BOjHE cTpaTernje u nonutuke ogdpate,
a He UCKIbYYMBO Ha TeXHWYKe MexaHuame 3awTuTe. MNocebHa naxta nocsehexa je
MMnnyKaumjama nponycta y obnactv nHgopmaumoHe 6e36eqHOCTM NO OnepaTuBHM
KOHTUHYMUTET 1 CTpaTELLKy CTabUHOCT Y CaBpeEMEHNM KOHMIUKTHUM OKPYXXEHMMa.

AHanusa nokasyje ga OEenoTBOPHO ocurypamwe WHgopmaunoHe 6es3begHocTu
3axTeBa cBeoOyxBaTaH NpUCTYN Koju objedukyje TEXHWYKE Mepe ca OpraHu3aumo-
HUM, OOKTPUHAPHUM U CTpaTeLlKUM enemeHTMMa. Y pagy ce 3acTyna CTaHOBULLTE
Ja je nHterpauuja obesbeherba nHopmaumoHe 6e36eqHOCTM Y JOKTPUHY oabpaHe
Of, CYLUTUHCKOT 3Hayaja 3a ovyBake onepaTtvBHOr kpeanbunuteta n 0be3befrBare
edmkacHe ynotpebe BOjHMX Mpexa y caBpeMeHom u Bygyhem 6e36egHOCHOM OKpy-
Kemy.

KrbyuHe peun: obesbehusarbe uHhopmayuoHe 6e3bedHocmu, 8ojHE MpeXe, OOK-
mpuHa odbpaHe, 80jHa cmpameeauja, cajoep u xubpudHe npemre
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