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Abstract:

Introduction/purpose: Advances in information and communication tech-
nologies have enabled the creation of a symbiotic environment of hu-
mans and machines in which humans interact with machines to get bet-
ter quality of everyday life. In that interaction, environment problems of
information security and in particular data privacy are at the forefront. In
many countries, there is legal regulation that regulates this problem in
terms of securing the goals that must be realized when manipulating pri-
vate data, and the technology itself is the choice of the creators of infor-
mation systems. Blockchain technology is one of the methods of choice
to ensure the integrity of data and undeniable transactions while digital
certificates in conjunction with it enable the realization of data privacy of
patients.

Methods: The cryptographic methods of asymmetric cryptography ap-
ply blockchain technology and reliable methods of identification in cy-
berspace, which enables the preservation of data privacy at a high level.
Results: This paper describes the method of patient health data privacy
protection in a healthcare system based on digital certificates as an iden-
tification method in cyberspace and Blockchain technology as a method
for preserving the integrity of transactions and a healthcare information
system. The proposed concept enables the separation of private and
medical data in such a way that with the accepted principle of patient
ownership of medical data, it is possible to achieve primary and sec-
ondary use of healthcare data without compromising the patient’s pri-
vacy.

Conclusions: The concept of identity assignment to every element in the
healthcare information system and the organization/storage of data in ac-
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cordance with the principles of Blockchain technology proposed in this
paper enable the realization of a high level of data privacy in accordance
with the European Union General Data Protection Regulation at the inter-
national level. In addition, the proposed concept enables the detection
of unregistered devices or entities in the system and thus preserves the
integrity of the system and increases its overall information security.

Key words: information security, healthcare IS, medical data, pri-
mary and secondary usage, asymmetric cryptography, digital signature,
Blockchain organization, block structure.

Introduction

Blockchain technology is a mechanism designed to ensure the integrity
of large data sets. This technology has experienced its full promotion and
affirmation with the launch of the financial system Bitcoin, the first reliable
decentralized digital currency in the electronic world. Bitcoin is essentially a
digital value/money generation system that uses purpose-designed proce-
dures and communication protocols to manage and exchange the created
digital value, Bitcoin. It is important to understand that Bitcoins are digital
data, not a physical entity. The developed Bitcoin generation and exchange
protocols are based on asymmetric cryptographic systems to ensure the re-
liability of transactions, their immutability and integrity. The application of
electronic signatures and hash functions ensures the reliability of creating
Bitcoin and transactions that make payments and exchanges of Bitcoin.
Transactions change the ownership of Bitcoin from one entity to another.
In this virtual cash transaction, control mechanisms based on electronic
signatures and verification of the possession of appropriate private crypto-
graphic keys enable the correct realization of transactions and exchange
of values. Defined control mechanisms also prevent the spending of non-
existent money or the multiple use of existing money (double spending).
The rules on establishing a consensus regarding the correctness of trans-
actions and the ways of their realization establish mutual trust of individual
Bitcoin owners. The basics of the Bitcoin system were first described in
the paper (Nakamoto, 2008) in 2008. Bitcoin is the first virtual digital cur-
rency system to successfully solve the problem of double spending and
establishing trust in a network of mutually distrustful entities.

The model of functioning of the financial system is not unique in every-
day life. In the abstract sense, it can be applied to any system in which enti-
ties interact with each other and there is no a priori confidence in the correct
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behaviour, accuracy of the data presented, their integrity during the trans-
action and later in time. With the advent of Bitcoin and the blockchain tech-
nology described in it, for the first time, there was technology that provides
a satisfactory solution to this type of problem. This is particularly important
for environments where accuracy, consistency, integrity and transparency
must be achieved while preserving the privacy of the data of transaction
participants.

In this way, by ensuring the integrity and credibility of the data,
blockchain technology has enabled the automation of many life and busi-
ness processes and thus permeates everyday life and the entire reality.
In addition to initial applications in finance (Hines, 2020; Smith, 2020; Lee
& Deng, 2018), blockchain technology is massively applied in surveillance
and management systems based on complex systems of devices with var-
ious processing capabilities such as the Internet of Things (Balamurugan
et al., 2023; Kumar et al., 2022) and Smart cities (Kumar et al., 2022). In
this context, the possibilities of applying blockchain technology in health-
care information systems are particularly emphasized (Shoniregun et al.,
2010; Bhushan et al., 2022, 2023). The dominant examples of the appli-
cation of blockchain technology in information systems of this type relate
to:

* Protecting patients’ privacy and managing their healthcare data, using
various identification, authentication and authorization techniques in
patients’ private data management procedures (personal identification
data, medical data, etc.) in blockchain technology are included in a
certain way to ensure the credibility and integrity of the data to the
process of its sharing and storage.

* Monitoring supply chains for medical devices and pharmaceutical
products has a significant role in healthcare systems. Counterfeit-
ing products and their origin (medical devices and pharmaceuticals)
has a significant prevalence in the world. In addition to the conse-
quences of the use of uncertified devices and drugs in the treatment
of people and the consequences for their health, financial losses of
companies in the healthcare industry are also significant. Therefore,
concepts and labeling systems of medical devices and pharmaceutical
products have been developed and data on them is stored in appro-
priate blockchain structures. Each entity in the supply chain can verify
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the origin and credibility of each individual product, see for example
(Stawicki, 2023).

* For clinical research, it is very important that the data obtained during
the research is credible, that during the research data is collected in
accordance with current legislation and that the data is stored in such
a way that it cannot be changed and its integrity can always be verified.
Blockchain technology is enabling these challenges to be overcome
and is widely applied in this segment. Some of possible approaches
can be seen in (Stawicki, 2023).

Protecting and managing patients’ privacy and their data is one of the
key challenges in healthcare information systems. This paper presents a
concept for solving this problem based on the synergistic application of
digital certificate and blockchain technology.

Blockchain technology

The diversity and disparity of terminology in the field of digital currencies
makes Blockchain technology equate the digital currency Bitcoin. That is
not quite right. Bitcoin technology is more complex and contains Blockchain
technology as one of its building blocks. Also, Blockchain technology in
the academic literature is defined and described in different ways. For
our approach, the most suitable definition is the one based on the Data
Structure Theory which defined a blockchain as a linked list of data blocks.
Copies of a blockchain list are stored on different computers and the num-
ber of copies is not limited. Synchronization between the data contents of
list copies and data integrity is realized by execution proprietary designed
protocols for blockchain blocks management. Blockchain blocks manage-
ment assumes rules for new block construction and their registration in the
blockchain list. Block construction and management rules are based on
cryptographic methods dedicated for data integrity preserving and conse-
quently have the property that the registration of an unverified data block
in the blockchain list is an intractable task. Every attempt to falsify the
blockchain list by entering an unverified block is easily detectable by ap-
plied mechanisms. A high level of data integrity protection in blockchains is
achieved by a specific application of hash functions and the cryptographic
method of digital signature for digital data.
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Such a powerful integrity protection mechanism has experienced its full
promotion in data distribution systems in unsafe peer-to-peer (P2P) net-
works, but a complete solution had to go a few more steps further:

- How to construct a decentralized mechanism for confirming the accu-
racy of the data included in the candidate block for registration in the
blockchain list such that mutually distrustful members of the network
have a high degree of confidence in its correctness.

- How to ensure synchronization of blockchain lists stored in different
places/devices and the consistent use of data.

Solving these two problems opens the door for the construction of a
reliable decentralized system, regarding the correctness and integrity of
data blocks, for storing data. Nowadays, decentralized data management
provides autonomy for data owners/users and independence from third par-
ties. One of the reasons that speaks in favour of decentralized organization
of data and their use lies in the fact that this increases the reliability of the
functioning of the system because the cessation of work of one blockchain
list holder does not prevent others from participating in business processes
that include a blockchain list. In the case of centralized storage, the situa-
tion is exactly the opposite. The integrity, decentralization and public avail-
ability of a blockchain list are the key characteristics of the immutability of
a blockchain list.

These properties are due to the application of the cryptographic mech-
anisms in Blockchain technology and therefore we will briefly describe the
cryptographic mechanisms Blockchain technology is based on.

Blockchain technology and cryptographic mechanisms

In this section, we will briefly describe the cryptographic mechanisms
on which Blockchain technology and its power rest. A detailed overview
of cryptographic mechanisms, their characteristics and theoretical expla-
nations can be found in (Menezes et al., 1997; Zheng, 2022; Zheng et al.,
2023). Additional information and explanation regarding the application of
cryptographic techniques in identification and authentication can be found
in (Todorov, 2007; Boonkrong, 2021) and (Mamdouh et al., 2021).




Cryptographic hash functions

Informally speaking, hash functions are a class of functions that map
data of an arbitrary length in essence to data of a fixed length in bits. The
hash function is usually denoted by H, a given data by m and its hash value
is denoted by h,,,

H(m) = hp,.

Interest in this class of functions was expressed in the late 1960s
and early 1970s in the context of large data set searches, see (Knuth,
1998), and later found widespread use in cryptology in which numerous
researchers dealt with their nature and properties. For cryptology, hash
functions which have the following properties are of particular importance:

» For a given value h, it is computationally intractable to find a value,

some H(m) = h.

» For a given value m, it is computationally intractable to find the value

mq so that H(m1) = H(msg).

* It is computationally intractable to find two values m, mo so that

H(ml) = H(mg)

The standardized hash functions are, for example, SHA256, SHA2 and

SHAS3.

Cryptographic transformations

Cryptography deals with the problem of protecting the transmission of
messages between two parties in communication, let us call them Alice
and Bob, so that the information they exchange is available only to them
and to no one else. This is achieved by corresponding message trans-
formations called cryptographic algorithms and the parameters on which
the transformation depends are the message being protected, m, and the
cryptographic key or keys if there are more than one. The process of trans-
formation by which a message is prepared for sending through a commu-
nication channel is called encryption and the result of that transformation is
data called a cipher text. The fact that the cipher text that we denote with ¢
is obtained by the transformation of the message m using the cryptographic
algorithm E and the cryptographic key k; is denoted by

Cizelj et al, eHealthcare system data privacy concept based on Blockchain technology, pp.996—1027



@i VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

Ek1 (m) = C.

The transformation by which the receiving side is transforming a mes-
sage c, the cipher text, into its original form by applying the cryptographic
key k- is called decryption and it is denoted with D

Dy, (c) = m.

When a k; = ko, a cryptographic system is called symmetric and when
it is k1 # ko, a system is called asymmetric. A graphical representation
of a symmetric cryptographic transformation is shown in Figure 1 and a
graphical asymmetric cryptographic transformation is shown in Figure 2.

O Plaintext l Ciphertext Plaintext @
e - Q, > G -

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message

N
{
Shared Secrat Key
Figure 1 — Symmetric cryptographic transformation
Puc. 1 - CummempuyHoe Kpunmozpaghuyeckoe rnpeobpasosaHue
Cnuka 1 — CumempuyHa Kpunimozpaghcka mpaHcghopmauvuja

Asymmetric cryptographic algorithms

Asymmetric cryptographic algorithms were first described in the work of
Diffi and Hellman in 1976 (Diffie & Hellman, 1976) and have revolutionized
the cryptographic world. Before the seminal paper of Diffie and Hellman in
order to protect the message, the sender and the recipient must securely
exchange the cryptographic key they intend to use, otherwise anyone who
is able to access their key can find out the contents of the exchanged mes-
sage. As a consequence, it is not easy to organize the distribution and
management of cryptographic keys in symmetric cryptographic systems
and especially if the communication networks in which they are applied
consist of a large number of participants.




In the case of asymmetric cryptographic algorithms, the encryption and
decryption keys are different and the encryption key is usually denoted with
p and the decryption key with d. For such systems, the following facts are
characteristic:

* When only the encryption key is known, it is not possible to reconstruct
the decryption key, and vice versa, and

 Although the decryption key is known, it is not possible to reconstruct

the encryption key.

This has brought new possibilities to the cryptographic world.

Let us show this giving one example.

Let Alice want to send Bob a protected message by applying an asym-
metric cryptographic algorithm with the encryption and decryption functions
E, D, respectively. The procedure proceeds as follows, Figure 2:

* For a given system, Bob constructs his encryption key pg and the

decryption key dp in the prescribed way.

» On some public directory, Bob publishes his encryption key pg.

* Alice takes over pp from the public directory and constructs a cipher
c for her message m as
c=FE, (m)

* Bob gets ¢ and by applying the deciphering operation D and the key
dy gets
m = Dg,(c)

Due to the fact that the encryption key can be made publicly known,
the name public key is still used in the literature and, for the purpose of
keeping the communication secret, the decryption key must be kept secret
and therefore it is called a secret or private key.

The security of communication stems from the fact that on the basis of
the knowledge of the public key it is not possible to obtain a secret key and
decrypt the cipher.

Asymmetric cryptographic algorithms are based on difficult-to-solve
mathematical problems:

» The problem of factorization of natural numbers, and

» The problem of discrete logarithms in finite groups.

With this in mind, it follows that asymmetric algorithms by the degree of
security they provide fall into the class of practically secure cryptographic
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Figure 2 — Asymmetric cryptographic transformation
Puc. 2 — AcummempuyHoe Kpunmozpaghudeckoe ripeobpasosaHue
Cnuka 2 — AcumempudyHa Kpunmozepagcka mpaHcghopmayuja

algorithms. The methods to compromise them are known, but it is not pos-
sible to provide the required resources for the successful execution of these
algorithms (Galbraith, 2012).

In today’s practice, the most common ones are asymmetric crypto-
graphic algorithms RSA, El Gamal, and Diffie-Hellman as well as the al-
gorithms derived from the arithmetic of points on elliptical curves.

Electronic signature

In addition to advances in the solution for distribution of cryptographic
keys, asymmetric algorithms have enabled the definition of the identity of
objects involved in transactions in the electronic world as well as verifying
the origin and integrity of data involved in transactions. In this way, it is
possible to unambiguously identify interactions and their participants in the
electronic world.

Declaring the origin of electronic data/documents is carried out by the
data/document electronic signature procedure and the verification of the
integrity and origin of the document by the verification of the electronic sig-
nature procedure. These procedures are based on appropriate asymmetric
cryptographic algorithms. Let us call the actors of this process Alice and
Bob. Alice has a pair of asymmetric keys appropriate for the electronic
signature generation and the verification procedures (p4,d4) and wants to




send Bob a message m but so that Bob can be sure, upon receipt, that the
message was sent by Alice and that the message on the transmission path
has not been changed. Alice creates a digital signature for the message m
using the procedure for creating an electronic signature

Sign (m,da) = sig (m)

and she sends Bob a message (m, sig (m),p4). Bob conducts an elec-
tronic signature check for the message he received,

Verify (m,sig(m),pa)

and if he gets the result that the verification is successful, he knows that
the message comes from Alice because it is verified by her public key, the
electronic signature verification key, and that the message has not been
changed on the transmission path. Bob’s belief regarding the origin and
integrity of the received message rests on the mathematical fact that the
probability of successful verification of an electronic signature created by
a certain private key is infinitely small if an inadequate public key is used.
The consequence of this fact is that the electronic signature algorithm and
its corresponding key pair, in this case, represent a unique set of data and
can serve to create Alice’s identity in the electronic world. Alice proves her
identity to Bob by verifying her electronic signature for the agreed docu-
ment. This is the basic principle, but there are still many technical details
whose considerations are not the subject of this text.

Electronic signature algorithms can be constructed in different ways, to
use entire messages or just their hash values. Today, algorithms stan-
dardized in (Chen et al., 2023) are most commonly used in practice. The
graphical representation of the creation of the electronic signature and its
verification is given in Figure 3.

Creation of the Blockchain list

Conceptually, Blockchain is, as we previously stated, a linked list and
as such has its beginning, a generic block (the Genesis block), and some
number of blocks between the Genesis and the last block added to the list.
Each block has a predefined structure.
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Figure 3 — Generation and verification of the digital signature procedure
Puc. 3 - lNpouedypa eeHepayuu u nposepku SLM
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Block structure

A graphical representation of Blockchain and its block structure is shown
in Figure 4.

At the abstract level, every block has two clearly separated parts. The
transaction part consists of the digital representation of the transactions
between the community members, data are named transactions and each
one is electronically signed by the data holder. The block header part con-
sists of the following fields:

* Merkle hash is data calculated over the entire dataset that a block
carries but constructed in a specific way that enables fast checking
whether or not a piece of data is contained in the transaction part of
the block. The details of the construction of Merkle hash value for a
single block and its properties can be seen in more detail in (Summers,
2022). One of the key features is that even minimal changes in the
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Figure 4 — Blockchain and the block structure, (Liang, 2019)
Puc. 4 — brnokyelH u 6rioyHas cmpykmypa, (Liang, 2019)
Cnuka 4 — brniokyejH u cmpykmypa 6noka, (Liang, 2019)

data result in the newly constructed Merkle hash not matching the
previous one, the one that corresponds to the data before the change,
and this is evidence of a violation of data integrity within the block.

* Immediate predecessor block header is processed by the defined
hash function and the calculated value is entered in the appropriate
data field. That value represents the control data for the immediate
predecessor block data integrity.

» A timestamp is a data evidence for the block existence in the quoted
time that is electronically signed by the time stamp authority.

» The weight-factor, defined in the system, is a random time variant
value. It is used for the decision whether the candidate block for reg-
istering in the block chain is formed in an appropriate way. Namely, if
the block hash value is below the weight-factor value, the block is well
formatted and qualified for entering the blockchain. In the opposite
case, the registration of the block is rejected.

Creating qualified block for entry in the blockchain list

The data involved in the formation of blocks and transactions may be
different in its nature. For the purpose of this description, we will consider
that there is a single data source from which to form blocks and pool of
transactions, and, eventually, upon a successful procedure, to register a
block in a blockchain list.

The pool of transactions is accessible by all entities in the community.
Entities that want to try to form a block for registering in the blockchain cre-
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ate the block candidate are usually called miners. The protocol proceeds
as follows:

1.

The miner selects some number of transactions from the transaction
pool and includes them in the transaction part of the block. After that,
the miner computes the Merkle hash of the selected transactions,
obtains a timestamp as evidence about the time of construction and
fills in the timestamp field.

From the last block in the blockchain, the miner computes its hash
value and fills in the computed value in the Hash Value of Previous
Block field.

The miner fills in the weight factor field by the current system weight-
factor value.

Using some random number generator, the miner obtains some value
and writes it into a field labelled Nonce.

After that, using the defined hash function and the candidate block
header, the miner computes the hash value. In the case that the
calculated value is lower than the current system weight factor, the
miner successfully constructs the eligible block and broadcasts it for
verification. In the opposite case, he/she goes back to step 4.

Upon new block candidate broadcasting, the recognition of its novelty
procedure for its admission to the blockchain starts by the members of
the blockchain community. The community members conduct the eligibility
verification procedure as follows:

1.

First, the verifier checks whether the Hash Value of Previous Block
field contains the hash value of the last block registered in the
blockchain. By this check, the verifier prevents incorrect copies of
blockchain usage. The negative result assumes that the candidate
is rejected for registration.

2. After that, the verifier checks the existence of each individual trans-

action from the block transaction part in the transaction pool. The
absence of any of the selected transactions assumes the rejection of
the candidate for registration in the blockchain.

The Merkle hash value for the transaction part is calculated by the
verifier and compared with the Merkle hash field in the block candi-
date. If the values are equal, the verification continues; otherwise,
the block candidate is rejected.




4. At this stage, the verifier uses a defined hash function over the block
candidate header data to obtain the hash value. The obtained value
is compared with the system weight factor at the time written in the
timestamp field. If the computed value is lower than the appropriate
system value, the check is positive; if it is not, the check is negative.
If the check is negative, the candidate is discarded.

5. In the case that all checks are fulfilled, the validation of the candidate
is successful, the block is entered and registered into the blockchain
and the transactions from the transaction part of the block are deleted
from the transaction pool.

In the previously described procedure, the criterion for the block candi-
date eligibility is that its hash value is lower than the current system weight
factor. This criterion is the evidence of the effort made by the miner to find
a convenient nonce to achieve the declared relation regarding the system
defined weight factor, and it is named Proof-of-Work. In digital currency
systems, miners obtain financial benefits for successfully created blocks.
For different applications of Blockchain technology, various mechanisms
are applied to create credible blocks, see (Summers, 2022).

Security of electronic health systems

The turbulent development of technology in the last few decades has
led to tremendous advances in the field of Information and Communica-
tion Technologies and the possibility of interactive communication between
humans and machines. This created a symbiotic community of humans
and machines called cyberspace. The new technological environment has
brought the possibility of automating many life and business processes and
has significantly changed everyday life. One of the areas of everyday life
and work that has undergone a significant change by applying technologi-
cal capabilities is the health care system.

By creating complex information systems connected with various med-
ical devices and means of monitoring the condition of patients, mobile and
stationary, and networking of all actors in systemic processes has led to a
major change in the way of operation, protocols and treatment. The con-
sequence of these changes is a significant improvement in the quality of
services and their results while reducing costs and increasing efficiency.
But like any new technology, this one, in addition to its great benefits, also
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brings significant challenges, especially in the field of managing patients’
medical data and preserving their privacy.

Essentially, these problems have their origin in the technology itself and
represent the translation of the existing security challenges into a real ex-
isting living environment.

Security challenges in information systems

The security of information systems is a complex and extensive issue
(Stamp, 2011). Basically, on an abstract level, the challenges that informa-
tion systems security addresses can be roughly classified into three groups:

- Ensuring the confidentiality of data relating to data protection in such a
way that its content is available only to those entities for which it is
intended. This applies to all processes of manipulation, processing
and transfer of data.

- Ensuring the integrity of the system and data. This includes the ability
to detect unauthorized changes to the architecture and structure of
the system in relation to the defined structure of the system, when it
comes to the system itself, or to detect unauthorized changes in data
in relation to its initial correct content.

- Ensuring undeniability for activities in the system. This implies that for
each action in the system, it can be unambiguously determined which
entity performed it as well as when and what exactly was done.

The previously described information security challenges in the litera-
ture are known as the CIA Information Security Triad.

If one looks closely at the requirements of the CIA triad, it is easy to
see that for their realization it is necessary that the entities that make up
the system, whether passively providing specific functionality or having an
active role in it, must be identifiable in a unique way. In other words, each
of them must be assigned a unique identity within the system - electronic
identity.

Electronic identity

From the very beginning of the development of computer systems, there
was a need to distinguish users who use the system by their identification.




Over time, techniques for identifying users in information systems were
developed so that today they can be classified into one of three groups.
User identification is based on:

- What the user knows (username and password, etc.)
- What the user owns (electronic certificate, etc.)

- What the user is (fingerprint, iris, other biometric data, etc.)

With the advent of asymmetric cryptography (Diffie & Hellman, 1976),
conditions were created for the formation of a system for the unique identifi-
cation of objects in the digital world through digital certificates and the public
key infrastructure (PKI), (Buchmann et al., 2013; Vacca, 2004). The identity
of each object is determined by a pair of cryptographic keys, a public one
and a secret one, for a chosen asymmetric cryptographic algorithm. The
nature of the facility (people, devices, software) and its associated public
key within the existing public key infrastructure generates a digital certifi-
cate associated with that object. A specific body, the registration authority,
within the given PKI infrastructure guarantees for the accuracy of the infor-
mation included in the digital certificate and, in the case that the application
for the issuance of the certificate is correct, forwards it to the competent au-
thority for issuing digital certificates, the Certification Body. A certification
body creates a digital certificate for the entity that has requested the is-
suance of the certificate and guarantees the accuracy of the information
contained therein by its digital signature. The architecture, mode of oper-
ation and guarantees regarding the issued digital certificates of the certifi-
cation body are given in the documents of the certification policy, practical
rules of operation and internal rules of operation. In order to achieve inter-
operability in the application of digital certificates as expressions of digital
identity, their format and content are standardized through the document
of the International Telecommunication Union and the World Organization
for Standardization ITU-T X.509, ISO / IEC 9594-8, (Cooper et al., 2008).
The main characteristics of certificates generated in accordance with X509
Standard are:

- By their structure, they can be very complex due to recursive definitions
in the standard and the analysis of the correctness of the structure
and content can be resource demandable.
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- Their size, expressed in bytes, is about two kilobytes, in average, which
can cause problems while working in resource-limited environments.

For the purpose of creating and using electronic identity in resource-
limited environments, Lightweight X.509 Digital Certificates Standard has
been created (Forsby et al., 2018) that goes beyond the above-mentioned
features and enables the application of digital certificates as methods of
identification in resource-limited environments. In Figure 5, the structure
and the content of both certificate profiles are presented.

Standard X.509 certificate profile CBOR X.509 certificate profile for loT

algorithm

Field Content description Field Content description
Version X.509 Version of certificate Version Fixed to 3

Serial Number Serial number of the certificate Serial Number Unsigned integer
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Certificate owner X.500 name
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Value

Value of the public key

Public Key
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Identification of the certificate
issuer
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owner
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Not present

Extension

Additional information
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Additional information

CA Digital Signature
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certificate by CA
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ECDSA With SHA256 Sig
value

Figure 5 — X.509 certificate profiles
Puc. 5 - lNpogunu cepmugbukamos X.509
Cnuka 5 — lNpogpunu cepmucbukama X.509

e-Healthcare information security

Health information systems by their nature are very complex in archi-
tecture due to heterogeneity of devices that make them up and their func-
tionality. The information security of such systems includes many different
aspects of which in this section we will consider the security of medical
data.

The introduction of information and communication technologies in
health systems resulted in the creation of e-Healthcare systems. They are
by their nature network-oriented in the sense that they provide the creation
and rapid exchange of health information in order to increase the quality




and efficiency of medical services and treatment results. At the heart of
any such system there is medical data of patients which can be, by its na-
ture, multimedia, text, image and sound. The user’s acceptance of such
systems depends largely on patients’ confidence in the protection of pri-
vacy, integrity and undeniability in the management of their medical data
(Singh & Zhou, 2022; Murphy, 2015). Medical data of patients is collected
and used by a number of medical professionals from the health care sys-
tem. This use can be classified as:

1. Primary — when this data is used in the treatment of patients.

2. Secondary — when this data is used for other purposes; for example,
for medical research purposes, medical and pharmaceutical statis-
tics, various business and economic records.

The nature of the right to use medical data has changed over time and
today it is accepted that the owner of the medical data is the patient from
whom the data was collected and that any use of that data, which in terms
of scope and content includes the ability to recognize the patient’s real iden-
tity, requires his explicit consent, (Singh & Zhou, 2022). Therefore, many
legislations pay close attention to protecting patient privacy through vari-
ous legal solutions, e.g. the General Data Protection Rule (GDPR) in the
European Union or the Data Privacy Protection Act in the Republic of Ser-
bia.

e-Healthcare data privacy concept based on Blockchain
technology

As we mentioned earlier, the security of information systems rests on
the ability to know, for every activity undertaken in the system, who and
when did it, and this applies to each entity in the system (people, devices,
software). Regarding medical information in this system, the basic unit is
the electronic health record (EHR) (Shoniregun et al., 2010). The data con-
tained in the EHR is primarily used for medical procedures of the patient to
whom the data belong and secondary for medical research needs, medical
and pharmaceutical statistics, various business, administrative and eco-
nomic needs. The need for a strict control of access to the identity of the
patient to whom the medical data belongs further emphasizes the require-
ments for strong and reliable security mechanisms in such systems espe-
cially in the management of this data. In order to implement appropriate
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identification and authorization techniques, it is necessary to establish un-
ambiguous and reliable identification mechanisms.

Identification of entities in the system

In many countries, the transition towards a digitalized society is being
implemented and legal solutions define the identification of persons in the
electronic world for administrative and business purposes. Consequently,
in health insurance, it is customary for persons to be joined by qualified
electronic certificates in accordance with X.509v3 Standard which confirms
the link between personal and electronic identity. The personal certificate
is issued in accordance with the legislation governing this area.

It is common for users to have a smart card in the health insurance
system that serves for personal identification in the system, an electronic
health-care patient identification document (eHPID). In addition to a digital
certificate whose public key represents the electronic identity of the patient,
a personal health number (LZB) is also assigned to serve as an identifica-
tion element in health procedures. The relationship between the public key
contained in the electronic certificate and the LZB is such that it is in no way
possible to obtain another from one piece of data; for example, an LZB is
generated in a random way. Public key pairs and LZBs are kept in a crypto-
graphically protected form in databases with restrictive access rights. The
access to this database is possible only with the explicit consent of the pa-
tient, which can be expressed by providing the ePHID for inspection and
typing the PIN to access this data.

Professional members of the e-Healthcare system possess identifica-
tion smart cards - the employee electronic healthcare identification card
(eEHID).

Issued digital certificates are placed on these identification cards (eHID,
ePHID).

For devices, digital certificates are issued in accordance with the
Lightweight X.509 Digital Certificates description that is compatible with
X509v3 Standard.




Procedure of medical examination, generation and preservation
of results

In order to present the security concept of an electronic health system
based on blockchain technology and the PKI infrastructure, we will use a
simplified scenario of medical examination, creation of medical data and
records in the system:

1.

Upon arrival at the doctor’s office, the patient is identified with the
system with his ePHID card and the doctor is identified with his eHID
card.

. If the system does not recognize the patient or the doctor as legiti-

mate entities, the health system issues a report containing the rea-
son for not holding the examination and generates a report that is
recorded in the blockchain system records.

If the system recognizes both the patient and the doctor as legitimate
entities in the health care system, the doctor is allowed to create
a new medical report with a system-generated identification ordinal
number in which the patient’s identity is represented by an LBZ num-
ber. The doctor writes in the report anamnesis, ailments, diagnosis
and conclusion about medical treatment. The electronic form of the
report is digitally signed by the doctor and the system places it in the
blockchain for medical reports.

If the diagnostic process ended at this level, the physician prescribes
the necessary therapy and medications, and the system determines
the prescription identification number and forms an electronic form of
the prescription that the doctor electronically signs. According to the
electronic signature of the prescription, it is placed in the prescription
blockchain.

. Ifthe process of medical care of the patient requires additional exam-

inations or medical interventions, the doctor generates a request with
the necessary medical data to which the system assigns an identi-
fication number and whose electronic form is digitally signed. The
request generated in this way is placed in the blockchain for medical
instructions.

Each request for additional healthcare examinations is individually
digitally signed by the issuing doctor and constitutes a unit medical

transaction.
1015
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7. The identification numbers of prescriptions, instructions and medi-
cal procedures are written into the blockchain, which represents the
patient’s healthcare history. This blockchain has unique numerical
identification and connection with patient’s identity and this identifi-
cation is stored in a specially protecting database.

The described concept of creation and storage of electronic healthcare
reports and their usage makes medical data separate from the data on the
identity of the patient. The actual identity of the patient can only be obtained
by knowing the identification parameter of the user’s medical data, which is
not feasible because this data is stored in the register of users of the health
system, which is a highly protected database with restrictive access policy.
A graphical representation of the system is given in Figure 6.

Blockchain node Blockchain node

Blockchain node

“Blockchain node

Blockchain node
Blockchain node
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Transaction
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Figure 6 — Graphical presentation of the system structure, (Salman et al., 2019)
Puc. 6 — I'paghuyeckoe uzobpaxeHue cmpykmypbl cucmemel (Salman et al.,
2019)

Cnuka 6 — pacbuuku npukas cmpykmype cucmema(Salman et al., 2019)

Security analysis

The processes of digital transformation of society and the transition of
life processes towards cyberspace inevitably highlight the issues of infor-
mation security and the preservation of privacy of personal data. Unautho-
rized access to any individual's personal data can have serious adverse




consequences for him or her. The damages can be personal, psycholog-
ical, business, material and social. By identity theft and access to health
data, an individual can be subjected to damage in terms of obtaining em-
ployment, premiums of insurance companies and bank loans, and the like.
These examples show the importance of preserving the privacy of medical
data for an individual in each community.

As we have previously stated, the first and basic element of security is
the establishment of a reliable identification system in the electronic health
insurance system.

In the proposed concept, each entity that makes up the system (peo-
ple, devices) has a defined electronic identity in the form of a digital cer-
tificate. Digital certificates for persons are issued in the form of a quali-
fied digital certificate in accordance with the legislation of the community
in which the system operates. Digital certificates for devices are issued in
the Lightweight X.509 Digital Certificates format, which is compatible with
X509 Standard and which allows installation on devices with very limited
processing resources. This reliable method of identification enables reli-
able tracking of events in the system and prevents any activities that are
inconsistent with the role assigned to the system by the entity. This en-
ables efficient and up-to-date monitoring of the functioning of the system,
which brings as an additional benefit the reliability of the functioning of the
system as a whole. Additionally, identifying each individual entity in the
system makes it possible to verify the integrity of the system and disable
access to the system to devices that are not logged as its elements.

The main activity in the health system, including the eHealthcare sys-
tem, is data collection, its analysis, use and preservation. The system must
be designed and implemented in such a way as to enable relatively easy
primary and secondary use of this data in accordance with legal regula-
tions. The mechanisms for managing this data must be such as to protect
the privacy of the data.

In the proposed concept, this goal is achieved by separating the pa-
tient’s identification data and his/her medical data. The patient’s identifi-
cation data is stored in a highly secured database with strictly defined and
restricted access rights. As identification data in this database, the identi-
fication number of the blockchain containing the patient’'s medical data is
stored. The medical data block contains identifiers of the patient’s medical
procedures and through them a connection among the patient’s physical
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identity and medical data is established. In this way, the separation of
identity and content of medical data is achieved.

The primary use of patient data requires access to a secure database to
identify a blockchain containing the identifiers of medical procedures and
their results for a given patient. This approach requires the patient’s explicit
consent and can be realized, for example, by physically using an ePHID
card and entering a PIN value that testifies that the patient has willingly
used the card to access medical data. Regarding to its content, electronic
medical data does not contain any references to the identity of the patient,
but the connection is established through their randomized numerical iden-
tifiers. In this way, the anonymity of the patient is achieved in relation to
the content of medical reports.

The integrity of medical data is guaranteed by the electronic signature of
the initiator of the medical procedure or the implementer of the procedure
and the creator of the results. This guarantees the integrity and immutability
of the data at the time of its creation. The integrity and credibility of data
over time is guaranteed by storing it in a way that is provided by blockchain
technology.

Relationship of the proposed solution concept with some
other solutions

Blockchain technology has strongly supported the transformation of
healthcare businesses towards paperless business and the cyber world.
As in all business and life processes in cyberspace, information security is
essential in this segment as well. However, in this sense, Blockchain tech-
nology in itself represents one of the building blocks and support for building
a data privacy mechanism, but not its essential part. Different concepts for
the protection and privacy of health data are applied in the implemented
systems of electronic health care with the application of blockchain tech-
nology. An exhaustive overview of the solutions described in the literature
regarding the methods of identification and authentication of entities in the
healthcare information system as well as the protection of privacy in the
management of their data can be found in (Fernandez-Aleman et al., 2013;
Jayabalan & O’Daniel, 2016). In the following paragraphs we will look at
two solutions that are based on similar ideas as the solution proposed in
this paper, but the ways of realization are different.




The concept described in (Wang et al., 2019) is based on blockchain and
cloud technologies. The security of medical data and EHR is ensured by
their creator (medical institution + authorized person) encrypting them and
additionally encrypting them before placing them in the appropriate space
at the storage location in the cloud . The indexes of the generated EHR
records are stored in the corresponding blockchain. Encryption mecha-
nisms are such that they enable keyword searches over encrypted data.
This concept enables the secondary use of health data, but the mecha-
nism is relatively complex. The owner of the medical data is still the person
whose examination created the record and who fully controls the access to
that data. The right of access is obtained only with the explicit consent of
the data owner. The procedure for accessing the desired data is as follows.

The interested entity sends a list of keywords that relevant records must
contain to the EHR creator. The creator sends to the entity a digital patern
to search the EHR record space. After finding the requested records, the
interested entity addresses the owner of the data, whose identifier it re-
ceives after finding the indexes that match the set of keywords, for consent
to access the data. If access is granted, the operation of decrypting the
EHR data and sending it securely to the interested entity is undertaken.

Theoretically, the weakness of this concept lies in the fact that the pa-
tient’s privacy is not fully protected. It is possible to create a targeted set of
queries by keywords in order to analyze the situation whether a specific pa-
tient has a certain type of health problem. The problem lies in the fact that
this information is obtained before the right of access to specific medical
data.

The concept formulated in (Omar et al., 2019) proposes a solution based
on Blockchain technology and cryptographic mechanisms. Cryptographic
mechanisms are used to protect privacy and Blockchain technology to
store health data. The application of cryptographic methods ensures the
anonymity of patients, and Blockchain technology ensures data integrity
and immutability .

The solution described in this paper uses usernames and passwords
as a method of user identification and authorization. The allowed activities
in the system are defined based on the roles assigned to users. Patients
have the role of data source and they pass their personal health data to
the system in an encrypted form. Entities that use data in the system, data
users, require access to data in the system, which is allowed only after
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successful authentication. The registration authority is responsible for the
authentication process . Access and exchange of health data are protected
by special cryptographic mechanisms. Each transaction of data stored in
the blockchain is marked with a special blockchain identifier, on the basis of
which the data contained in the transaction is accessed and this identifier
is forwarded to the initiator of the block generation.

In order for the data user to access the data contained in one block of a
patient, he/she must have the identifier of that block, which is owned only
by the patient as a source of data, so this protocol also implicitly requires
the patient’s consent to access the data. When the user knows the desired
number, he/she turns to the registration authority for the authorization of
access to the requested data. If the user’s authentication is successful,
he/she receives the desired private data of the patient whose data he/she
requested.

In relation to the described concept of EHR data management, the con-
cept proposed in this paper has certain security and functional advantages.
It refers to the applied identification and authentication mechanism. The
method based on digital certificates is organizationally and functionally, in
our opinion, less complex in terms of scalability and interoperability. From
the functionality point of view, the concept proposed in this work with its
data organization, equally easily enables primary and secondary use of
medical data without endangering the disclosure of the patient’s identity in
case of secondary use. In this way, the proposed concept of EHR data or-
ganization enables the implementation of an electronic healthcare system
in legislative systems with different approaches to the ownership of medical
data.

Conclusion

The processes of digital transformation of society and the transition of
life processes towards cyberspace inevitably highlight the issues of infor-
mation security and the preservation of privacy of personal data. Unau-
thorized access to an individual’s personal data can have serious adverse
consequences for him or her. The damages can be personal, psychologi-
cal, business, material and social. Identity theft and access to health data
can inflict harm to the person in question in terms of obtaining employment,
insurance premiums, bank loans, and the like. These examples show the




importance of maintaining the privacy of medical data for the individual in
each community and the community as a whole.

This paper presents the concept of object identification and privacy pro-
tection based on blockchain technology and the PKI infrastructure. The
application of these technologies helps the concept achieve the following
goals:

— The use of digital certificates as carriers of electronic identity enables
a unique distinction of entities in the system. The application of
Lightweight X.509 Digital Certificates enables the identification of de-
vices with limited process capacities, which is significant from the
point of view that devices with limited processing capacities (sensors,
mobile and wearable devices) also participate in such systems.

— The system of registering events in the system and preserving the history
of the system is such that for each activity it is known who did it, and
when it was undertaken. This enables the detection of incidents, the
analysis of their causation and the definition of prevention procedures.

— The mechanism of separation of identification and medical data enables
the primary and secondary use of medical data in accordance with the
data privacy regulations.

— Digital signature and blockchain technology enable the integrity of medi-
cal data to be preserved both at the time of its creation and over time.

The enumerated security features of the proposed concept enable the
implementation of electronic health systems as zero trust information sys-
tems (Rais et al., 2024; Kudrati & Pillai, 2022; Garbis & Chapman, 2021)
and at the same time ensure compliance with the EU GDPR.
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Pesrome:

Beedenue/yenb: [poepecc 8 obracmu UHGOPMaUUOHHBIX U
KOMMYHUKaUUOHHbIX mexHooaul rno3eonunu co3dams cpedy
cumbuosa mexdy modbMU U MawuHamu, 8 Komopod rirodu e3au-
modelicmsytom ¢ MawuHamu 05151 yrlyHWeHUs Kayecmea rnosce-
OHesHoU XU3HU. B ces3u ¢ amum eo3Hukaom rpobrems! UH-
gopmayuoHHoU be3zonacHocmu, 8 YacmHocmu, KOHghuOeHUU-
anbHocmu 0aHHbIX. Bo MHO2uX cmpaHax cyujecmesyrom rnpaso-
8ble paMKu, peaynupyroujee 3mom 0rpoc C MOYKU 3peHUsI Ue-
nied, Komopsie OOMKHbI OCYWEeCmeIAmcs npu MaHurnynuposa-
HUU JTUYHBIMU OaHHbIMU, @ caMa mexHos102us siersgemcsi 8b160-
pom cozdamerneli UHGhOPMaUUOHHbIX cucmeM. bBbriokyelH mex-
Hosozusi sierisiemcss 00HUM U3 rpedrnoYymumersibHbIX Memodos
obecrnedeHus yernocmHocmu GaHHbIX U HE0bX0OUMbIX mpaH3akK-
uud, a yugposbie cepmugbukamsi 8 codemaHuu ¢ Heli obecrie-
Yyugarom KOHghuGeHyuabHOCMb UHGhopMauuu o nayueHmax.

Memoobi: C nomowkro Kpunmozpaguyeckux memodos acum-
mempu4HoU Kpunmoepaguu ocyusecmensemcsi 6riok4eliH mex-
Homoausi U HadexHble MemoObl udeHmugukayuu 8 Kubep-
rpocmpaHcmee, 4Ymo 03680/1iem coXpaHsamb KOHUOeHyuasb-
HOCMb UHGhOpMaUUU Ha 8bICUIEM YPOBHE.

Pesynbmamel: B daHHoU cmambe oruckleaemcsi Memod 3a-
wumsbi KOH¢huOGeHyuarnbHOCMuU MeOUUUHCKUX OaHHbIX MayueH-
moe 8 cucmeme 30pagoOXpaHEeHUsl, OCHOBaHHbIU Ha Uugpo-
8bIX cepmugukamax kak memoode udeHmucbukauyuu e kubep-
npocmpaHcmee u 6r10k4elH mexHono2uU Kak Memode coxpa-
HEeHUSs UeriocmHocmu mpaH3akyul U UHghopMayuoHHoU cucme-
Mbi 30pasooxpaHeHusi. [lpednazaemasi KOHUenuus rno3eosisiem
pasdenume uYHbIe U MeOUUUHCKUE OaHHble maKuM 0b6pasom,
ymo npu cobnodeHuu npasa cobcmeeHHOCMU rnayueHma Ha
meduyuHCcKue daHHble CmMaHOB8UMCS 803MOXHbIM MepP8UYHoe U
8MOpUYHOE UCIMOIb308aHUE MEOUUUHCKUX OaHHbIX, He Hapywas
npaesa nayueHma Ha HerpuUKOCHOBEHHOCMb JIUYHbIX OaHHbIX.

Bbieodbi: KoHuenuusi udeHmugukayuu obbekma 8 uHgopma-
UUOHHOU cucmeme 30pagooxpaHeHus U opaaHu3ayusi/xpaHeHue
OaHHbIX 8 coomeemcmeuu ¢ npuHyunamu 610Kk4eliH mexHo-
Jioeuu, nNpednoXeHHbIMU 8 3mol cmambe, M03801I0M 08bI-
cumb KOHghuOeHyuanbHOCMb UHgopmauuu 0o MexOyHapoOHO-
20 yposHs 8 coomeemcmeuu ¢ Obwum peariaMeHmom 3auju-
mbi daHHbIX Egponelickoao Corosa. [Nomumo moezo, npednazae-
Masi KoHUuenyusi criocobcmeayem obHapyXeHUI0 Hesapeaucmpu-

Cizelj et al, eHealthcare system data privacy concept based on Blockchain technology, pp.996—1027



Eﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

poBaHHbIX ycmpolicme unu 06beKxmos 8 cucmeme, maxkum obpa-
30M COXpaHsisi UesIoCmMHOCMb CUCMeMbI U r108bilasi ee obulyto
UHGbopMayUOHHY 6e30MacHOCMb.

Knrouesbie criosa: uHgopmayuoHHas 6e3onacHoCcmb, MeOUUUH-
CKasi UH¢hopmayuoHHas cucmema, MeduyuHckue 0aHHble, rnep-
BUYHOE U 8MOPUYHOE UCIMO/b308aHUE, acuMMempUYHas Kpuri-
moepacpusi, yughposasi nodnucek, 6riokyeliH opeaHudayusi, 6104-
Hasi cmpykmypa.

KOHLl,eI'IT NPMBATHOCTU NoaaTaka y eNeKTPOHCKOM
30paBCTBEHOM CUCTEMY 3aCHOBaH Ha BriokyejH TeXHomnorujmu

Hejar b. Unsers, Tomucnae b. YHkawesuh, Sopax . banal

WHctutyT BJIATAKOM, Beorpan, Penybnuka Cpbuja

OBJIACT: nHbopmaLmoHu cuctemu, KpUnTonoruja,
paJvyHapcke Hayke
KATETOPWJA (TWM) YNAHKA: opurMHanHu Hay4Hu pag

Caxemak:

Y8o0/uurb: Harnpedak y UHghopMayUOHO-KOMYHUKaUUOHUM Mex-
Homoaujama omoayhuo je cmeapare cuMbUOMUYKO2 OKPYKeHa
JBYOU U MawuHa y KojeM JbyOu UHmMepakyujoM ca MawuHama
rnobosbwasajy keanumem ceakoOHeg8HoO2 Xueoma. Y mom KOH-
mekcmy, npobrnemu uHpopmayuoHe bezbedHocmu u nocebHo
npuseamHocmu nnodamaka u3bujajy y npeu nnaH. Y MHo2uM 3e-
MrbaMa rocmoju 3aKOHCKa peayriamuea KojomM ce maj npobriem
peaynuwe y cmucry obesbehema yurbesa Koju ce Mopajy pea-
nu3ogamu npu MaHunynayuju npusamdum rnodayuma, a cama
mexHoroeuja je usbop Kpeamopa UHhopMaUyUOHUX cucmema.
Griokuejm mexHosnoauja je jeOHa 08 memoda u3bopa 3a obe3be-
hemwe uHmezpumema nodamaka u Heropeyus8oCcMuU mpaHcak-
Yuja, 0ok OueumarHu cepmucbukamu y cripesu ¢ kom omozyha-
8ajy ocmeapusar-e rpusamHdocmu nodamaka nayujeHama.

Memode: NpumeHom Kpunmoepagckux Mmemooda acumMempuyHe
Kpunmozpacbuje peasnusyje ce briokyejH mexHosioauja u rnoysoda-
HuU memodu uéeHmucbukayuje y cajbep npocmopy, wWmo oMoay-
haea o4ysarbe npusamHocmu nodamaka Ha 8LUCOKOM HUBOY.

Pesynmamu: Oeaj pad ornucyje KoHUenm sawmume rpusamHo-
cmu nnoGamaka nayujeHama y 30pascmeeHoM cucmemy. 3acHo-




8aH je Ha OuaumarnHumMm cepmugbukamuma Kkao MemoQdy udeHmu-
ukauyuje y cajbep npocmopy u 6510K4EjH MeXHOMo2uUju Kao Me-
mody 3a o4yeare uHmezpumema mpaHcakyuja u uHgpopmayu-
OHOe cucmema 30pascmeeHoe ocuayparba. [1pednoxeHuU KOH-
uenm omoeyhasa cenapauyujy npusamHux u MeQUUUHCKUX r10-
Oamaka mako wmo je, y3 npuxeaheHu npuHyumn eaacHuWmMmea
nayujeHma Had meduyuHcKuM rnodayuma, moeyhe ocmeapumu
rnpumapHy U cekyHOapHy yriompeby MeOUUUHCKUX rodamaka
be3 yepoxasarba rpusamHocmu rnodamaka nayujeHma.

Bakrpyyak: KoHuenm udeHmucbukauyuje eHmumema y 30pas-
CmMeeHOM UHGOPMaUUOHOM cucmeMy U opeaHu3ayuja/Jysare
rnoGamaka, y cknady ca npuHyunuma brI0KYejH mexHosoauje,
Koju cy npednoxeHu y oeoMm pady, omocyhaeajy ocmeapugare
8UCOKO2 HU8oa rnpusamHocmu rnodamaka y cknady ca uHmep-
HayuoHanHum 0okymeHmom European Union General Data Pro-
tection Regulation. Noped moea, rnpednoxeHu KOHUenm oMoay-
haea demekuujy HepeaucmposaHux ypehaja unu eHmumema y
cucmeMy U Ha maj Ha4uH o4yearbe UHmeepumema cucmema u
rnoeehare He208e ceeyKkynHe uHgopmayuoHe 6e3bedHocmu.

KrbyyHe peyu: uHgopmayuoHa 6e3bedHocm, 30pagcmeeHu UH-
gopmayuoHu cucmem, MeOUUUHCKU nodayu, npumapHa u ce-
KyHOapHa yriompeba, acumempuy4Ha Kpunmoezpadbuja, Oueu-
masiHu nomnuc, 6ri0Kk4ejH opaaHu3ayuja, cmpykmypa broka.
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