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Abstract: Insider threats represent a critical challenge to information security, stemming from in-
dividuals with authorized access who may compromise data integrity through malicious or negli-
gent actions. This study employs a multidisciplinary approach – integrating literature review, case 
studies, and legal analysis – to examine the nature, drivers, and mitigation strategies for insider 
threats. It compares whistleblowing, privilege abuse, espionage, and sabotage across legal, psycho-
logical, and organizational dimensions. A key finding is the blurred line between whistleblowers 
acting in the public interest and harmful insiders, underscoring the need for clear legal criteria. 
The analysis reveals that weak employee protections and toxic work environments increase retali-
atory risks. The paper concludes with recommendations for a holistic defence strategy combining 
technical controls, legal frameworks, and organizational culture, with specific proposals for im-
proving Serbia’s fragmented regulatory system.
Keywords: insider threat, information security, whistleblowing, legal framework, organizational 
culture.

INTRODUCTION

Insider threats are among the most complex challenges in modern information security. 
Unlike external attackers, insiders possess legitimate access to systems and data, mak-
ing their actions difficult to detect (Cybersecurity and Infrastructure Security Agency, 
2024). An insider is defined as any individual – employee, contractor, or consultant – with 
authorized access who may misuse it intentionally or unintentionally (Singh & Sharma, 
2022). According to CISA, an insider threat is the risk that such a person could cause harm 
to systems, data, personnel, or assets. The ambiguity surrounding this term complicates 
prevention, especially when overlapping with issues like whistleblowing, harassment, or 
freedom of expression (Gheyas & Abdallah, 2016).
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Information security, as defined by International Organization for Standardization & In-
ternational Electrotechnical Commission – ISO/IEC 27000 (International Organization 
for Standardization [ISO], 2018), refers to the preservation of confidentiality, integrity, 
and availability of information, achieved through technical, organizational, and human 
measures. Protecting information in both physical and digital formats is essential for or-
ganizational continuity. However, safeguarding assets must be balanced with the protec-
tion of fundamental rights, including privacy and freedom of expression. This balance is 
not merely a technical or administrative concern; it is a foundational principle of demo-
cratic governance, where the state’s duty to secure its institutions must not override the 
individual’s right to speak truth to power. The tension between these two imperatives be-
comes especially visible in contexts where institutional trust is weak, legal frameworks are 
underdeveloped, and accountability mechanisms are either absent or selectively enforced.
In Serbia, cases such as Aleksandar Obradović at Krušik and Momčilo Perišić highlight 
this tension. Obradović exposed alleged corruption but faced prosecution, raising ques-
tions about whether his act was whistleblowing or a security breach (Jeremić, 2024). His 
actions, while disruptive to institutional hierarchies, were motivated by a desire to reveal 
financial misconduct that he believed undermined national interests. Yet, rather than be-
ing recognized as a protector of public accountability, he was treated as a violator of secu-
rity protocols – a criminal rather than a civic actor. Similarly, Perišić was convicted of es-
pionage after sharing military secrets with a foreign embassy (Derikonjić, 2023) His case, 
like Obradović’s, was adjudicated not on the basis of intent or public interest, but solely on 
the fact of unauthorized transmission – a legal reductionism that ignores the moral com-
plexity of the act. These cases illustrate the urgent need for legal clarity in differentiating 
public-interest disclosures from harmful insider acts. Without such clarity, institutions 
risk criminalising dissent, deterring ethical behaviour, and reinforcing cultures of silence 
that ultimately make them more vulnerable.
This paper addresses the following research questions: what are the primary causes of in-
sider threats? How do psychological and sociological factors influence insider behaviour? 
Which strategies are most effective for prevention? And how do legal frameworks regulate 
these threats, particularly in Serbia? To answer them, the study adopts a multidiscipli-
nary lens, integrating technical, legal, and organizational perspectives. It does not seek to 
propose new technologies or invent new legal categories. Instead, it seeks to deepen the 
understanding of what is already present: the existing definitions, the documented cases, 
the established laws, and the recognized patterns of behaviour. It asks not what should be 
done, but what is already implied – and why it remains unaddressed.
The insider threat is not simply a problem of access control or data leakage. It is a problem 
of trust – and of the breakdown of trust. When individuals who are entrusted with institu-
tional knowledge feel that their concerns are ignored, their integrity is questioned, or their 
loyalty is exploited, their relationship with the organization shifts from one of cooperation 
to one of alienation. In such environments, even well-intentioned employees may come 
to see information as a weapon – not because they are malicious, but because they believe 
the system has already weaponised silence. This transformation is not sudden; it is gradu-
al, cumulative, and often invisible until it manifests in a leak, a sabotage, or a resignation.
The challenge, then, is not merely to detect insiders who act wrongly, but to understand 
why so many who might act rightly are instead driven to the margins – or to the dark.
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THEORETICAL FRAMEWORK FOR STUDYING INSIDER THREATS

Insider threats can be categorized into three types: malicious, negligent, and infiltrators 
(Schoenherr et al., 2022). Malicious insiders deliberately steal data or sabotage systems; 
negligent insiders unintentionally compromise security through errors; infiltrators are ex-
ternal actors who gain access via social engineering. Each category reflects a different dy-
namic – one of intent, one of oversight, and one of deception – yet all three share a common 
vulnerability: the assumption that authorized access equates to authorized intent. This as-
sumption is the foundation of most security protocols, and it is also their greatest weakness.
Psychological drivers include dissatisfaction, financial pressure, revenge, or ideology 
(Ruohonen & Saddiqa, 2024). These are not random impulses; they are responses to per-
ceived conditions – conditions of unfairness, neglect, or betrayal. A malicious insider does 
not emerge from a vacuum. They emerge from an environment where grievances have 
been ignored, where promotions have been denied without explanation, where ethical 
concerns have been met with silence, and where the organization has failed to provide a 
legitimate channel for redress. Financial pressure may be the immediate trigger, but it is 
rarely the root cause. The deeper cause is often a sense of disenfranchisement – the belief 
that one’s voice does not matter, that one’s contributions are invisible, and that the system 
is designed to protect itself, not those who serve it.
Sociological factors – such as corporate culture, oversight quality, and policy clarity – also 
significantly shape risk levels (Alsowail & Al-Shehari 2021). A toxic culture of fear, where 
speaking up is equated with disloyalty, creates fertile ground for insider threats. When 
leadership communicates through top-down directives rather than open dialogue, when 
audits are conducted as punitive exercises rather than learning opportunities, and when 
reporting mechanisms are opaque or inaccessible, the organization inadvertently signals 
that silence is safer than truth. In such environments, even a negligent insider – someone 
who simply clicks a malicious link or misconfigures a server – may be the product not of 
carelessness, but of disengagement.
A critical distinction exists between whistleblowers and harmful insiders. Whistleblowers 
disclose wrongdoing in the public interest and are protected under Article 10 of the Eu-
ropean Convention on Human Rights (Council of Europe, 2024), provided their actions 
are proportionate and necessary. In contrast, espionage involves transferring sensitive in-
formation to foreign entities and carries criminal penalties (Warner, 2014). The legal and 
moral boundaries between these two are not always clear, but they are not arbitrary. The 
distinction lies in intent, in context, and in the mechanism of disclosure. A whistleblower 
acts to correct, not to exploit. They act to inform, not to harm. They act within a frame-
work of accountability, even if that framework is imperfect.
Cases like Chelsea Manning and Edward Snowden exemplify the moral ambiguity of such 
disclosures (Greenwald, 2014; Delmas, 2015). Both individuals accessed classified infor-
mation under legitimate authority. Both chose to disclose it publicly, bypassing internal 
channels. Both were labelled as traitors by some and heroes by others. But their actions 
were not identical to those of a malicious insider who sells data for profit or a foreign 
agent who infiltrates for strategic gain. Manning and Snowden acted out of conscience, 
not greed. Their disclosures were selective, not indiscriminate. They sought to spark pub-
lic debate, not to enable foreign interference.
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Yet, under current legal frameworks – including those in Serbia – their actions would 
likely be treated the same as those of a spy. The law does not distinguish motive. It does 
not weigh intent. It sees only access and disclosure. This legal rigidity is not neutral; it is 
profoundly consequential. It discourages ethical behaviour. It punishes accountability. It 
transforms civic courage into criminal liability.
The failure to distinguish between these categories is not an oversight – it is a feature of 
systems that prioritize control over transparency.

SECURITY PERSPECTIVE AND ORGANIZATIONAL CULTURE

While technical and legal aspects are often emphasized, the security dimension must be 
explicitly addressed. Insider threat programs should integrate principles from national 
frameworks such as the US National Institute of Standard and Technology (NIST) SP 800-
53 (National Institute of Standards and Technology [NIST], 2024) and the UK Nation-
al Protective Security Authority (National Protective Security Authority [NPSA], 2025) 
guidelines, which advocate for continuous monitoring, access control, and incident re-
sponse protocols). These frameworks provide valuable structure – they define roles, es-
tablish procedures, and outline technical controls. But they remain incomplete without a 
deeper understanding of the human context in which they operate.
Equally vital is “security culture” – a shared set of values, behaviours, and attitudes that 
prioritize information protection. Organizations with strong security cultures exhibit low-
er insider incident rates due to open communication, trust, and employee engagement 
(Intelligence and National Security Alliance, 2022). Security culture is not a policy doc-
ument. It is not a training module. It is not a checklist. It is the collective belief that pro-
tecting information is everyone’s responsibility – not because they are being watched, but 
because they care.
Cultivating such a culture requires leadership commitment, regular training, and mech-
anisms for anonymous reporting. Leadership must not only endorse security policies – 
they must embody them. When executives speak openly about past mistakes, when man-
agers acknowledge their own lapses, when whistleblowers are not punished but listened 
to, the organization sends a powerful message: that security is not about control, but about 
integrity.
Training must go beyond compliance. It must engage employees in critical thinking: what 
does it mean to protect data? When is disclosure justified? What are the consequences of 
silence? These are not technical questions – they are ethical ones.
Mechanisms for anonymous reporting must be trusted. If employees believe that report-
ing will lead to retaliation – even if it is not officially sanctioned – they will not report. 
Trust is built not through promises, but through consistent action. When reports are han-
dled with confidentiality, when investigations are transparent, and when outcomes are 
communicated without blame, the culture begins to shift.
Without it, surveillance measures may breed resentment and increase retaliation risks. 
Monitoring without trust is not security – it is suspicion. And suspicion, when institu-
tionalized, becomes self-fulfilling. Employees who feel constantly watched become dis-
engaged. Disengaged employees become vulnerable. Vulnerable employees become risks.
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In Serbia, where institutional trust remains fragile and bureaucratic culture is often hier-
archical and opaque, the development of security culture is not merely an organizational 
challenge – it is a societal one. Training programs exist, but they are rarely evaluated. Re-
porting channels are available, but they are rarely publicized. Leadership speaks of com-
pliance, but rarely of conscience. The result is a system that looks secure on paper but is 
brittle in practice.
Security culture is not something that can be mandated. It must be cultivated. And it be-
gins with listening.

RESEARCH METHODOLOGY

This study uses a qualitative, multidisciplinary approach combining literature review, com-
parative legal analysis, and case studies from Serbia and international contexts. The data 
were drawn from academic sources, official reports (US Cybersecurity and Infrastructure 
Security Agency [CISA], International Business Machines Corporation [IBM], National 
Institute of Standards and Technology [NIST]), and documented incidents involving in-
sider threats. The selection of sources was guided not by volume, but by relevance – by 
the depth of insight they provided into the human, organizational, and legal dimensions 
of insider behaviour.
Case studies – including Obradović, Perišić, and Milošević – were analysed to identify 
patterns in motivation, legal treatment, and organizational response. Each case was ex-
amined not in isolation, but in relation to the broader institutional context in which it 
occurred. What were the conditions that preceded the disclosure? How did the organiza-
tion react? Was there any internal mechanism for addressing the concerns raised? Were 
the individuals involved given an opportunity to explain their actions? Were their motives 
considered, or were they reduced to a legal category?
Legal frameworks in the United States, European Union, and Serbia were compared to 
assess effectiveness and interoperability. The US model, shaped by Executive Order 13587 
and NIST SP 800-53, emphasises centralized oversight and mandatory reporting. The EU’s 
NIS2 Directive takes a risk-based, sectoral approach, integrating insider threat manage-
ment into broader cybersecurity obligations. Serbia’s framework, by contrast, is fragment-
ed – a collection of laws that address aspects of the problem but lack coherence.
Machine learning and behavioural analytics were referenced where relevant to illustrate 
detection capabilities, but the focus remains on human and organizational factors. While 
algorithms can identify anomalies in data access patterns, they cannot interpret motive. 
They cannot discern whether an employee who downloads files at night is stealing for 
profit, or preserving evidence of corruption. They cannot understand the context of a 
workplace where reporting a problem has previously led to demotion.
The methodology emphasises ethical considerations, ensuring that discussions of surveil-
lance are balanced with respect for privacy and whistleblower rights. This is not a call for 
less security – it is a call for smarter, more humane security. Surveillance without ethical 
grounding is not protection – it is control. And control, when applied indiscriminately, 
undermines the very values it seeks to defend.
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The goal of this study is not to provide a universal solution. It is to illuminate the condi-
tions under which insider threats emerge – and the conditions under which they can be 
prevented.

ANALYSIS AND DISCUSSION

Insider threats manifest in various forms: data theft, sabotage, espionage, and workplace 
violence. Psychological triggers such as perceived injustice or lack of recognition often 
precede intentional acts (Ruohonen & Saddiqa 2024) These triggers are rarely isolated. 
They are the culmination of repeated experiences – of being ignored, of being dismissed, 
of being told that your concerns are not important. When an employee feels that their 
ethical concerns are met with indifference, or that their professional contributions are 
undervalued, the sense of alienation grows. Over time, this alienation can transform into 
resentment. And resentment, when combined with access and opportunity, can lead to 
action – not always violent, but often disruptive.
Toxic work environments – marked by poor communication, discrimination, or fear of 
retaliation – exacerbate these risks (Center for Development of Security Excellence, 2024). 
In such environments, trust evaporates. Employees stop believing that the organization 
has their best interests at heart. They stop believing that leadership is competent. They 
stop believing that the system is fair. And when those beliefs disappear, so too does com-
pliance.
Studies show that employees who feel unprotected are more likely to engage in retaliatory 
behaviour, including data leaks or sabotage (Center for Personal Protection and Safety, 
2024). This is not irrational. It is rational within the logic of a broken system. If the organ-
ization does not protect you, you may feel compelled to protect yourself – even if it means 
violating rules.
Whistleblowers, though legally distinct, operate within the same access framework as in-
siders. Their actions, while potentially disruptive, serve democratic accountability. They 
expose waste, corruption, and abuse – often at great personal cost. Yet without adequate 
legal safeguards, they may resort to public disclosure out of necessity. In Serbia, Goran 
Milošević exposed EUR 6.5 million in toll fraud, leading to 41 convictions, yet was initial-
ly dismissed – a reflection of weak institutional support (Radomirović, 2015). His case is 
not unique. It is emblematic. It reveals a pattern: the state benefits from the exposure of 
wrongdoing, but punishes the person who made it possible.
This pattern is not accidental. It is systemic. It sends a message: speak up, and you will be 
punished. Stay silent, and you will be safe. The consequence is not fewer leaks – it is more 
dangerous leaks. Those who speak out now do so not through channels, but through me-
dia. Not to oversight bodies, but to journalists. Not to protect institutions, but to shame 
them.
Effective mitigation requires more than technology. Digital monitoring and anomaly de-
tection are useful but insufficient alone. They can flag unusual behaviour, but they cannot 
judge intent. They can track file transfers, but they cannot understand why they occurred.
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A comprehensive strategy must include:
•	 Clear policies on acceptable use and reporting channels – policies that are not 

buried in manuals, but communicated clearly, reinforced regularly, and modelled 
by leadership;

•	 Psychological assessments and conflict resolution mechanisms – not as tools of 
surveillance, but as instruments of care, designed to identify stressors before they 
lead to crisis;

•	 Training on ethics and information handling – training that goes beyond “don’t 
click links” to ask “why does this matter?”;

•	 Leadership-driven initiatives to improve workplace climate – initiatives that prior-
itize fairness, transparency, and dignity over control and compliance.

Organizations that foster transparency report fewer insider incidents and higher employ-
ee loyalty (Gelman et al., 2024). This is not coincidence. It is causation. When employees 
believe they are treated with respect, they respond with loyalty. When they believe their 
voice matters, they choose to stay – and to speak up – rather than to leave – or to leak.
The most effective insider threat program is not the one with the most sophisticated soft-
ware. It is the one where employees feel safe enough to say, “I think something is wrong.”

LEGAL AND REGULATORY ASPECTS OF INSIDER THREAT PROTECTION

International standards provide foundational guidance for managing insider threats. ISO/
IEC 27001 outlines access control and risk management, while ISO/IEC 27035 details 
incident response procedures (ISO, 2022, 2023). These standards are not prescriptions – 
they are frameworks. They do not dictate what to do, but how to think. They emphasise 
process, accountability, and continuous improvement.
In the US, NIST SP 800-53 and Executive Order 13587 mandate federal insider threat 
programs (NIST, 2024; The White House, 2011). These are not optional. They are insti-
tutionalized. They require agencies to appoint insider threat officers, conduct regular risk 
assessments, integrate HR and security functions, and establish clear reporting pathways. 
The result is not perfection – but predictability.
The EU’s NIS2 Directive requires member states to implement robust cybersecurity prac-
tices, including insider risk management (Directive (EU) 2022/2555). It does not pre-
scribe how, but insists that it must be done. It treats insider threats not as an IT issue, but 
as a governance issue.
In Serbia, the legal framework consists of several laws:

•	 Law on Whistleblower Protection (Zakon o zaštiti uzbunjivača, 2014): it estab-
lishes reporting mechanisms and anti-retaliation provisions. Yet implementation 
remains inconsistent. Many institutions lack trained personnel to receive reports. 
Many employees do not know the mechanisms exist.

•	 Law on Classified Information (Zakon o tajnosti podataka, 2009): it regulates ac-
cess to state secrets. It defines classification levels, but provides no guidance on 
what constitutes a public interest exception.
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•	 Law on Personal Data Protection (Zakon o zaštiti podataka o ličnosti, 2018): it 
aligns with the General Data Protection Regulation (Regulation (EU) 2016/679), 
securing personal data. It protects individuals from misuse of their data – but says 
nothing about insiders misusing institutional data.

•	 Law on Free Access to Information of Public Importance (Zakon o slobodnom 
pristupu informacijama od javnog značaja, 2004): it promotes transparency. It 
grants citizens the right to request documents — but does not protect those who 
provide them. 

•	 Law on Prevention of Workplace Harassment (Zakon o sprečavanju zlostavljanja 
na radu, 2010): it addresses abusive environments. It is rarely enforced. It is rarely 
referenced in security contexts.

A significant legislative update occurred in October 2025 with the adoption of the new 
Law on Information Security (Zakon o informacionoj bezbednosti, 2025). This law re-
places the previous Law on Information Security (Zakon o informacionoj bezbednosti, 
2016–2019), which ceased to be in force as of the eighth day after publication – October 
31, 2025. According to Article 57 of the new law, the repealed legislation remains partially 
applicable until December 31, 2025, specifically regarding the transitional implementa-
tion of the provisions of Articles 6a–11b, 30, and 31. However, this does not affect the 
continued validity of the Law on Classified Information, which remains fully in force and 
continues to regulate the classification, handling, and protection of secret information.
The new Law on Information Security introduces a modernized, integrated approach 
to cybersecurity, emphasizing risk-based management, continuous monitoring, and 
cross-sector coordination. It explicitly supports the establishment of insider threat pro-
grams in critical sectors, aligning national practice with international frameworks such as 
NIST and CPNI. It mandates the appointment of Information Security Officers. It requires 
risk assessments that include human factors. It calls for interagency cooperation.
Yet, despite these advancements, the Serbian legal system remains fragmented. No single 
law comprehensively defines or regulates “insider threats” across public and private insti-
tutions. Whistleblower protections, classified information rules, and data security policies 
operate in parallel but lack full interoperability.
An employee who reports corruption involving classified documents may be protected 
under the Law on Whistleblower Protection – but prosecuted under the Classified Infor-
mation Law. There is no mechanism to resolve this contradiction. There is no legal path-
way that acknowledges both the public interest and the need for confidentiality.
To address this, de lege ferenda recommendations should include:

•	 Developing national guidelines for insider threat management, modelled on NIST 
SP 800-53 or CPNI frameworks – not as copies, but as adaptations, tailored to 
Serbia’s institutional reality;

•	 Establishing a centralized program for high-risk organizations – not as a surveil-
lance body, but as a coordination and support unit, helping institutions implement 
policies, train staff, and respond ethically to disclosures;

•	 Harmonizing whistleblower protections with cybersecurity obligations – so that 
disclosures made in good faith through authorized channels are shielded from 
prosecution under secrecy laws;
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•	 Mandating the development of security culture in organizational policy – so that 
security is not seen as a technical requirement, but as a shared value, embedded in 
leadership, training, and daily practice.

Such measures would clarify the boundary between legitimate disclosure and harmful 
insider activity, enhancing both accountability and resilience.

CONCLUSION

Insider threats pose a persistent and evolving risk to information security. Their complexi-
ty arises not only from technical vulnerabilities but from human, organizational, and legal 
factors. While tools like user behaviour analytics enhance detection, sustainable protec-
tion requires a holistic strategy.
This study confirms that inadequate employee safeguards and poor organizational culture 
increase insider risks. Whistleblowers, though often conflated with malicious insiders, 
play a crucial role in exposing corruption and must be legally distinguished. Their actions 
are not breaches – they are corrections. Their intent is not to harm – but to heal.
For Serbia, the path forward lies in unifying its fragmented legal framework. By adopting 
integrated national guidelines and strengthening security culture, the country can better 
balance institutional protection with individual rights. This is not a matter of policy alone 
– it is a matter of principle.
Future research should focus on refining detection algorithms, evaluating cultural inter-
ventions, and assessing the long-term impact of legal harmonization. But even more ur-
gently, research must examine the lived experiences of those who have spoken out – and 
those who have stayed silent.
Practical application: organizations should implement multi-layered insider threat pro-
grams combining technical monitoring, ethical leadership, and clear legal standards. Gov-
ernment agencies must lead by example, establishing cross-sector protocols that protect 
both data and democracy.
Security is not the opposite of freedom. It is its foundation. And when institutions choose 
control over conscience, they do not become more secure – they become more fragile.
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