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Abstract: This article examines covert intelligence-gathering frameworks in six jurisdictions – 
Hungary, Austria, Croatia, France, the United States, and China – alongside a case study of Serbia’s 
2024 reform, testing a ‘modernity paradox’: the proposition that technological sophistication in 
surveillance regulation does not correlate with stronger rule-of-law protections. Using a qualita-
tive, most-different-systems comparative design structured around three analytical domains – au-
thorization mechanisms, technological capabilities, and human rights risk – the study develops a 
‘classical-adaptive-modern’ typology. Particular attention is devoted to the tripartite structure of 
Hungarian covert intelligence law – the Nbtv. (Nemzetbiztonsági szolgálatokról szóló törvény / 
Act on National Security Services), Rtv. (Rendőrségről szóló törvény / Police Act), and Be. (Bün-
tetőeljárásról szóló törvény / Code of Criminal Procedure) tracks – the historical TIGY (titkos 
információgyűjtés / covert intelligence gathering) / TASZ (titkos adatszerzés / covert data acqui-
sition) dichotomy abolished by the 2017 codification, covert-detection provisions in sectoral stat-
utes beyond the Nbtv. and Rtv., and the implications of the 2025 targeted legislative amendments. 
Findings confirm a structural inverse relationship: Croatia (classical) combines conservative tools 
with robust parliamentary oversight, while the United States and China (modern) combine exten-
sive collection capacities with the weakest authorization regimes. Hungary, Austria, and France 
(adaptive) exhibit recurrent ‘grey zones’ where new capabilities outpace existing safeguards. Ser-
bia’s 2024 reform illustrates that typological classification represents a policy choice rather than a 
fixed destiny.
Keywords: covert surveillance; comparative criminal procedure; rule of law; modernity paradox; 
post-socialist legal systems; criminal intelligence; human rights.

INTRODUCTION

Contemporary states face the persistent challenge of balancing two competing obliga-
tions: ensuring citizen security and upholding fundamental human rights (Lazarus, 2021; 
Csink, 2017). Neither value is absolute; as perceived security risks increase, societies may 
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accept greater restrictions on liberty, yet neither dimension should be pursued without 
limitation (Csink, 2017; Zekavica, 2019). Covert intelligence gathering operates within 
this tension as a necessary yet inherently risky tool, justified only when legality, necessity, 
and proportionality are satisfied and subject to robust ex ante and ex post oversight (Euro-
pean Union Agency for Fundamental Rights [FRA], 2017). Technological advancements 
in the digital era have disrupted this balance. The proliferation of mass data collection, 
AI-driven analytics, and global communications has significantly enhanced the efficiency 
of security agencies, while simultaneously rendering privacy protections increasingly vul-
nerable due to legislative frameworks lagging behind technological innovation.
This article contends that technological advancement in covert-intelligence regulation does 
not inherently correspond to a higher standard of rule-of-law protections. Instead, a par-
adox emerges: states utilizing the most advanced surveillance tools often rely on broadly 
defined legal frameworks, which pose heightened risks to human rights (Richards, 2013). 
Recent scholarship supports this observation, indicating that surveillance-oriented gov-
ernance models frequently outpace the development of privacy-preserving legal regimes 
(Saputra & Handayani, 2024). Furthermore, the commercial logic underlying surveillance 
capitalism produces structural parallels to state surveillance by normalizing large-scale be-
havioral data extraction without meaningful consent (Zuboff, 2019). In contrast, techno-
logically conservative states typically emphasize legal certainty through detailed, guaran-
tee-oriented legislation (FRA, 2017; Geneva Centre for Security Sector Governance, 2015).
For the purposes of this study, ‘covert intelligence gathering’ denotes the lawful acquisi-
tion of information by state authorities through means concealed from the affected person 
– interception of communications, covert surveillance, access to computer systems, and 
human sources – for national-security or criminal-procedure purposes (FRA, 2017; Born 
& Wills, 2013). This definition encompasses both national-security and criminal-proce-
dure tracks, since the same technique may be regulated under either heading depending 
on the purpose invoked – a dualism treated throughout as a central object of comparison 
(Ilijevski & Krstevska-Savovska, 2021; Živanović, 2018). In the Hungarian doctrinal litera-
ture, ‘covert detection’ (titkos felderités) functions as an umbrella concept that divides into 
covert measures applicable within criminal proceedings (leplezett eszközök) and intelli-
gence gathering authorized under sectoral statutes (titkos információgyűjtés); five distinct 
operational objectives are distinguishable – law enforcement, national security, policing, 
counter-terrorism, and internal protection – each requiring different institutional frame-
works and different guarantees (Csizner, 2024; Finszter, 2024).
The jurisdictions selected for analysis are not randomly chosen within the broader field 
of surveillance scholarship. Hungary, Croatia, and Serbia represent post-socialist states 
whose covert-intelligence frameworks underwent significant restructuring following 
1989–1990, marking a legal transition that remains relatively underexplored in compara-
tive research (Connell, 2007; Carrington et al., 2016).

Theoretical Framework

The analysis is grounded in two theoretical frameworks. Securitization theory elucidates 
the framing of covert intelligence gathering as a ‘necessary but perilous instrument,’ 
whereby issues are elevated from ordinary politics and depicted as existential threats, 
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thereby justifying otherwise unacceptable measures (Buzan et al., 1998). Additionally, the 
‘classical-adaptive-modern’ typology serves as a set of Weberian ideal types – abstract, 
intentionally simplified constructs used to evaluate concrete systems (Weber, 1949).
The doctrinal foundation for assessing covert intelligence under the European Convention 
on Human Rights (ECHR) developed cumulatively. Klass v. Germany (1978) established 
that covert surveillance may interfere with Article 8 but can be justified if ‘necessary in a 
democratic society’ and grounded in clear, accessible law. Huvig v. France (1990) added 
the ‘quality of law’ requirement. Roman Zakharov v. Russia (2015) consolidated minimum 
safeguards: the nature of offenses, categories of persons, duration limits, and procedures 
for authorization, examination, use, storage, and erasure. Szabó and Vissy v. Hungary 
(2016) found Hungary’s national-security surveillance regime in violation of Articles 8 
and 13, owing to the absence of a reasonable-suspicion threshold, the breadth of ministe-
rial authorization, and the lack of effective ex post remedies – deficiencies whose implica-
tions for evidentiary admissibility are analyzed in the literature of NBP. Nauka, bezbednost, 
policija – NBP (Živanović, 2018). Big Brother Watch v. United Kingdom (2021) extended 
this logic to bulk interception, requiring ‘end-to-end safeguards’. The State’s positive ob-
ligation under Article 2 further informs this framework, since inadequate oversight may 
expose individuals to lethal threats without legal redress (Šurlan, 2021).

Research Questions and Hypotheses

The research addresses three primary questions: (RQ1) whether a structural, inverse rela-
tionship exists between technological sophistication and rule-of-law safeguards (the ‘mo-
dernity paradox’); (RQ2) whether national frameworks can be systematically categorized 
into ideal types with explanatory utility; and (RQ3) whether a state’s typological classifi-
cation is static or subject to change through deliberate policy interventions. Correspond-
ingly, three hypotheses are proposed: H1 (modernity paradox) posits that technologically 
advanced states will demonstrate weaker oversight and greater human-rights risks; H2 
(adaptive grey-zone hypothesis) anticipates that adaptive states will exhibit regulatory 
grey zones where new capabilities surpass existing authorization frameworks; and H3 
(dynamism hypothesis) suggests that typological classification can shift within a single 
legislative reform cycle.

METHODS

This study utilizes a qualitative, comparative legal methodology, interpreting national reg-
ulations as manifestations of underlying policy choices and institutional logics (Oderkerk, 
2025). Six diverse jurisdictions – Hungary, Austria, Croatia, France, the United States, 
and China – are selected using a most-different-systems approach, maximizing variation 
in legal family, regime type, and geopolitical context while maintaining the presence of 
a legal framework for covert intelligence gathering (Przeworski & Teune, 1970; Anckar, 
2008). These cases were deliberately chosen to reflect not only geographical diversity but 
also distinct traditions of legal regulation, models of intelligence governance, and stages 
of democratic development, from post-socialist transitions (Hungary, Croatia, Serbia), to 
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consolidated democracies (Austria, France, United States), and an authoritarian context 
(China). The selection enables a robust comparative test of the ‘modernity paradox’ across 
divergent systems. However, while the range enhances theoretical generalizability, the 
findings remain most relevant to jurisdictions with established covert surveillance frame-
works and may not capture dynamics present in states lacking such legal instruments. 
Each jurisdiction is analyzed across three domains: authorization mechanisms, techno-
logical capabilities, and human rights risk (FRA, 2017). Special emphasis is placed on the 
policeware dimension; as Pisarić (2023) notes, state-sponsored malware-based hacking 
represents a distinct covert tool category necessitating explicit statutory regulation rather 
than mere extension of existing interception provisions. Serbia’s 2024 reform is included 
as a theory-testing case study to address RQ3/H3.

RESULTS

Hungary

Hungary’s covert-intelligence framework is, among the six jurisdictions examined, struc-
turally the most complex: it rests on three procedurally distinct tracks, each governed by 
its own statute and each operating with its own authorization chain, while remaining con-
nected through carefully constructed boundary rules and cross-track evidence provisions. 
Figure 1 provides a structural overview.

The Three-Track Architecture
The immediate post-transition settlement was established by Act X of 1990, which tran-
sitionally regulated special intelligence tools before the more durable 1995 framework 
(Nbtv., Act CXXV of 1995) replaced it (Jancsó, 2018). The three tracks that emerged – and 
that the 2017 codification preserved while reconfiguring the third—are analytically dis-
tinct but procedurally connected.
Track I (Nbtv.-track) encompasses titkos információgyűjtés by national security services 
for national security purposes. Under Nbtv. §13, the most intrusive methods – secret 
searches, interception of communications, and access to computer systems – require the 
authorization of the Minister of Justice, a political appointee. In urgent cases, the ser-
vice’s Director-General may grant interim authorization pending subsequent ministerial 
approval. The critical structural feature of this track is that it contains no mandatory, in-
dependent judicial pre-authorization, and that the right to post-surveillance notification 
– formally preserved by Nbtv. §13(5) – is subject to discretion, providing no guaranteed 
remedy to the affected person (Csizner, 2021; FRA, 2022b).
Track II (Rtv.-track) governs the general police’s titkos információgyűjtés for crime-pre-
vention purposes under the Police Act (Rtv., Act XXXIV of 1994). Rtv. §63(4) establishes 
that the police may deploy leplezett eszközök for offense-related purposes exclusively un-
der the Code of Criminal Procedure; the Rtv.’s own track is confined to the pre-procedural 
crime-prevention objectives of §64. For the most intrusive tools (§§70–75/E), judicial au-
thorization is required; for less intrusive methods (§66), an internal order suffices. Empir-
ical data for the first half of 2020 recorded 1,285 applications of covert-intelligence tools 

O
N

LI
N

E 
FI

R
ST



NBP. Nauka, bezbednost, policija

5

NBP 2026, Vol. 31, Issue 3, pp. 

in the crime-prevention policing track, of which 561 occurred in the preparatory phase of 
investigations (Győri & Szendrei, 2021).

Note: AH = Alkotmányvédelmi Hivatal (Office for the Protection of the Constitution); IH = Információs 
Hivatal (Information Office); KNBSZ = Katonai Nemzetbiztonsági Szolgálat (Military National Security 
Service); NAV = Nemzeti Adó- és Vámhivatal (National Tax and Customs Administration); IRM = ig-
azságügyi miniszter (Minister of Justice). IMSI-catchers are not yet formally authorized in Hungary (cf. 
the 2024 reform in Serbia, discussed in the text).

Figure 1. The Three-Track Structure of Hungarian Covert Intelligence Law

Track III (Be.-track) governs leplezett eszközök within criminal proceedings under the 
Code of Criminal Procedure (Be., Act XC of 2017). Be. §214(2) establishes that author-
ized investigative authorities may deploy leplezett eszközök exclusively under the Be.; Be. 
§214(3) expressly preserves, however, that this criminal-procedure exclusivity does not 
affect the titkos információgyűjtés of national security services and the Counter-Terror-
ism Center (TEK) under the Nbtv. track. The Be. introduces a tiered authorization frame-
work: tools requiring internal order, tools requiring prosecutorial order, and tools requir-
ing a pre-trial judge’s order (exhaustive list: Be. §244). The result is a substantially stronger 
guarantee architecture than the Nbtv. track, with broader judicial oversight, stronger pro-
portionality requirements, and clearer exclusionary rules.
Cross-track evidence transfer is governed by Be. §§259–260: Nbtv.-track material is ad-
missible in criminal proceedings provided that the conditions governing its acquisition 
were satisfied and that it is used to prove an offense for which a judicially authorized 
leplezett eszközök could have been deployed (Bárándy & Enyedi, 2018). This creates a 
normatively significant asymmetry: the more rigorous Be.-track controls can, in effect, be 
bypassed if the gathering authority originally invokes the Nbtv. track.
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The Abolition of the TIGY/TASZ Dichotomy
Pre-2018 Hungarian law applied two sharply distinct terminological systems for covert 
measures in the criminal justice context. Titkos információgyűjtés (TIGY, literally ‘covert 
information gathering’) – regulated under the Rtv. and sectoral statutes – was applicable 
before proceedings were initiated, for the purpose of detecting or preventing an offense, 
and without a suspicion requirement. Titkos adatszerzés (TASZ, literally ‘covert data ac-
quisition’) – regulated under the 1998 Code of Criminal Procedure (Act XIX/1998) – was 
available only within ongoing criminal proceedings and required reasonable suspicion 
(alapos gyanú) as an activation threshold, i.e. a substantiated factual basis for believing a 
specific person had committed a specific offence (Bárándy & Enyedi, 2018).
The 2017 Be.’s most significant structural innovation was the abolition of this dichotomy: 
the unified category of leplezett eszközök subsumed both the criminal-procedure dimen-
sion of TIGY and TASZ under a single framework, simultaneously creating a more coher-
ent authorization regime and more consistent exclusionary rules for the Be.-track (Jancsó, 
2018). This reform was directly motivated by the ECHR’s 2016 findings: the legislative 
response to Szabó and Vissy consisted of strengthening the purposive linkage of covert 
tools, making judicial pre-authorization mandatory for the most intrusive measures, and 
expanding prosecutorial supervision within the Be.-track (Jancsó, 2018). The terminolog-
ical unification, however, was confined to the Be.-track. The Nbtv. and Rtv. tracks continue 
to operate under the titkos információgyűjtés designation with their own, pre-existing 
terminological and procedural frameworks.

Sectoral Laws: A Polyarchic, Not Bipolar, Structure
An account restricted to the Nbtv./Rtv./Be. Triad risks understating the true breadth of 
Hungarian covert-detection law. Multiple sectoral statutes create their own covert-intelli-
gence powers calibrated to their respective institutional mandates (Nyeste, 2012; Nyeste & 
Szendrei, 2019). The National Tax and Customs Authority Act (NAV Act, Act CXXII/2010) 
grants the NAV’s investigative and detection units covert-gathering powers for tax and 
customs offenses, with judicial authorization required for the most intrusive tools and in-
ternal orders sufficient for less intrusive methods. The Defense Act (Act CXIII/2011) pro-
vides military intelligence and counterintelligence services with their own frameworks, 
which partly diverge from the Nbtv. architecture. The Prosecution Service Act (Ütv., Act 
CLXIII/2011) gives the prosecution’s investigative authority the statutory basis to deploy 
Be.-track leplezett eszközök, with mandatory prosecutorial supervision. The result is a 
polyarchic rather than bipolar structure: the authorization thresholds – particularly the 
judicial-authorization threshold – differ across organs performing comparable functions, 
creating disproportionate inequality of protection for individuals who happen to be tar-
geted by different authorities (Nyeste, 2018).

Internal Contradictions in the Be.-Track Judicial Authorization Regime
Within the Be.-track, the exhaustive list of judicially authorized tools (Be. §244) reveals an 
internal inconsistency between the invasiveness of a given tool and the intensity of its au-
thorization requirement: certain objectively more intrusive methods are subject to lower 
authorization standards, while some less intrusive tools fall within the judicial-authoriza-
tion category (Steiner, 2023). The covert monitoring of IT systems, which enables access 
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to the entirety of a subject’s digital activity and is objectively more invasive than traditional 
telecommunications interception, is not invariably subject to a mandatory proportionality 
assessment in the authorization procedure examining the volume of data made accessi-
ble (Steiner, 2023). This gap connects directly to the ‘end-to-end safeguards’ requirement 
articulated in Big Brother Watch: the judicial order must specify not merely the person 
but the categories of communications and the selectors, a requirement the current Be. 
framework does not consistently operationalize for IT system monitoring. The practical 
consequences of these inconsistencies are illustrated when, for instance, law enforcement 
authorities obtain authorization to covertly monitor a suspect’s entire IT system under 
a lower threshold than would be required for telephone tapping, thereby gaining access 
to large volumes of personal data without a detailed judicial assessment of necessity and 
proportionality. In a hypothetical case, evidence obtained from such broadly authorized 
IT system monitoring might later be challenged in court on the grounds that the order did 
not specify selectors or categories of data, resulting in the exclusion of key evidence and 
the collapse of the prosecution’s case, even where serious criminal conduct is involved. 
Conversely, investigators using less intrusive techniques may be required to undergo a 
more stringent judicial process, creating disincentives to targeted surveillance and incen-
tivizing the use of broader, less regulated methods. Additionally, the practical admissibil-
ity constraints of covert-tool evidence operate bidirectionally: if the authorization pro-
cedure’s formal requirements are not observed, the obtained data cannot be valorized as 
evidence at trial, risking compromise of the prosecution’s case – a tension documented in 
the prosecutorial literature (Farkas, 2022; Steiner, 2021).

The TEK’s Cross-Track Position and Organizational Asymmetry
The TEK, established under Act CXLVII/2010, occupies a position within the Hungarian 
three-track system without parallel in any of the other five jurisdictions: it operates simul-
taneously under all three tracks. In its policing capacity, the TEK falls under the Rtv. In its 
national-security capacity, the TEK operates under the Nbtv. – and Be. §214(3) expressly 
preserves this power despite the Be.’s exclusivity principle. In its law-enforcement capacity, 
the TEK constitutes a feljogosított szerv (authorized authority) under the Be., capable of 
deploying leplezett eszközök in criminal proceedings. This trifold empowerment means 
that the TEK is the only actor in the system for which the cross-track evidence provisions 
of Be. §§259–260 regularly apply to its own earlier-gathered material.
This contrasts sharply with the position of the civilian intelligence services – the Alkot-
mányvédelmi Hivatal (AH, Office for the Protection of the Constitution) and the In-
formációs Hivatal (IH, Information Office). These services operate exclusively under the 
Nbtv. track: they are not enumerated as feljogosított szervek under the Be. and are exclud-
ed from the Rtv.’s scope. The AH cannot, therefore, directly deploy a Be.-track leplezett 
eszköz even where its intelligence-gathering reveals an imminent criminal offense; it must 
transfer the material to a competent investigative authority or to the TEK. The normative 
consequence is that the guarantee of the Nbtv. track – particularly the absence of manda-
tory judicial pre-authorization and the restricted post-surveillance notification – affects 
not only the most powerful cross-track actor (TEK) but also the civilian services for whose 
activities no alternative judicial avenue exists (Csizner, 2024).
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The 2025 Amendments
Acts CXXVII and CXXVIII of 2025 amended, respectively, the Nbtv.’s national-security 
vetting procedures and certain sectoral statutes ancillary to the leplezett eszközök frame-
work. Neither Act amended the Be. nor the Rtv. themselves; both are thus targeted correc-
tions rather than structural recodification. Crucially, the Nbtv’s ministerial-authorization 
chain – and the structural guarantee deficit identified by Szabó and Vissy and maintained 
since by the Committee of Ministers’ supervision – remained unchanged by both Acts.

The Pegasus Affair and the Article 13 Deficit
The practical stakes of the guarantee architecture were demonstrated by the 2021 Pegasus 
affair. A forensic investigation established that over 300 Hungarian nationals – including 
journalists, lawyers, and figures associated with the opposition – appeared on an NSO 
Group targeting list (Amnesty International, 2021). The government acknowledged that it 
had procured Pegasus for national security surveillance within the existing Nbtv. frame-
work (European Parliament, 2023); no substantive public disclosure was made about tar-
geting decisions or the authorization process. The National Authority for Data Protection 
and Freedom of Information (NAIH) (2022) investigation closed without actionable re-
sults – its findings classified until 2050 – precisely replicating the structural deficiency 
Szabó and Vissy identified as an Article 13 violation: a formally existing supervisory body 
capable of exercising no meaningful supervision (Csizner, 2021). The episode illustrates 
the proportionality and oversight gap that arises when authorities deploy policeware 
– technically sophisticated malware for remote device access (Pisarić, 2023) – under a 
broadly defined, ministerially authorized national-security provision without the end-to-
end safeguards required by Big Brother Watch and extended to signals-intelligence bulk 
collection by Centrum för rättvisa v. Sweden (2021).

Austria

Following the 2018 BVT affair (Bundesamt für Verfassungsschutz und Terrorismusbekämp-
fung – BVT), in which an anti-corruption police raid on the domestic intelligence service’s 
own headquarters resulted in the seizure of sensitive files, lasting damage to Austria’s posi-
tion in international intelligence-sharing arrangements such as the Club de Berne, and the 
documented failure to act on prior warnings ahead of the 2020 Vienna terrorist attack – 
Austria replaced the BVT with the Directorate for State Protection and Intelligence (DSN) 
under the State Protection and Intelligence Service Act (SNG, BGBl. I Nr. 5/2021) (Fux et 
al., 2023). The SNG establishes a two-tiered authorization process: initial approval by an 
independent Legal Protection Commissioner (Rechtsschutzbeauftragter) and review by a 
dedicated Federal Administrative Court senate. The Commissioner’s appointment by the 
federal government raises persistent questions about functional independence (Fux et al., 
2023). A 2025 draft law would extend this chain to DSN monitoring of encrypted messen-
ger communications of identified threat individuals, framing the extension as an ultima 
ratio measure – illustrating how Austria’s adaptive classification results from incremen-
tally extending an only partially independent authorization architecture to newly capable 
tools, a pattern that oversight literature identifies as the defining structural vulnerability 
of reformed security systems (Ilijevski & Krstevska-Savovska, 2021). The doctrinal roots 
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lie in the Austrian Constitutional Court’s G 72/2019 ruling, which struck down the pre-
decessor framework’s Bundestrojaner provisions as incompatible with the right to privacy 
for lacking procedural safeguards or necessity thresholds – concerns directly analogous to 
Huvig’s quality-of-law principle.

Croatia

Croatia’s framework consciously prioritizes accountability as a legacy of its break from the 
Yugoslav security apparatus (UDBA). The Security and Intelligence System Act establishes 
multiple supervisory layers, most notably a national security committee chaired by a mem-
ber of the largest opposition party, providing substantive rather than merely formal parlia-
mentary oversight (Zakon o sigurnosno-obavještajnom sustavu Republike Hrvatske, 2006; 
FRA, 2017). Croatia’s toolkit remains traditional and targeted, offering the most robust pro-
cedural guarantees among the six jurisdictions. One internal tension exists: the Criminal 
Procedure Code permits unlawfully obtained evidence in serious crime proceedings where 
the public interest in prosecution outweighs the infringement of rights (Krapac, 2010) – a 
proportionality logic that also underpins the limited rule-breaking privileges extended to 
undercover operators (fedett nyomozók) who infiltrate criminal organizations.

France

France combines high centralization in national security matters with specialized judicial 
control in criminal investigations. The Internal Security Code authorizes the Prime Minis-
ter to approve covert intelligence gathering, with the National Oversight Commission for 
Intelligence-Gathering Techniques (Commission Nationale de Contrôle des Techniques 
de Renseignement – CNCTR) as oversight authority (Code de la sécurité intérieure, 2012; 
Commission Nationale de Contrôle des Techniques de Renseignement, 2024). For crimi-
nal investigations, the judge of liberties and detention (juge des libertés et de la détention 
– JLD) controls the most intrusive measures, exercising genuine structural independence 
from the trial judiciary (FRA, 2022a). France and Hungary both operate multi-track archi-
tectures; France’s ‘police administrative’ track, however, subsumes both national security 
and organized crime prevention, without a distinct intermediate crime-prevention track, 
leaving it a two-track rather than a three-track system. For the 2024 Olympic Games, Arti-
cle 10 of Law No. 2023-380 authorized experimental AI-driven ‘augmented cameras’ with 
sunset provisions and mandatory ex post evaluation, subject to the National Commis-
sion on Informatics and Liberty (Commission nationale de l’informatique et des libertés 
– CNIL) continuous compliance supervision – a markedly more regulated introduction of 
a new capability than Hungary’s Pegasus deployment (Loi n° 2023-380, 2023).

United States

The United States exemplifies an efficiency-driven model in which national-security im-
peratives frequently subordinate privacy. The 2024 Reforming Intelligence and Securing 
America Act (RISAA) reauthorized Section 702 of the Foreign Intelligence Surveillance 
Act (FISA) while broadening provider obligations and extending the scope of ‘foreign in-
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telligence information’ to international narcotics offenses, leaving the Foreign Intelligence 
Surveillance Court (FISC) classified ex parte procedure intact (Liu, 2024). As Richards 
(2013) argues, the chilling effect generated by such architectures on lawful expressive and 
associational activity constitutes a harm independent of any specific surveillance act – one 
that the U.S. framework’s design systematically fails to address. A 2025 federal district 
court ruling held that ‘backdoor searches’ of Section 702-collected data using identifiers 
of U.S. persons ordinarily require a warrant; as of this writing, no statutory change has 
followed. Each successive legislative cycle has expanded the scope of mass collection while 
leaving the core oversight deficit unresolved.

China

China’s framework follows a fundamentally different logic: not to limit state power but 
to enable the Party’s objective of total intelligence control, an arrangement in which legal 
instruments remain subordinate to Party leadership (Horsley, 2019). The National Intel-
ligence Law (National People’s Congress, 2017) requires every organization and citizen to 
support, assist, and cooperate with state intelligence work (Article 7), while China’s Per-
sonal Information Protection Law (National People’s Congress, 2021) explicitly exempts 
national-security and public-security processing from its general requirements – formal-
izing the carve-out this article identifies as definitional of the ‘modern’ category. Unlike the 
case-specific authorization tests that structure the other five jurisdictions, Article 7 estab-
lishes a generalized, citizenship-wide cooperation obligation that logically precedes any 
individualized authorization. The surveillance architecture Haggerty and Ericson (2000) 
describe as a ‘surveillant assemblage’ operates in China through state-directed rather than 
commercially dispersed networks, achieving a degree of comprehensive behavioral moni-
toring without parallel in any of the other five jurisdictions (Human Rights Watch, 2019).

Serbia: 2024 Reform

Serbia’s pre-2024 framework firmly occupied the classical position: traditional investiga-
tive methods, judicially authorized telecommunications interception, and no legal basis 
for IMSI-catchers or intrusive software. The 2024 reform of the Code of Criminal Proce-
dure responded simultaneously to EU accession pressure (European Commission, 2024) 
and internal investigative demands from prosecutors facing encrypted communications 
and transnational criminal networks. It introduced IMSI-catchers as a formally recognized 
covert tool, anchored in a specific written warrant issued by a pre-trial judge, confined to a 
closed list of the gravest offenses, and subject to an explicit subsidiarity requirement (“Ser-
bia’s Unregulated Use”, 2024; European Digital Rights [EDRi], 2024). By binding a new 
technological capability to a reinforced – rather than merely extended – authorization re-
gime contemporaneously, Serbia’s transition from classical to adaptive demonstrates that 
the modernity paradox is not an absolute law but a conscious policy choice.
Despite this formal classical profile, documented surveillance abuses undermined confi-
dence in the Serbian framework. Amnesty International’s 2024 ‘Digital Prison’ investiga-
tion documented the deployment of Pegasus spyware and a custom Android surveillance 
tool called NoviSpy against Serbian journalists, activists, and civil society representatives, 
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as well as covert use of IMSI-catchers by the police without any statutory basis (Amnesty 
International, 2024). The report established a pattern in which technically sophisticated 
tools were deployed outside the special investigative measures’ framework – precisely the 
same structural dynamic that characterises the adaptive grey zones identified in Hungary, 
Austria, and France. Reform proposals advanced in the Serbian security-sector literature 
had already identified this gap between formal regulation and operational practice (Mi-
losavljević, 2023). Prior to the 2024 reform, Serbia therefore exhibited a bifurcated char-
acter: a formally classical legal framework coexisting with documented classical/adap-
tive-boundary violations in operational practice.
The 2024 reform of the Code of Criminal Procedure responded to two simultaneous pres-
sures. First, Chapter 23 (fundamental rights) of Serbia’s EU accession process increasingly 
required demonstrable alignment of surveillance regulation with ECHR standards; the 
European Commission’s 2024 Serbia Report explicitly identified the regulation of spe-
cial investigative measures as a key benchmark (European Commission, 2024). Second, 
the Amnesty International documentation had made the absence of a legal basis for IM-
SI-catchers publicly untenable. The reform introduced IMSI-catchers as a formally recog-
nised special investigative measure, embedded in a reinforced authorization structure: a 
specific, written, reasoned warrant issued by a pre-trial judge upon the public prosecutor’s 
application; confinement to a closed statutory list of the gravest offences; an explicit sub-
sidiarity requirement that the investigative aim cannot reasonably be achieved through 
less intrusive means; and strict time limits analogous to those governing other special 
investigative measures (“Serbia’s Unregulated Use”, 2024; EDRi, 2024). These changes re-
spond directly to the divergences between the Serbian Code of Criminal Procedure and 
ECtHR standards documented in the comparative literature (Turanjanin, 2022).
The normative significance of Serbia’s 2024 reform lies not in the technology adopted – 
IMSI-catchers are technically less sophisticated than the Pegasus spyware that Hungary 
deployed under the Nbtv. umbrella – but in the architecture of introduction. Hungary 
incorporated Pegasus into a pre-existing, broadly defined national-security track without 
any contemporaneous statutory adaptation, generating a grey zone that remains unre-
solved. Serbia introduced a new capability simultaneously with a purpose-built, reinforced 
legal basis. This ‘contemporaneous recalibration’ model, as opposed to the ‘retrospective 
extension’ pattern observed in adaptive states, provides the clearest empirical illustration 
of H3: typological classification is not determined by the technology adopted, but by the 
legislative architecture chosen to govern it. The reform also illustrates that the modernity 
paradox is not inevitable: a state can simultaneously upgrade its technological capacity 
and maintain or strengthen its authorization standards, if the political will and institution-
al capacity to do so exist.

DISCUSSION

Authorization Mechanisms

Authorization mechanisms span a spectrum from executive-centric to judicial- or guar-
antee-focused models. Hungary’s national-security framework vests final authority in the 
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Minister of Justice; China represents the absolute form where independent authorization 
is effectively non-existent; Croatia and post-2024 Serbia exemplify the judicial pole. The 
United States represents the most complex hybrid: the FISC provides a veneer of judi-
cial oversight, but its secrecy and the breadth of Section 702 render the system function-
ally closer to executive-centric models (Council of Europe, European Commission for 
Democracy through Law, 2015; FRA, 2017, 2023; Greene & Rodriguez, 2014). A critical 
cross-cutting dimension concerns the porousness of inter-track boundaries. Hungary and 
Austria both operate three-track architectures – the Nbtv./Rtv./Be. triad and the SNG/
SPG/StPO triad, respectively – each with explicit boundary rules: Be. §214(3) preserves 
the Nbtv. track despite Be. Exclusivity. The Austrian SPG § 21(2) provides that once a per-
son becomes a suspect, only the StPO applies. The risk that authorities shift cases to the 
national-security track to obtain more permissive ministerial authorization represents a 
structural vulnerability documented in both the comparative oversight literature and NBP 
scholarship (Živanović, 2018; Ilijevski & Krstevska-Savovska, 2021).

Technological Capabilities and Policeware

The modern group – the United States and China – is distinguished by its mass data-col-
lection capacity. The adaptive group – Hungary, Austria, France – has integrated modern 
tools (Pegasus, government-Trojan software, AI-assisted analytics) on a scale short of the 
modern group. Critically, the deployment of policeware within the adaptive group has 
consistently preceded statutory regulation: as Pisarić (2023) demonstrates through com-
parative analysis of Germany and the Netherlands, only explicit, purpose-specific legisla-
tive provisions with robust procedural safeguards – including prior judicial approval, sub-
sidiarity requirements, mandatory ex post notification, and reporting obligations – can 
adequately govern malware-based investigation. The internal Be.-track inconsistencies 
between invasiveness and authorization level identified by Steiner (2023) compound this 
problem: where proportionality assessment is not mandatory for IT system monitoring, 
the gap between what the tool can access and what the authorization procedure actually 
examines is structurally analogous to the grey zones generated by policeware deployment 
without a specific legal basis. Comparative work on European data-retention regimes doc-
uments the same divergence between formal legal bases and actual collection practice 
(Birrer et al., 2023). The classical group – Croatia – remains most conservative, without a 
legal basis for mass collection or policeware.
Human rights risk reveals the modernity paradox most starkly: as technological capacity 
increases, the specificity of legal protection tends to decrease. However, the ways in which 
these risks manifest differ considerably across jurisdictions. In the United States, the cen-
tralization of foreign intelligence collection under Section 702 has resulted in large-scale 
data access with minimal individualized judicial oversight, and the classified nature of the 
FISC further restricts redress for affected individuals. China’s regime presents the clearest 
example of systematic human rights risk, where the National Intelligence Law imposes 
generalized surveillance obligations and the exemption of national security processing 
from privacy legislation enables widespread, unchecked monitoring of citizens (Human 
Rights Watch, 2019). In adaptive systems like Austria and France, risks often emerge in 
legal ambiguities as new technologies are incorporated before adequate safeguards are 
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legislated and as oversight bodies struggle to keep pace with the operational expansion 
of security services. France’s AI-driven surveillance during the 2024 Olympics, for exam-
ple, prompted significant public debate about the effectiveness of oversight despite sunset 
clauses and ex post reviews; the technical literature argues that privacy-by-design archi-
tectures can reconcile automated video analysis with data-protection requirements, which 
relocates the decisive question from technical capability to regulatory design (Cucchiara 
et al., 2024). Croatia, in contrast, mitigates risk through strict parliamentary supervision 
and strict exclusionary rules, although proportionality exceptions for grave crimes reflect 
a potential vulnerability in the system’s practical operation. Hungary’s Pegasus controver-
sy exemplifies the adaptive grey zone, with a powerful tool legally justified under a broad-
ly defined, executive-controlled national-security provision that bypasses more rigorous 
criminal-procedure oversight – a dynamic privacy scholarship identifies as corrosive to 
individual autonomy (Richards, 2013; Solove, 2011). The practical consequence in Hun-
gary is that the admissibility constraints documented by Farkas (2022) and Steiner (2021) 
in the Be.-track serve as only a partial corrective: they apply to Be.-track evidence, not to 
the Nbtv.-track material whose classification may remain opaque until 2050.

Classification and Hypothesis Assessment

Figure 2 provides a qualitative positional representation of all seven cases on the two key 
dimensions. Table 1 presents the final typological classification.

Note: Positions are qualitative approximations grounded in the three-domain analysis. The dashed 
line illustrates the inverse trend constituting the modernity paradox (H1). Serbia’s arrow indicates the 
trajectory of the 2024 reform (H3).

Figure 2. The Modernity Paradox: Inverse Relationship Between Technological Capability and 
Rule-of-Law Oversight Strength Across Six Jurisdictions, with Serbia’s 2024 Reform Trajectory
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Table 1. Classification of Six Jurisdictions Within the ‘Classical-Adaptive-Modern’ Typology, 
with Serbia’s Post-2024 Reform Trajectory

Country Technological 
model

Authorization 
model Primary HR risks Classification

Croatia Traditional / 
HUMINT

Parliamentary / 
Judicial

Procedural 
inconsistency Classical

Austria Integrated digital
Independent 

Commissioner / 
Judicial

Oversight 
independence 

gaps
Adaptive

Hungary Integrated digital
Dualistic 

(ministerial + 
judicial)

Regulatory grey 
zones; Pegasus 

affair
Adaptive

France Integrated AI-
assisted

Hybrid executive-
judicial

Centralisation of 
power Adaptive

USA Mass surveillance Hybrid (FISC) Weak substantive 
authorization Modern

China Mass social 
control

Non-existent 
(Party control)

Arbitrary power; 
no redress Modern

Serbia 
(post-2024)

Traditional → 
IMSI-catcher

Pre-trial judicial 
warrant (new)

Residual oversight 
capacity gaps

Classical → 
Adaptive

Note: The classification reflects the final synthesis across all three analytical domains. Serbia is shown 
post-2024 reform.

With respect to H1, evidence consistently supports the modernity paradox: no jurisdiction 
combines a ‘modern’ technological profile with a ‘classical’ authorization regime, or vice 
versa. H2 is confirmed by the adaptive category: Hungary, Austria, and France each inde-
pendently generated public controversies of the same structural kind, despite belonging to 
different legal families with different baseline authorization architectures – suggesting that 
the grey zone is a structural feature of the adaptive position rather than an artifact of any 
one jurisdiction’s design. H3 is confirmed by Serbia, whose 2024 reform altered typolog-
ical classification within a single legislative cycle by accompanying a new capability with 
a contemporaneous recalibration of the governing authorization regime – demonstrating 
that whether a transition is smooth or contested depends less on the technology adopted 
than on this contemporaneous recalibration.

CONCLUSIONS

This comparative analysis empirically corroborates the modernity paradox: technological 
sophistication does not correspond to enhanced rights protections. Classical regimes (Cro-
atia) confer superior legal certainty notwithstanding technological conservatism; adaptive 
regimes (Hungary, Austria, France) navigate persistent tension between innovation and 
rule-of-law obligations, generating recurrent grey zones; modern regimes (United States, 
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China) prioritize operational efficacy over privacy. Serbia’s 2024 reform exemplifies the 
non-static character of these classifications, underscoring the need for perpetual renego-
tiation between securitization and liberty as technology advances (Born & Wills, 2013).
For Hungary specifically, the comparative analysis grounds four normative proposals. 
First, the Nbtv.-track’s ministerial-authorization mechanism – which the European Court 
of Human Rights (ECtHR) identified in Szabó and Vissy as an Article 8 and 13 violation 
and which remains unmodified by the 2025 amendments – must be replaced or supple-
mented by genuinely independent, judicial or quasi-judicial prior control, in line with the 
consolidated requirements of Roman Zakharov and Centrum för rättvisa; the Austrian 
Rechtsschutzbeauftragter/Administrative Court senate model is a relevant reference, sub-
ject to the necessary correction that the Commissioner’s appointment procedure must 
secure real independence from the executive. Second, the Be.-track judicial authorization 
for covert IT system monitoring must include a mandatory proportionality assessment en-
compassing the volume and categories of data made accessible, aligning Hungarian prac-
tice with the selector-specific authorization standard articulated in Big Brother Watch and 
operationalized by Pisarić (2023) in a comparative analysis of Germany and the Nether-
lands. Third, where new technological capacities – such as IMSI-catchers – are introduced 
into the Hungarian framework, the Serbian model’s approach of contemporaneous, rather 
than retrospective, safeguard construction should be adopted: a specific written pre-trial 
judicial warrant, a closed offense list, and a statutory subsidiarity requirement from the 
outset. Fourth, the polyarchic sectoral-law structure – Nbtv., Rtv., NAV Act, Ütv., defense 
legislation – generates disproportionate inequality of protection for individuals targeted 
by different authorities applying divergent judicial-authorization thresholds for compa-
rable tools; horizontal harmonization of guarantee standards across these instruments is 
required (Nyeste & Szendrei, 2019).
Two normative observations transcend the Hungarian context. First, autonomous over-
sight bodies staffed by multidisciplinary specialists in law, technology, and operational 
practice are needed in all adaptive jurisdictions to adjudicate grey zones (Born & Leigh, 
2005), particularly where new capabilities cross inter-track boundaries. To maximize 
their effectiveness, such bodies should be constituted through transparent, merit-based 
appointment procedures that require broad political consensus, such as supermajority ap-
proval by parliament. Mandates should require periodic public reporting with non-classi-
fied summaries, include clear independence guarantees (such as fixed terms and removal 
only for cause), and require continuous training in emerging surveillance technologies. 
Additionally, these bodies should be empowered to access all relevant data and to trigger 
independent audits when new intelligence methods are introduced. Second, in response 
to Juvenal’s perennial question, Quis custodiet ipsos custodes? (‘Who watches the watch-
men?’), effective guardianship ultimately depends on sustained societal engagement with 
privacy as a structural precondition for autonomous self-governance (Solove, 2011; Lyon, 
2004, 2019). Two limitations follow: reliance on open-source instruments precludes as-
sessment of classified operational practice, and rapid technological evolution renders any 
cross-sectional classification provisional.
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