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Abstract: With the increasing development of 

computer and communications technology growth and 

increasing needs and development of information systems 

security. The problem of security must be approached with 

greater caution. With the development of computer and 

communication technologies have developed numerous tools 

to protect files and other information. A set of tools, 

procedures, policies and solutions to defend against attacks 

are collectively referred to as computer network security. It is 

necessary above all to define and learn about the concepts of 

attack, risk, threat, vulnerability and asset value.  

During the design and implementation of 

information systems should primarily take into account a set 

of measures to increase security and maintenance at an 

acceptable level of risk. In any case, there is a need to know 

the risks in the information system. Sources of potential 

security problems are challenges and attacks, while the risk 

relates to the probable outcome and its associated costs due to 

occurrence of certain events. There are numerous techniques 

help protect your computer: cryptography, authentication, 

checked the software, licenses and certificates, valid 

authorization...  

This paper explains some of the procedures and 

potential threats to break into the network and computers as 

well as potential programs that are used. Guidance and 

explanation of these programs is not to cause a break-in at 

someone else's computer, but to highlight the vulnerability of 

the computer's capabilities.  

Key words - computer security, security 

technologies, threats, security, protection of computer. 

 
 

SECURITY 

 

One of the accepted definitions of 

security is that security is the maintenance of 

the level of acceptable risk. The risk is the 

result of accumulation of threats and 

weaknesses of the consequences. Since it is a 

process means that it must be planned and 

systematically monitor the system status and 

possible threats that can come from outside. 

We can not say with certainty that a system is 

fully protected. There is no absolute security. 

Everything is relative. When the protection 

system is necessary to accept some level of 

risk and the possibility that a certain loss i.e. 

reasonable level of risk. Since security is a 

process it can not pay for the purchase of a 

product. Each process is in a dynamic state, 

so the safety can be implemented using 

several different products and services, 

procedures and rules. However, the very 

products and services, procedures and rules 

are not sufficient in themselves. Need a 

proper and timely training of authorized 

persons in charge of the protection system. 

All that investment in staff training, 

procurement of goods and services, 

procedures and rules are far more profitable 

than paying damages. On the possibility of 

losing important data to say nothing. Must 

find a balance between investments in safety 

and immediate effects in order to reduce risk. 

Security is based on four basic steps 

as follows: 

 Evaluation (assess the possible risks 

and predictions for their removal), 

 protection (prevent potential attacks 

in order to reduce the possibility of 

compromising the system), 

 discovery (the process of identifying 

the attack) and 

 Answer (a recovery with the 

possibility of further work or restoration of 

the system itself). 

Three basic principles of information 

security make up the trinity of ''great'':  

 Confidentiality - an attempt to prevent 

the intentional, unauthorized disclosure, 

 Integrity - data is a system and as such 

must remain and must not be changed, 

 Availability - only certain staff can 

access the data. 

 

 
Three basic principles of information security 
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 I'm term safety, security, refers to the 

preservation and protection of data in 

computer systems of an enterprise. Security is 

usually divided into safety resources, network 

security, security location where the data 

(server, etc.) and security services. 

 

Possible attacks and threats 

 

Since we defined that the security 

process, the protection system can select 

various security products, policies, procedures 

and practices. When we speak of the 

protection system must be protected from 

attacks that threaten the information systems. 

To protect against possible attacks have the 

ability to predict and know the attacks and the 

types of attacks. If you understand the types 

of attacks and ways in which they come, we 

can more easily monitor and control the risk 

of data loss. 

Ensuring safety should and must 

become the responsibility of each system 

administrator. Should always pay attention 

and ask: ''What is the probability that 

someone will break into a wired or wireless 

network, the company where you work and 

listen to network traffic? If this happens the 

measures taken? ''If you do not take certain 

steps there is a likelihood that an attack 

occurs or wired wireless network. 

When trying to improve security of 

information systems are mostly used six 

categories of security measures including: 

general security policies and procedures, 

software, virus protection, digital signatures, 

encryption, firewalls and proxy servers.[5] 

Security breaches and attacks on information 

systems most often arise from the following 

sources: employees of firms, hackers, 

terrorists, and computer viruses. 

The most common steps in the attack 

are as follows: 

 testing and Assessment, 

 exploitation and penetration, 

 increased privileges, 

 maintenance of access, 

 refusal of services. 

 

During the attack may lead to different 

consequences and the most common are: the 

destruction of resources, theft of resources, 

theft of services, refusal of service, corruption 

of data and applications. 

During normal flow of information 

data is moving from one place to another. 

 
Normal flow of information flow 

 

There are several types of attacks but, 

generally, all attacks can be classified into 

four categories: 

 

1. Cutting or breaking 

 

This kind of attack interrupts the flow 

of information in the system. This is a direct 

or active attack. 

 
Cutting or interruption of information flow 

 

2. Interception 

 

This kind of attack is difficult to see, 

and unlike the previous, active attacks, are a 

passive attack. This kind of attack the person 

trying to collect information or to perform 

monitoring of current performance. After 

gathering sufficient data can be exported 

active attack or some other kind of attack. 

 

 
Interception of information 

 

3. Changed 

 

This kind of attack falls into the 

category of active attacks, because the attack 

on the integrity. There may be a changing of 

the data or the whole system. 
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Changes of information flow 

4. Fabrication 

 

This kind of attack is also an active 

attack and an attack on authenticity. This kind 

of attack is faking data, traffic etc. 

 
Fabricating information 

 

Attackers could use the software 

vulnerabilities in operating systems that allow 

remote programs and entities to be entered 

into the computer the victim and take control 

over it. As such, the computer becomes a kind 

of' ''zombie'' PCs that can continue to attack 

other computers, to burden the network and 

the like. No less dangerous or worms that can 

do damage, duplicated and converted into 

zombie computers. 

 

Security of wireless networks 

 

Today, PC cards are most frequently 

used in home and business networks. All 

computers have a security protocol called 

Wired Equivalent Privacy (WEP). A device 

using an 802.11 card is configured with a key, 

that in practice usually consists of a password 

or a key derived from a password.  

Wired Equivalent Privacy (WEP) is a 

protocol for encrypting wirelessly transmitted 

packets on IEEE 802.11 networks. In a WEP 

protected network, all packets are encrypted 

using the stream cipher RC4 under a common 

key, the root key1 Rk. Rk is the WEP or root 

key and IV is the initialization vector for a 

packet. K = Rk║IV is the session or per 

packet key. X is a key stream generated using 

K. The WEP protocol is designed to provide 

privacy to packet based wireless networks 

based on the 802.11b standard [7]. The WEP 

encrypts by taking a secret key and a per-

packet 3 byte IV, and using the IV followed 

by the secret key as the RC4 key. The attacker 

is able to retrieve the first byte of the RC4 

output from each packet.[6] 

The potential risks with the advent of 

wireless networks with manifold increase. 

Wireless is greatly vulnerable for the simple 

reason - incompetence that's been properly 

adjusted. We said that there is no absolute 

security. The same is true of networks. By 

placing an increasing number of ''hot spots'' 

(the location where the greatest number of 

people - cafes, parks for the rest ...) opens up 

the possibility that data theft and intrusion in 

the user's computer. Wireless networks are 

defined in IEEE 802.11, which brought the 

IEEE (Institute of Electrical and Electronics 

Engineers). Initial version of the IEEE 802.11 

standard with the 2.4 GHz frequency and two 

data rates (from 1 and 2 Mb/s), which was 

formed in mid-1997. year. Formed by 

standard formed working groups - group A, 

B, D, E, F and G. On the IEEE 802.11 

specification is based and Wi-Fi networks. In 

the beginning it was designed for mobile 

computing devices (laptop computers, 

Internet access, VoIP, games ...). 

Looking at an organization as a 

system, we can say that the wireless network 

vulnerable part of the system. Standards often 

fail to meet the three basic security 

requirements: reliable user authentication, 

authorization and user privacy. The first 

security mechanism (WEP-Wired Equivalent 

Privacy) has shown that it has significant 

security vulnerabilities. Relying on this 

mechanism without taking additional 

measures did not show good results. He later 

followed WEP2, EAP, WPA ... Individual 

explanation of these mechanisms would take 

away too much time and space so we can 

keep things in general. 

The attacker broke into someone's 

system, the wireless network; he must first 

catch a signal that now is not so difficult. By 

capturing the signal can be performed on 

active or passive attacks. In the beginning, are 
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generally conducted passive attacks, i.e. 

listening for a signal and traffic between 

access points and users. The attached is clear 

that the attacker must know the physical layer 

is defined in the 802.11 standard. For an 

active attack, the attacker must have the 

proper equipment that can send data to the 

network. If the attacker does not have the 

service set identifier SSID - Service Set 

Identifier, the access point rejects the 

connection. However, since all control frames 

are not sent in encrypted form, an attacker can 

capture the control frames sent by the access 

point to communicate with other network 

users, find out the SSID and join the network. 

What will still work, we assume. 

 

Probability of interception at different locations:[1] 

Location Full description Probability of interception 

Rural / remote 
In his house, which is quite distant from 

other houses 
Extremely small 

Remote 

connection 

Connection via remote, point-to-point 

connection with a wireless Internet 

provider, or neighboring network 

Small, the targeted nature of 

point-to-point connection 

Densely 

populated urban 

place or suburb 

In his home, located in a densely 

populated area with few houses in the 

near abroad 

Generally high, especially if 

you have neighbors who use 

high technology, but actual 

attacks are unlikely. 

Mixed 
The neighborhood, which is a mixture of 

commercial and residential buildings 

Generally high, because the 

business systems attractive 

targets, and most probably 

use the wireless network 

Public places in 

the neighborhood 

The neighborhood, near public parks, or 

in places where parking is allowed on 

the street. 

Great, because public 

networks use different layers 

of the population and 

anonymous users. 

Commercial 

buildings 

The buildings used by a number of 

companies, or companies, or near the 

parking lot with the optical visibility of 

the building. 

Very high, because of the 

proximity and attractiveness 

of the target. 

Roaming 
While on the road, in airports, hotels, 

cafes and other locations 

Generally high, for easy 

tracking, but with relatively 

low risk because no one 

knows just tapping your 

network traffic. 

 

 

Tools to attack wireless networks 

 

In order to best protect the information 

system, i.e. wireless networks need to, in 

addition to the administrator knows these 

things and others familiar with the tools to 

attack wireless networks. The purpose of 

these schemes is the creation of the attacker 

(punishable by law), but shows the possible 

intrusion and abuse of wireless networks. 

Network administrator is desirable to test 

these programs in order to know the 

probability and the possibility of attacks that 

allow these programs and the ability to protect 

against them. Due to abuse of the program 

and the names of potential attacks is not 

mentioned in this paper. Hereby only draw 

attention to how the administrator can better 

train and what can and should be ready when 

it comes to wireless networks. There are tools 

to carry out an attack on the WEP key, tools 

to crack WEP encryption and the like. 

Closing a wireless network (SSID 

hiding) is not a secure solution that the 
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network will not be visible. With a little 

trouble and patience can be detected network 

name. The network can detect many programs 

that the commercial to those who are open 

source and completely free. Furthermore, 

allowing access only to specific network 

adapters (MAC addresses) is not safe because 

it is not difficult to change MAC address 

wireless network adapter. Since the MAC 

addresses transmitted over the air, 

unencrypted, it is not difficult to catch such 

address and assign it your network adapter. 

 

Preventing and limiting public access 

computer network 

 

''The public computer network in 

terms of criminal law is considered a set of 

interconnected computers that communicate 

by exchanging data. A public computer 

network is the computer network that it is 

subject to certain conditions, available to 

everyone and it can be global in character as 

the internet, regional or local character. 

Preventing and limiting public access 

computer network protecting the rights of 

citizens, that is, communication and 

information through computers, and access to 

a public computer network sanctioned by 

criminal legislation. 

By preventing access to the public 

computer network involves completely 

disabling the second to use the computer 

network. 

By restricting access to public 

computer network involves the creation of 

access difficulties and efforts to prevent it. 

Prevention or obstruction should be 

performed without authorization, otherwise 

there is crime prevention and restriction of 

public access computer network if there is any 

legal basis to prevent someone access to a 

public computer network. 

Criminal offenses against computer 

data is often called cyber crime. The term 

"cyber" is often used to describe new 

concepts in computer technology and terms 

associated with the Internet. Cyber crime 

would identify all criminal activities 

committed using computers. The Convention 

on Cyber crime of the Council of Europe, the 

terms "computer" and "cyber" crime is used 

as synonyms. 

The term "computer" and "cyber" 

crime can involve all forms of computer use 

in crime. Often this form of high-tech crime, 

rather than the word "cyber" uses the term 

"cyberspace." The prefix "cyber" is a word 

that comes from the ancient Greek word 

derived from "cyber", hence the name of 

scientific disciplines, "Cybernetics". 

With cyber crime, we can distinguish 

two types of crimes that can be done by 

computer. 

In one group, the new criminal 

offenses like the spread of computer viruses, 

destruction of files or software etc., or crimes 

where the computer is a means of attack and 

care for the facility required separate 

legislation. 

In the second group are the classic 

crimes such as fraud, child pornography, 

gambling, copyright infringement and the 

like, where the computer is used as a means 

of execution, and that caused it in a new form 

of cyber space. 

The rapid growth of computer crime 

has led to numerous problems, which can be 

classified as: 

• Technical problems are caused by 

rapid changes in technology and the inability 

of law enforcement to continually keep up to 

date, as well as technical deficiencies that 

make it difficult to find and prosecute 

perpetrators. 

• Legal problems are caused by the 

inability of the legal framework to monitor 

technological developments. 

• Operational problems are caused by 

lack of equipment, training and adequate 

organizational structure and the need to work 

at high speed regardless of time zone, 

language and cultural differences. 

The main problem is in finding and 

gathering evidence.'' [3, 4, 8] 

 

Conclusion 

 

Tools that are available on the 

Internet, both commercial and free, they are 

not designed for intruder wireless networks. 

On the contrary, are designed to indicate the 
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potential weaknesses of the system, network 

resources and security failures so-called 

security holes. Knowledge of these programs 

is very important for administrators to better 

understand how to protect its network and 

prevent data theft. Tools that are available are 

usually divided into categories: 

1. Tools to search the area to find the 

network signal, of the protection 

network and the strength of its signal. 

2. Tools to intercept the data sent over the 

air and convert them into readable form, 

breaking the protective key. 

3. Using these tools is mostly illegal and 

therefore punishable by law. For these 

reasons, the names of these tools are not 

mentioned in this paper. We draw 

attention to the administrators with the 

help of these programs can realize 

significant errors and omissions in the 

networks that can be used to protect 

your network and I have an information 

system. 
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