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JAUT'UTAJTHA TTPOITATAHJIA 1
JAE3UH®OPMAIIMJE 'TEHEPUCAHE
BEIITAYKOM UHTEJIUT'EHIINJOM:

CTYAUJE CJOYYAJA U3PAEJICKO-
ITAJIECTUHCKOI' CYKOBA U ITAJTA
BAIIAPA AJI-ACAJIA Y CUPUIJHN

Caxerak

VY oBoM pany, ayTopka he aHanu3upaTH yJaory AUTUTAIHE TponaraHie
U fe3nH(opMaIyja reHeprucalnX BelTaukoM HHTenurenuujom (BU) y
TekyhuM OTHCKOMCTOYHMM KOH(QIMKTUMA, ca JOKYCOM Ha eCKaalujy
cyko0Oa Ha penauuju M3paen-lIlanectuna, Te Ha CBpraBame MpeCceIHNKA
Cupujcke Penyonuke bamapa an-Acana (Bashar al-Assad). Y oBom
reorpad)cKoM OKBHPY, ayTOpka he HCTpakuTH Ha KOj HAUMH TEXHOJIOTH]je
3acHoBaHe Ha BU, a HomMmuHanHO reHepucame nundejk (deepfake)
MaTepujajia, iMa yIoTpeOHY BPeJHOCT y 30HaMa KOH(PIIUKTa, Tpacupajyhu
IpBe Kopake y KopuIinhermy OBaKBUX TAKTHKA Y paTHE CBPXE Y aKTyEIHOM
PYCKO-YKpajuHcKoM cykoOy. [ToTBphyjyhu nmprcyTHOCT 1 yTHIIa] OBOT
THUMa cajoep onepanuja, ayTopka he HacTojaTu 1a, CIpoBOhemeM aHaIu3e
JIBE CTyAH]j€ CiIydaja, MOTBPAHM XUIOTE3y Ja CaBpeMeHa JUTHTaJIHa
nponaraija, MOTIOMOTHYTa U reHepucana BU, 3HauajHo ycnoxmana
TOK TeKyhuX jemaBama, J0Bojchy 10 HEMUHOBHE ecKkajaluje cykooa
W OTeXaBajyhu pasrpaHnyerbe HCTUHE OJ1 JIAXKH, KaKO Y BOJHOM, TaKO
y MOTUTUYKOM KOHTeKcTy. Kopuctehu ce meTomom ananuse caapxaja,
ca (oKycoM Ha HJICHTU(PHUKOBAKHE HHCTAHIIN MJIacCHpama TUTUTATHE

" Mimejn azpeca: tanja.z.milosevic@gmail.com; ORCID: 0009-0007-1091-6695.
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nponaranje remepucane BU, npuctynuhe ce cBeoOyXBaTHO] aHATH3H
U CTYIHWjU MojeqnHavHux ciyudaja M3paena/llanectune u Cupujcke
Penybnuke, pagu kpenpama OKBUPa MOI'yhHOCTH M yTHIIaja TaKBOT
caJp:Kaja Ha KJIaCHYHE Opy’KaHe cykoOe, alny M Ha NOJIUTHYKE KpH3e
Ha HUBOY bnmckor ncroka.

KibyuHe peumn: BenTauka WHTEIUTCHIUja, JTUTUTATHA MTPOTIAran/a,
nesmHpopMaIlije, MalIMHCKO YUermhe, TyOOKo yueme,
deepfake, bmucku uctok, Mzpaen/Ilanectuna, Cupuja

YBOJ

CarnemaBajyhu ucTopHjy 4oBe4aHCTBA M TOKOBE paToBa KoOje
Cy O0CJICKHIN CBET, IPUMETHO j€ J1a CBAKO PAaTHO CTaHhE HABOIH
Ha W3HaJaXKEH-¢ HOBUX pEIIcHha 3a cTape mpobiieMe, Ha Taj HAYWH
nHUTIIpajyhu pa3Boj TexHooruje u pahame HOBUX miaeja. [Ipumepa
panu, [IpBu cBeTCKH pat obernexuie ¢y TpH KIbYYHE IIPOMEHE Mapaiiurme
paToBama, u TO: HHAYCTpHUjaliu3alifja, yBoheme Tpehe qumeHsuje
paToBama Kpo3 ynoTpeOy JeTenuIa, Te oMoryhaBame /1ejcTBOBama 110
HemnpujaTesby 1o myomnu (Zabecki 2015, 2-3). Hacynpot Tome, pyru
CBETCKH paT 3ayBek he OmTH 00eneKeH pa3BojeM 1 YIIOTPeOOM aTOMCKE
OomOe, anmm 1 pagapcke TEXHOJIOTH]e, Koja je ocurypaiia MoryhHoct
paHe JeTeKIHje, a CAaMUM THM W PaHOT OJICOBOpA Ha MOTCHITUjaTHU
Hara Henpujaresbekux cHara (Genuth 1988, 276). Hakon nBa cBeTcka
paTa u 3ajeHUYKHUX Haropa MehyHapomHe 3ajeHUIIE Ka OUyBamby
MHpa, TToJIApU3aIlrja CBETa M IPUCYCTBO JBa CHAKHA OJI0Ka — 3amaTHoT
n HMctouHor, yclioBHIIa je pa3BUjarbe TEXHUKA y JPYTOM IIPaBILy,
(doxycupajyhu ce Ha CyOBep3UBHO JIeIIOBamke, yHANpeheme o0aBemTajHor
pajza, aJTu U METOMOJIOTH]Y MPUKPUBEHOT yuenrha y cykoOy, Kao ITo
Cy PaToOBH MPEKO MOocpeaHuka (proxy wars). Y oBaKBOj KOHCTEIIAITH]H
OJIpXKaBara IMPUBUIHOT MUPA, HAYULEHH CY H IIPBU MTOMAIU y JIOMEHY
TICHXOJIONIKOT PaTOBamka, @ HAPOUUTO EJICKTPOHCKOT U cajoep paTroBama,
yCMEpEeHOT Ha KOHTHHYHpaHy AeCTa0MIIH3aINjy HeTIPHjaTeJbCKIX CHara.
Crora, MpUpPOIHO MOKEMO 3aKJbYUUTH Jia Cy MUOHHPH aKaJeMCKe
3ajeTHUIIe, MOTUBHUCAHU HICjOM IIPEjyAUIIHpaha TT0jaBHOT 00IHUKa
HapeTHOT BEJIMKOT pata, NOTeHIUjanHu Tpehin cBeTCKU paT KOHIIUITHPAIH
yIpaBo y OKBUPHMa CyK0oOJbaBama ,,i3 JaJbIHE , KPO3 YIIOTpeOy HAmpeTHe
TEXHOJIOTH]e U3 JoMeHa HH(POPMAITMOHNX TEXHOJIOTHja. Y CKIIamy ca
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THM, CelaMJIeCTe TOJUHE ABaJICCETOr BEKa, KaHAJACKHU TEOopeTHyap
Mmenuja Mapman Maxyan (Marshal McLuhan) naje mpopodaHCK¥ CyA O
dhopmu Tpeher cBeTckor pata, mIpeaBUACBINH Ja he TO OUTH ,,TepUIICKH
MHPOPMALMOHU parT, y KojeM Hehe nocTojaTu nojaena u3mely BojHHX U
nuBuiHUX yuecHuka” (Forest 2021, 13).

VYV nyxXy OpeTxonHOr HUACHTU(PHUKOBaWka KJBYUYHUX NPOMEHA
napaJurMy paToBamka TOKOM IIPBa JBa CBETCKA para, a cariefanajyhu
Tekyhu pycKo-yKpajuHCKH CYKOO, KOjU Cy CaBpeMEHHU MOJIUTHUKOIO03U
OKapaKTepHcaIH Kao ,,KpUTHYHY PACKPCHHULY , ,,TAYKy Oe3 moBparka”
u ,.yBeptupy y Tpehu cBeTcku pat”’, noTBplyjemMo uzejy aa paTHo CTame
0TBapa MPOCTOP M MOTHBHIIIE CTPYKY Ka MPOHAJIAXKEHY HOBHX pellickha
3a crape npobieme. OHO IITO 3HATHO JIOMUHHUPA PyCKO-YKPajuHCKUM
OojuiiTeM, a yjenHO M PYCKO-yKpPajUHCKUM HeOOM, jecy CBaKako
oecriunotre netenmue (BI1JI), ynotpeda catennra, XuOpuiHO paToBamke U
u3Boheme cajoep Hamaja, Kao 1 yroTpeda anara BenITauke HHTETUTSHIIH]e,
IITO CBE MOTMAJA IO LIUPY KATEropH;jy ,,MHGOPMAIIMOHUX TEXHOJIOTHja”,
y CKJIaJy ca MPOPOYaHCTBOM aKaJIeMCKHX IPOMUIIIbaka ¢ kpaja 20. Beka.
Crora, yKOJIHKO OMCMO PyCKO-yKPajUHCKH CyKOO 3amcTa TpeTHpain
Kao MOTeHIHjadHy yBepTupy y Tpehu cBeTcku pat, Morau GMcMo 1a
NOTBPAMMO Jia ce MakiyaHOBO MPOPOYAHCTBO OCTBapyje, T€ Y OBOM
~AHpOopMaLnoHoM paty” npumehyjemMo 1 HOBe (aKkTope IejCTBOBAMA,
norryT nipucyctBa HanpeaHux bIIJI u ynorpebe anara BU. HaBenena
JIBa, CXO/THO TOME, UACHTH(PHKY]eMO Kao CerMEeHTE BPEIHE IeTaJbHU]jer
M3y4aBama, IpH 4YeMy rIaBHU (POKYC Y OBOM UCTPAKUBAKY CTAaBIHAMO
Ha MepCreKTUBy ynorpede anara BU.

IIpumar nzyuaBawy npumene BU ymecto BILI y oBom pany
HUTIONITO HE 3HAYM Jla HaBeJleHA TEXHOJIOTHja UMa Mamy BPEIHOCT.
Hamnporus, kao cekrop y pa3Bojy, npousBoama bI1JI u nabe noxxuBsbaBa
3HauajHa yHanpehemwa, TUMe npyxajyhu ydecHuInMa y cykoOuma
pas3HoNuKe morogHocTu. MelhyTum, rmoctojame 3HaTHE rpahe o oBoj
TEeMH, Kao U JOCaallkhe aHaJIN3e Mpakce U ucKyctasa yrmoTpede bI1JI na
parunituma, Beh nonymasajy akaJeMCKU BaKyyM KOjH j& paHHje IOCTOjao
y oBOj obnactu. Hanme, uzpasura ynorpeda BIIJI Ha Tepuropujama
VYxpajune u Pycke @enepannje (PD) ouexknBaHa je u mpeaBUIJbHBA,
uMajyhu y BUIy /1a je y IOCT-COBjeTCKOM Teorpad)cKoM IpoCTOpy, KojeM
NpHUIanajy ¥ oBe ABE ApkaBe, Beh 3a0enexeHa TakBa Mpakca TOKOM
Hpyror para y Haropro Kapabaxy Tokom jecern 2020. ronune. Panuje
npucyTHe y JIubuju,' Ha cCHpUjCKOM paTHUILTY, y penoBHMa ,, Xe300maxa”

! TIpucyTaH je ctaB Jia je Typcka HAMEHCKa WHIYCTpHUja Ha ciy4ajy Jlubuje, koju ce
BPJIO YECTO Y aKaJIEMCKO] M CTPYYHO] 3ajeJHHIIM Ha3HBa U ,,paTOM JPOHOBA”, TeCTHpaja
2
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(Hezbollah), kao n y pykama nodymenunuke rpyne Xyt (Houthi) y
Jemeny (Bugetu Dori¢ i Kazi¢ 2021), u np., 3a nejcrBoBame BI1JI Tokom
para 'y Haropno Kapabaxy 3aucra Huje Ouna HOBUHa y cpepu paToBarba,
aJy je, UIakK, IPeACTaBIbalio CBOJEBPCHY MPEKPETHHUILY Y MOAATIUTETY
ynotpebe oBor Tuma 00pOeHOT cucTeMa y 30HHu cykoba. Hanme, TokoM
OBOT" cyko0a, 3abenexena je ynorpeda BI1JI y mponaranane cBpxe,
uMajyhu y Bunty 1a je Hapouuto baxy jaBHO MpuKa3uBao CHUMKE YCIICITHOT
nejctBoBama cBojux bJIII mo jepmeHcKUM HUIbeBUMA, HOAMKYhHU THME,
Ipe cBera, MopaJj CBOI CTAHOBHUIITBA. CIIMYHE TEXHUKE MTPOMaranHOT
JIeNIoBaba Oeleke ce U Ha PyCKO-yKPajuHCKOM PAaTHUIITY, Y3 YHEEHUILY
na cy Ykpajuna u Pycuja y TOM KOHTEKCTY HaUMHMIIE U KOPaK JaJbe,
njacupameM deepfake Busieo 3amuca npeaceJHUKA HEMPHjaTeIbCKUX
CHara y mpomnarasjine cBpxe, IpuBiadehn naxiy Ha OBy HOBY IIPaKcy.

Camo 20 nana HaKOH OTIOUHIbAHA CHICLHjaTHE BOjHE ONepaluje
P® y Ykpajunu, 16. mapta 2022. roguHe, Ha XaKOBaHO] CTPAHUIIN
yKpajuHcke TeneBusujcke cranuue Ukrayina 24, 00jaBibeH je BUIEO
3amuc npeacennuka Ykpajuane Bragumupa 3enenckor (Borodumup
3enencku) y oopahamy ykpajunckoj Hanuju (Pearson and Zinets March 17,
2022; Majchrzak 2023, 49). Ha npBu norsen, npuka3 3eJIeHCKOT Aeyje
YBEPJbUBO, 00EIIekKEH JieTa/buMa KapaKTepUCTUYHHUM 3a oOpahama
3eJIeHCKOT O] ITOYeTKa paTa — BOjJHUYKA Majulla, MUHUMAJIUCTHYKA
1o3a/inHa, eMOTHBHH F'OBOPH, IUPEKTHO oOpahame Hapony. inak, HakoH
ciymama, Behnna YkpajuHana ondanuiia je HaBeIeHH BUJIEO 3aI1C Kao
JaXaH, ITOo je HoTBpAMIIo U [IpencenuuiuTBo YKpajuHe y peKopIHOM POKY.
Wmajyhn y Buny caapskaj ropopa — Koju je YKpajuHIIe II03UBa0 Ha Ipesiajy
U KalUTYJIalnjy, MHAMKATUBHO je TO J1a je Op3a JeTeKuja JaKupaHoT
3aImuca Cpednsa 3HaTHe I'yOMTKe Ha YKPajuHCKOM PaTHULITY, C 003HPOM
Ha TO Jla OM MoIITOBamke Hapehema BPXOBHOT KOMaHIaHTa OPYKaHUX
cHara YKpajuHe, y HajMamby pyKy, IpOy3pOKOBaJo HaIlyIITamke MOJI0XKaja
Y OTBapame IyTa PyCKUM CHarama Ka 0cBajarby CTpaTeLIKMUX MO3ULHja.
Yrpkoc Heycnexy OBOT IpollaraH/IHOT Hamnaja, HaBeleHU deepfake
yKa3ao je Ha HOBY yNOTpPeOHY BPEIHOCT BEIITauyKe MHTEIUTCHLHU]E Y
cykoOnMa, mporHo3upajyhu muxoBy cBe yenrhy mojaBy y cykoouma Koju
ciezie. Y TOM KOHTEKCTY, CTPYUhally y JOMEeHY Teopuje npumeHe BU
UCTHYY /1a, UaKO j€ PYCKO-yKPajuHCKH CYKOO MHTEH3UBUPao pa3soj BU

onepabwiHoct cBoje BITJI Bayraktar TB2, a tokom [lpyror pata y Haropro Kapabaxy
JIOJIaTHO yCaBpIIIHiIa TEXHUKE paToBama y3 nomoh ose BITJI, noctikyhn HeHaaManIuB
ycnex u npusnadeh HHTEpecoBambe MHOTHX APiKaBa IIMPOM CBETA 33 0Baj IIPOU3BOJI.
Bunern Al-Dhahab 2019.

104



Tawa Kasuh  Jueumanna nponazanoa u desungopmayuje 2eHepucame 6eumaukom. .

y paTHe CBpXe, IbHUXOB MyHH KanauuteT Ouhe TOCTUTHYT Yy HapeIHUM
CykoOMMa, a HApOUUTO y U3paelicKo-najecTuHckoM cykoOy (Eisele and
Steinwehr 2023).

Y 0BOM KOHTEKCTY, 3Ha4ajHO j€ HarjacUTH Ja je HaBeAeHU
deepfake Bu€O 3amKC KpeUpaH Kao OATOBOP HAa YKPAjHHCKH MOKYIIIA]
NOApPUBamk-a MOpaJia PyCKUX CHara 3a1ejCTBOBaHUX Ha HEMIPHUjaTEIbCKO]
TEPUTOPHjH HEITO paHUje, a y OKBUPY IPBE JABE HEleJbe CyKoOa.?
Hagenenu deepfake Buneo 3amuc, koju je 100HO MEIU)CKY MaXkby TEK
HAaKOH JIa)KMPAHOT BHJIEO 3amKca 3eJICHCKOT, MPUKa3yje MpeaceIHIKa
Pycke ®enepanuje Bnagumupa Ilytuna (Braouumup Braouumuposuy
Ilymun) y obpahamy pyckoj HalMjH, Y KOjeM MpOrJiamaBa MpeKu /I
pa3MeHe BaTpe, 00jaBibyje OYeTaKk MUPOBHUX IPETOBOPA Ca YKPAjHHOM,
Te mporjiamana He3aBUCHOCT KprMa kao penyOnnke yHyTap rpaHuna
Vkpajune (Baig 2022). [lojaBuBIuK ce Ha APYLITBEHO] Mpexu Twitter,
WHUIMjaTHO HUje MPUBYKAO 3HAYAjHY MaXKIby yciiel YHIbCHHULE 1A je
caM Martepujal 0o BUJHO omTeheH MaHUIyIanKjaMa, ajli 1 Ja je caM
BUJICO 3aIIUC BU3YEIHO OMO MO3HAT IIHUPOj jaBHOCTH, HACYTIPOT BHJIEO
3amucy 3eJIEeHCKOT, KOjH je OMoHAaIIao 1 OMo HACHTUYAaH YHU(POPMHUCAHUM
NojaBJbHBabUMa YKPAjUHCKOT IIPEACEIHNKA C TTIOYeTKa cyKoOa.

VYrpkoc HeycrecumMa OB€ JBE MHUIMjaTHBE, C IPABOM MOKEMO
TBPIUTH Ja je Hampeaak y pa3sojy B, a HapounTo MammHCKOr yuyema
Kao ajaTa U3 CIeKTpa aHAIMTHUYKE BeIITauKe MHTEIUTeHIUje (BUACTH
Dori¢ i Kazi¢ 2021), koju omoryhasa koHcTpyucame deepfake canpxaja,
YBPCTHO OBaj METOA MaHuIynanuje y Oyayhe anate nuHGOpMaLnoOHOT
paroBama 1 ICUXOJIOIIKKX onepanuja. To Hac HaBOAH Ja OBOM HOBOM
(eHOMEeHY TOCBETUMO HAPOUUTY aKaJIeMCKY TaXIby, HE CAMO Y KOHTEKCTY
pa3yMeBama TEXHUKE KOHCTpyHCama OBaKBUX MaTepujaia, Beh u
paau pazymeBama U HACHTHU(UKALU]jE IUXOBOT IPUCYCTBA y IPYTUM
AKTYEJIHUM CyKOOMMa U MOJIMTHYKUM KpH3ama, Kao MITO ¢y TeKyhu
cyko6 Uspaena u Ilanectune, Te cBpraBame npeacennuka Cupujcke
Peny6nuke bamapa an-Acana v nociaeAM4HO HHTEH3UBUPAHE OITUTHIKO-
0e30eqHOCHE Kpu3e y 3eMJbH, KOju hie y oBoM paay OuTH KopuiiheHu Kao
crynuje ciydaja. Onabup HaBeIEHHUX ClTyyajeBa OlpaBAaBaM YHHECHUIIOM
Jla je mpBa CTYAM]ja BOJHOT KapakTepa, 10K ApyTa Mpe3eHTyje eJIeMeHTe

2 Ipouerbyje ce 1a je HaBeACH! BH/ICO 3aIKC HacTao HakoH 21. hebpyapa 2022. roause,
¢ 003UpOM Ha TO J1a je TEXHUKOM deepfake n3MemeH caapxkaj roopa [lyTuHa, 10K je
BHJICO 3aIIKC OCTA0 HETAKHYT, U Ipe/cTaBiba CHUMaK obpahiama Biaagumupa [TyTrHa
HAKOH IpH3HaBama He3aBucHOCTH Jlomerka 1 Jlyrancka, 1Ba cernapaTucTHIKa perHoHa
Ha jyry Ykpajune. Bunetu Baig 2022.
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MOJINTHYKOT KapakTepa, omoryhasajyhu renepucame cTyanja ciiydajeBa
U3 UCTOT Teorpa)CKor peruoHa, aju y pa3indyuTUM KOHTEKCTUMa, a
CBe y LIMJbY NOTBphHBama XUIOTE3€ Ja TaKaB BUJ MpONaraHjie nMa
TeHJICHLH]Y Aa eckanupa noctojehe cykobe u Kpuse, oTexxkasajyhu
pasrpaHnyere UCTUHE OJf JIAXKH.

3a motpede u3pazae TEOPHjCKOT OKBHPA UCTPAKHUBAA, KIbYUHU
TEPMMHHU — [IpoOTIaranja, AMTUTajJHa Ipornaralia, nHGOPMaLHOHH par,
ne3uH(popMaIrja, BeIITadKa MHTEIUTCHIU]ja U CHHTETUYKHY Me/IHju, Orhe
nepunucanu Ha cinenehu HaumH. [lox mpomaranmoMm, nogpasymena ce
HINPEHE CTaBOBA, YNIbEHNLIA, apryMeHaTa U IeTasba, oapa3yMeBajyhu u
HeTauHe U JIa)KHpaHe, paJy Kpeupama CTaBa jaBHOT Miberba 0 ofpeleHoM
NUTamy, IPU YeMy IUTUTaJIHA IPoIaran/ia moapasyMeBa cpoBolemne
HaBeJIeHE paambe Iy TeM JUTUTATHUX Meauja. [IponaranHo qenoBame
MO>ke OMTH KOHCTaHTHO, CITPOBOAIM C€ MY MUPHOJOIICKO H Y PaTHO 1004,
YIJaBHOM paJyl Kpeupama MO3UTHUBHE CIMKE O MHUTamy OJl 3Hauaja 3a
COIICTBEHO JPYIITBO, I0K c€ MH()OPMAIIOHH PaT, KOjU MOApPa3syMeBa U
u3pany v IIacuparmbe Nporaratie, CipoBOIM HEIOCPEAHO Ipe, @ HAPOUUTO
TOKOM ,,KOHBEHIIMOHAITHOT, XuOpuaHoT min xaanHor pata” (Kotelenets
and Barabash 2019, 369), ca nuseemM quCKpenuTanuje Henpujaresba. Y
OKBHUPY IpONaraHIHOT JeJI0Bamba, a HAPOUUTO WH(POPMALIMOHOT pata,
¢oxyc je Ha IuIacupamy Ie3nHPOpMaLnja, IPU YeMy ce Je3nHpopMaLuja
neuHHILIEe Ka0 ¢ HAMEPOM M CBECHO KpenpaHa JakHa WHpopMaluja,
ycMepeHa Ha oOMaHy npumMaoua nopyke (Bereskin 2023, 6), ca kpajium
LIJbEM CTHLAA IOTUTHYKE, EKOHOMCKE WM BOjHE KopucTu (Majchrzak
2023, 43). V nanny paamHy, ne3uHpopMalyja je HajMamba jeInHHU1A,
KOja ce KOPUCTH Kao CPEIICTBO MIMPEHa Iponaranje, 0K npornarasia
MOJKe, aJli 1 He Mopa OuTH aeo Behe onepanuje — nHPOPMALHOHOT paTa.
Ha kpajy, BemTauky MHTEIUTCHUH]Y Ne(PUHUILIEMO Kao CIIOCOOHOCT
MalIMHE J1a peanusyje 3afaTtke u Apyre QyHKIHje Koje, MO MPUPOAH
CTBapH, MOPa3yMeBajy JbyACKHU (PaKTop, HOMYT PE30HOBAA, INIAHUPAA,
yuema U kpeatuBHOCTH (Majchrzak 2023, 44), nok cuHTeTHUKE Meauje
OIKCYjEMO Ka0 MEJH]CKHU CaJipikaj (TEKCT, BHJICO 3aIuC, ayJaHo 3aIuc,
¢doTorpaduja, BU3yeTHU MpUKa3) FTeHEPUCAH yHOTPeOOM BelITayKe
unTenurenuuje (Bereskin 2023, 25).
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MPOIATAHJA HEKAJIA M CAJIA:
®AKTOP BEIITAYKE MUHTEJIMTEHIIUJE

[IponaraniHO Je/I0BamkE IpeMa HelpujaTesby HIje KOHCTPYKT 20.
BEKa, HUTU HOBHHA Y OKBUPY TeXHUKa MaHumynanuja (Sayler and Harris
2022, 1), Beh mocToju 0j] KaKo MOCTOjU U YOBe4yaHCTBO. CarjenaBuiu
npHUMepe MponaralIHUX JAeJaTHOCTH O 3Hauaja ojf BpeMEHa IPEBHUX
HMBUJIM3AIM]a J0 JaHAC, peiaxeMo cienehy UCTOPU]CKY MOACITY
XPOHOJIOTH]je ponarase:

Daza mumoaouike nponazande, OKapakTepucaHa KpeHpameM
npe/iamba, MUTOBA U JIETEH/IU O BIIAIapy, HCTOPHjCKOM forahajy, Wiin max
UCTaKHYTHM JIMYHOCTUMA. [IpeTeskHo 6a3upaHe Ha OPaJIHOM MpPEabY,
pernpe3eHTalHj1 KpO3 CIIOMEHUKE, YMETHUYKE CITUKE U Ipyra KyJITypHa
no0pa, OBaKBe MpoIaranHe KaMIambe MIaCHpaHe Cy MPETEKHO JOKATHOM
CTaHOBHUIIITBY, C 0031MpOM Ha HeMOr'yhiHOCT Op30r O/IalInJbakha OPYKE
y yiajbeHe Kpajese.’

Daza mexanuuxke nponaeamnde otnounme 1440. ronune
MEXaHMU3alljoM H3pajie MpoNaraHJIHUX Marepujaja y3 nomoh
I'yrenbeprose mrammnapcke npece. O nonoBuHe 15. Beka, mrammnapcka
npeca v IpyTy ajaTH, MpeTexxHo HacTanu y 20. BeKy, Kao HITO Cy paguo
cTaHwuIe, puaMcka NpoaAyKIHja, a 3aTUM U TeJeBU3uja, oMoryhumm cy
OprKe LIMperse Mponarat/ie u A0Mupame 0 MUpUuX HapoaHux Maca. CBoj
BpXYHaIl poraran/ia J0’K1UBJbaBa y MpeapaTHO U paTHO 100a, Kaja ce
KOPHUCTH HE caMO 3a OOMamUBame HellpujaTesba, Beh u 3a noBehame
perpyTHUX KamlaluTeTa KPo3 jauamke Mopasia, Kako 0Opavkor, Tako U
HeOOpayKor cCTaHOBHUINTBA (BuaeTH Sostaric 2019).

Dasza oueumanne nponazande OTTIOUMIHLE Ca KOMEPIMjaTH3a1l1jOM
WHTepHeTa, a HAPOUUTO C [10jaBOM JAPYIITBEHUX Mpexka U miaarGopmMu
MySpace, Facebook, YouTube w Twitter TokoM nipBe aeuieHuje 21. Beka.
OHO WITO KapaKTepHlle OBy a3y HUje UCKIBYYHUBO Op>KH MPUCTYII
TapreTUPaHoj TPYINH U JeHEHTPATH30BAHO JIEIOBabE HA ITMPOKe Mace, Beh
U TIpenia3ak nponarasje u3 cdepe ApskaBHOT y IPUBATHO, YUME CE OTBapa
NyT 3a yTUIA] HEJP>)KaBHUX aKTepa Ha CBETCKY NONUTHUKY. HajjacHuju
npuMep eEeKTHOr JIeNIoBakba IUBUIIA y ITPONaraniHe CBPXE BUIUMO Y
NOKpeTHMa KOjH Cy HHUIIUPAJIH ToOyHe Y OKBUPY Aparckor npoJjeha Ha

3 ITobap npumMep mpoHaia3umo y neoBamwy Pamzeca I1, koju je Hakon 6utke y Kagemry
1274. ropuHe mpe HOBE epe, ITACHPao Je3nHPOPMAIH]jy Koja je NCXo/] ONTKe mprKa3ana
kao nodeny Erunra nHCTpyncameM Kiiecapa 1a y XpaMOBUMa yKJICITy CBEI0YaHCTBA
0 0Boj mobenu. Bunetn Ingenia 2022.
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bruckom UCTOKY, aji M y TponaraHHOM JIEJI0Bamby ay TOMaTH30BaHUX
pyckux 60TOBa y OKBUpY Ipencequuukux uzdoopay CAJl 2016. roaune.*

Daza cunmemuuke nponaeande HaJioBe3yje ce Ha (pazy TUTHUTAIIHE
npormarasje, ca KojoM je y Kay3ajdHoM ofHocy, uMajyhu y Buny na
CHHTETHYKH IPONaranH1 MaTepHjaii KOPUCTE AUTUTAIIHE MEAN]jE Kao
wiaThopMy NPEeKo KOjUX ce Jajbe ofamuibajy y erap. Osa aza mounme
ca NMPBUM MOMaluMa y 00JaCTH MAIIMHCKOT Y4eHa, ajlaTa U3 CIeKTpa
aHAITMTHYKE BelTauke nHTenureniyje (Bunetn Kazi¢ 2023b), a Hapounrto
ca mpobojeM y gomMeHy ayOoKor yuema (deep learning), 3axBasbyjyhn
KojeM je 2014. roquHe KOHCTpyHUCaHa KOMILJIEKCHA TEXHHKA Ha3BaHa
~TeHepaTuBHa aaBepcapujanHa mpexa’ (Generative Adversarial Network
— GAN). Y3 noMoh oBe TeXHUKE, CUCTEM BEIITaYKe WHTEIUTCHIIN]E
y4H M3 AOCTYNHHUX ayaHo, BUJEO 3anuca u GoTtorpaduja, HAKOH yera
CTHYE CIOCOOHOCT Ja Kpeupa CacBUM HOBH caJpiKaj. YIoTpeOoM aBe
anropuTtaMcke ¢opme — reHeparopa (generator), KOju Kpenupa HOBH
caapiKaj, U JUCKpUMUHATOpa (discriminator), Koju oLeyje BEpOI0CTOJHOCT
Y TIOBEPJEUBOCT HUCTOT, OBOM TEXHUKOM je Moryhe Kpenparu moTiyHo
JaXKHE caJpiKaje KOju BEPOJOCTOJHO MPUKA3yjy MOjaM MM JIMYHOCT
Ha Koje ce oHe ogHoce (Busch and Ware 2023, 2). Yenen ynmbeHHIE 1a
Cy y IUTamy caapKaju FreHepucaHu METOJIOM AYOOKOr yuema, TO jecT,
deeplearning, npou3BonH reHEPATUBHUX aJBEpCapHjaIHUX Mpexa
UMEHOBaHH cy (deepfake), y OyKBaIHOM MpeBOAY: NyOOKO JaKUpame,
TO jeCT, CAHTETUYKU MaTepHjall.

Canpixaj deepfake, cTora, oIHOCH ce Ha CHHTETUYKHU BHUIEO,
ayano uiu pororpadcku caapxaj reHeprucaH METOAOM 1yOOKOT yuema,
ca UUJbEM JIaXKHpamka U3BOPHOI MaTepHjaia v HEeroBor MpenHavYeHha
y cazpikaj Koju MpHKa3yje HEUITO CACBUM APYTo. Y KOHTEKCTY BHJEO
canapxkaja, deepfake ce omHOCH Ha caapaje KOji PEACTaBIbajy H3MEHEHE
BUJICO MaTepujajie, Ipu YeMy ce Mpolecy oOpaje CHUMKa peasinsyje
BU3YeJIHA 3aMeHa 3anuca (IpuMepa paau, 3aMeHa JUIa FTOBOPHUKA, KAaKO
Ou 1enoBasIo Ja paaby NpUKazaHy y CHUMKY BPIIU APYTO JIUIE), UITH MTaK
M3MEHa ayHO0 3aIica, KOjOM €€ aKTePy OPUTMHAIHOT CHUMKA IPUITHCY]Y
npyre uzjaBe. Ha kpajy, BU3yellHU CHHTETUYKH CapKaj OAHOCH Ce Ha
¢doTorpaduje kpeupane y3 nmomoh 1yOOKOT yuemwa, Koje MOry OUTH

4V oBoM cityuajy, pycku 60TOBH cy youu npeaceqHnukux uzoopa y CAJ1 2016. roquse
yCIENH A2 HOJapu3yjy IJacadyko TeJlo MIMPEHheM Je3HH(pOopMalija 0 JeMOKPAaTCKOM
kauaunary Xunapu Knnaron (Hillary Clinton), ncroBpeMeno npomosuiryhu
penyonukanckor kaunuaara Jlonanna Tpamma (Donald Trump). Bunetu Ross, Vaccari
and Chadwick 2022.
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M3MEHhEHa BapHjaHTa OPUTHHAIHUX (oTorpaduja Wik nak MOTIyHO
HOBU MPOM3BOAM, KPEHUPAHU Yy CKJIaly ca MPENO3HATUM CEHTHUMEHTOM,
paau u3a3uBama HOBUX ocehama KoJ LIHJbHE TpyIIe.

TEXHOJIOI'MJA DEEPFAKE 'Y PATHUM 30HAMA U
INHOJIUTUYKUM KPU3AMA: CTYAUJE CJIYUYAJA

YnoTpeOHa BpeTHOCT CBE TPH BaphjaHTE CHHTETUYKUX ITPOH3BO/IA
IIUPOKA je, a caJipKaji OBE BPCTE MEHETPUPAIH Cy HE CaMO CBET IOJIUTHKE,
Beh u parHe 30He, 0 yemy he cBeounTH O/labpaHe CTyAUje clydaja.
MebhyTum, ipe caMe aHaju3e cilydaja, Hy>KHO je hJIeHTH(PHUKOBATH
MOTEHIUjaJie TI0jJaBHUX OOJIMKA OBUX MPOU3BOJA, pajd aJlcKBaTHE
NPOILICHE PEJIEBAHTHOCTH BUXOBE YIOTpeOe Y MOTUTHYKUM U PATHUM
npornarasjama JaHalllibuUIe, a cTora u 0yayhHOCTH.,

CUHTEeTUYKYU BUJICO 3aIlUCH, TO jecT, deepfake BUIEO 3amucH,
npucyTHH cy y cBety of 2017. ronune (Sayler and Harris 2022, 1), npu
yemy of1 2018. ronuHe Oesexe peOBHO T0jaB/bUBAKBE Y TOTHTHUKHM
KpyroBuma mupom ceta. Of Taja, u3paja CAHTETHYKUX BUJICO 3aIuca
y TIOIUTHYKE CBPXE MOCTAJIa je TPaBHIIO, @ HE N3y3eTaK OJ1 MPaKce, YuMe
je camo mojayana nocrojeha mponaranjHa MamuHEpHUja, a HAPOUUTO
OTBOPEH IyT Ka IMIUpewy nponaranjae mehy Hajmiaahum monmutudakum
aKTepHMa, KOjH ce MPETSIKHO HHGOPMHUIITY ITyTEM JAPYIITBEHHX MPEKa.
On 2022. roguHe, MPUCYTHOCT CHHTETHYKUX BUICO 3aInca OelIekH ce
U y paTHOj 30HHM, MOYEB OJ] TIOMHIaHUX roBopa [lyTuHa U 3eseHCKor,
mupehu ce u y Ipyre 30He cyko0a.

CHHTETHYKH ayJMO0 3alUCH 10 caja Cy YrjJaBHOM OUBau
WHKOPIIOPUPaHH Yy deepfake BUJIO 3aluce, O UeMy CBEIOYE MOTOH
CIy4ajeBH Jlaxkxuparma roopa [lyTuHa u 3ejeHCKOT, TpH YeMy ce
MoJpa3yMeBa Jia j€ y OBHM ClIydajeBUMa JaXUPaH TOK JIUCKypca,
aly 3aJpKaH OpUTHHAJNaH IJac MPETIOCTAaBJbEHUX TOBOPHHKA.
HajpenpeszeHnTaTuBHHjU TpUMEpP CHHTETHYKOT ayJIHO MaTepHjajia
npejacTaBiba JJaxkupano oopahame Ouser npeacenuuka Cupujcke
PenyOnuke bamapa an-Acana, Koju je 100MO 3Ha4YajHy TOMYJIAPHOCT
y JaHMMa BEerOoBOT CBpPTraBama, 0 KojeM he kacHuje OMTH BUILE peuu.
Crora, Hy>KHO je HarJIaCUTH JIa ¥ CAMU CHHTETHUYKH ayHO 3aliCH UMajy
CBOJjy HOTEHIIMjaJHy yIIOTPEOHY BPSAHOCT Ka0 CHHTETUYKH I'eHEPUCAH
MpolaraHHu MaTepHjal v Jeo HHPOPMAIIMOHOT paTa, ¢ 003UpOM Ha
TO Jia ©Majy 3HaTaH MOTEHIIMjall Kao CPeJICTBO OOMaHe HempujaTesba, a
HApPOYMTO HEMPUjAaTeJbCKUX CHAra y 30Hama KOH(IUKTA.
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Ha kpajy, cunternuke ¢oTorpaduje npeactaBibajy Npou3BoL
reHepucan ynorpebom BU koju je HAjnpUCYTHHU Y TUTUTAITHOM
MPOCTOPY, C 003UPOM Ha IHPOKY PACHPOCTPAEHOCT MIaThopMu u
anjMkanuja koje omoryhasajy mspany tux matepujana. Mmajyhu y
BuAy Aa ¢pororpaduja Kao METOJ LIMpPEHa Mponaranie uMa Hajuenrhe
3a IIMJb M3a3MBabE EMOLMje KOJ IocMarpaya, Hajpernpe3eHTaTuBHUJU
npumep deepfake hororpaduja npeacrapibajy Jaxxupane pororpaduje
CTpajama JIele y U3paeICKO-MaIeCTUHCKOM CYKOOY, IPH YeMy je TaKBa
METOZOJIOTHja MPONaraHaHoT Aej0oBaba MPUCYTHHja Ha NaJIeCTUHCKO]
CTpaHH.

Cge Tpu KaTeropuje JaKMpaHor cagpxaja, CTora, iMajy 3Hauajan
NOTEHIMjal 32 U3MEHY MNeplUenuuje oapeheHe MoNUTHUKE KPU3e WK
Cyko0a, Ipu 4eMy je Ba’KHO UCHTU(HUKOBATH MOAAIUTETE U CUTYyaLHje
y KojuMa ce oHe Hajuenrhe mojasibyjy. Ilo nmuTamy JakupaHuX BHACO
3arnuca, U3 aHaJIM3UPAHOT KOPITyca CHUMAaKa MOJKEMO 3aKJbYYHTH /12 je
rJIaBHY LIUJb U3paJie TAKBUX MaTepHjaia AUCKpeAnTalrja IPOTUBHIKA
(Byman et al. 2023, 6—8), anu u naxupame Hapehema. OBo ce moTBphyje
MPETXOAHO OMMCAaHUM MHCTAaHLaMa JIaxkupama BUaeo 3anuca [lytuna
1 3eJIeHCKOr, KOjuMa ce HHCUHYHMPa HEOMXOIHOCT 00ycTaBe paTHUX
JejcTaBa, Iojlarame OpysKja u, y ciydajy YKpajuHe, Ipesaja, Te H3a3uBame
KOH(Y3Hje y OKBUPY MAaTHYHOT CTAHOBHMILITBA M MHULIMpabe cykooa,
Kao IITO je cirydaj ca ['aboHOM,’ y KojeM je caapikaj JaKupaHoT BHICO
3ammca Mociy>XKuo Kao JeruTuMu3anuja u3Bohema myya (7). CHHTETHUKH
ayJlMo 3allMCH UMajy MCTY yJapHy MoON MONyT CHHTETHYKHX BUICO
3ammuca, Ipu 4Yemy je 3HauajHo uctahu na ce TakBU MaTepHjaln y paTHO
062 MOT'y KOPHCTHTH M 33 IPEHOLICHE Ja)KUPaHUX ayaHo 3aInca
MyTEM Pajo CpeAcTaBa TpyllaMa Ha TEpeHy, YUMe C€ MIPBEHCTBEHO
MOT'y U3JaTH JakHa Hapehema, n3a3Baru KOH(Y3Hja, a TOTCHIIMjaTHO
u nedernzam mehy npunanaunuma jenunuue. Ha xpajy, naxxupane
(dboTorpaduje uzpalyjy ce paau nonapusaiyje ApyITea 1 yMambHUBamba
MOAPIIKE HEMPHUjaTeJbCKUM cHarama (8), a HapouuTo paJy U3a3uBamba
JKeJbeHUX CEHTUMEHATa U OKPETama jaBHOT MIbEHa Ha CTPAaHy aKkTepa
npuKa3zaHux Ha ¢ororpaduju, Kao WTo je ciydaj ca Gororpadujama
cTpanane aeue y [lanectunn.

5 Cmarpa ce 1a je oBaj deepfake BUI€O 3a1MC HHUITMPAO U3BOlEHHE HEYCIIENIOT IyYa y
npxkasu 2019. rogure, ¢ 003upoM Ha TO J1a je mpukas3 npeacennnka Anuja bonra (47
Bongo) yueo koHdy3Hujy y APYIITBO U JOBEO JI0 [IOPACTA CYMEbE Y BETOBY CIIOCOOHOCT
Ia Biaja apkaBoM. Bugetn Byman et al. 2023.
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Ynorpeda CHHTEeTHYKOI Ca/ipaKaja y 30HaMa
CyKo00a: n3paesiCKO-NAJeCTUHCKH CYKOD

HMako je CHHTETHYKH cajJp)kaj Kao CPEJACTBO MIMpCHa
ne3uHdopmalija y 30HamMa cyko0a Je0MTOBaO MOYETKOM PYCKO-
YKpajuHCKOT cykoOa 2022. roauHe, JIaXXUpPaHU BUICO 3aIUCH, ayJIHO0
3anucH 1 pororpaduje mpruKaszaiu Cy CBOj MyHH MOTEHIIUjaJl y OKBHPY
tekyher u3paeicko-nanecTuHcKkor cykoda (Mustafa 2021, 213), npu
4yeMy je (POKYyC CTaBJbEH IPETEHKHO HA U3paay Jaxupanux pororpaduja
(Klepper 2023).

Amnanusupajyhu nocrojehe CHHTETHYKE BUJICO 3allUCe, TIPUMETHO
je J1a je oBaj TUII JIAXKUPaHUX MaTepujaiia Hajpehe mpucyran, a y ciyuajy
rojaBe, MoJipasyMeBa MPETEe:KHO MAaHUITYJIANM]e U JXKUPAkBE ayIuo
3a1Kca OPUTUHAIHOT BUICO 3aIlkca U3 CABPEMEHOT IEPHO/Ia, UITH TTaK U3
MMPOTCKJINX HECKOJIMKO I'OAUHA. ITo IUTamby I/I,Z[CHTI/I(I)I/IKOBEIHI/IX JTAXKUPAHUX
BHUJICO 3aIKca, IPUMETHO j€ Jla Ce TAKBY MaTepHUjaJiv IPeTexHO uspalyjy
y OKBHPY MaJECTHHCKE MpoIaraxe, ca iujbeM npoBokanuje M3paena,
n3a3uBajyhu crpax melhy J0KaJIHUM CTAaHOBHUIITBOM, cMamwyjyhn
MOAPIIKY paTHOM KaOWHETY, ajld U yMamwyjyhu Mopas 0opOeHux
eexTuna. [locnenmwu 3a0eiieKeHN TaKaB Cliydaj y TPEHYTKY H3paje
OBOTI' HCTPAKMBaka MOAPA3yMEBao je IacHparme JBa BHICO 3amuca
Haraja Ha M3paen koju HaBOIHO M3BOJIU CellaM JIpiKaBa, 00jaBJbEHOT Ha
npyurtBeHoj mpexu TikTok 6. oktoOpa 2024. ropnHe, aH pe FOAUIIHHLE
oTnounmama cykooda (Zhang and Wang 2024). JleraJbHUjoM aHATH30M
HopeKJIa BUICO 3amuca, yTBpHEHO je /1a Cy caMH BUEO 3aIlUCH 3aucTa
JIAKUPAHU, aJId U JIa Cy 00jaBJbEHU HEILITO PaHH]je, a 3aTUM ITOHOBO
00jaBJbEHU JIaH NIPEJI TOAMIIBUILY pau nprcehiama Ha Hanax Xamaca, ca
[1JbEM YHOILICHa HeMUPa U KoH(]Y3Hje Mel)y JToKaTHUM CTaHOBHUIITBOM.

C mpyre cTpaHe, KOPITyc JeTeKTOBAHUX JAXKHPAHUX ay 1O 3amuca
KOjH TPETHPAjy MUTAHE H3PACIICKO-TAIECTHHCKOT CYK00a yrIIaBHOM JIeiTyje
Kao opyhe AuckpeauTalmje HerpujaTesba U ypyliaBama Mel)yHapoaHe
THOJIPIIKE, TP YEMY je IPUMETHO Ja C TaKaB MaTepHjal MPETEKHO jaBiba
y OKBHPY NaseCTHHCKE porarane. HaBeaeHo onpasiaBaMo YHCHUIIOM
na [Tanectuna, xao ,,ciabuju urpau” y cykoOy, HaCTOjH J1a HCKOPHCTH
cBe nocrojehe aayTe, a CTOra M HOBE TEXHOJIOTH]e, MOy T IT'eHepUcama
CHHTETHUYKUX MaTepHjajia, Kako Ou porpuHena 6opOu u ocnabuna ,,jaun’
Uzpaen. Y ToM KOHTEKCTY, Ka0 HajpeIeBaHTHU]H PUMEP TaKBE ITpaKce
MCTHYEMO BHJICO 3aIMC y KOJEM je M3BpIICHA CHHTETHU3allM]ja ay1u0
3amuca, kako ou ce npunaaauky OC M3paena npumnucao miacupame

)
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perpyTHe mpomaraszie Ka yKpajuHCKUM JpkaBjbaHuMa, ooehaBajyhu
UM JIP’KaBJbaHCTBO, PELICHEe CTaMOCHOT MUTamka, HOBAIl U MOCJIOBHE
npunuke (Center on Extremism 2023).

Wspana naxxupanux ororpaduja je Beh Ha caMoM OYETKY CyKoOa
UIeHTH(HUKOBaHa Kao ,,BpJio MohaH anar” 3a miacupame ae3uHpopMarija
(Eisele and Steinwehr 2023) ca 1iuibeM HCTHIIARKA TATIECTHHCKOT CTPaIamka,
WJIY TaK jayamka Mopajia NajJecTUHHCKOT/U3PAeICKOT CTAaHOBHUILTBA.
Hauwme, jomr TokoM MpBHX JaHa ecKajaluje N3paesiCKO-NaneCTUHCKOT
cyko0a, y Me1jCKOM ITPOCTOPY ce jaBJbajy NpBe JaxkHe pororpaduje u3
[anectune, y Kojuma ce MpeTeKHO NPHKa3yje CTpaaame aele, ¢ 003UupoM
Ha TO J1a ce GoMOapaoBaHy INJHEBH MPETIO3HAjy Kao UealHa Mo3aluHa 3a
Kpenpame cajpiKaja Koja HHTeH3uBHUpa eMonuje nocMatpaya (Eisele and
Steinwehr 2023). Jenna TakBa goTorpaduja, 06jaBjbeHa caMo MeT JaHa
HaKOH eckananuje cykoda — 12. okrobpa 2023. ronuHe, uMaa je 3a ub
Jia TPUKa30M HaIlyIITeHor ofojuera y pyiesnHama y ['asu (Khatsenkova
2023) reHepuiiie xajbeme 300T CTpaaama najaecTHHCKOT Hapoaa,® Te je
UACHTU(HUKOBAaHA KA0 jeaH OJl HajpaHUjUX CHHTETHUYKHX MaTepHjaia
Koju je o0enexuo oBaj cykod. [Iponarananm marepujal ycMepeH Ha
jadame MopaJa MaJleCTHHCKOT Hapoja oJl MoYeTKa cykoda MojayaH je
W MaTepHjaJiiMa T€HEPUCAaHUM y3 IMOMON BelITayke MHTEIUTeHIH]E,
y OKBUPY KOjHX C€ YIJIaBHOM jaBJbajy CIMYHU MOTHBU — HacCTaBaK
HOPOAMYHOT KHMBOTA Y PyLIEBHUHAMA HAKOH U3PAEJICKOT 1€jCTBOBAmbA, AT
Y HAKOH 3aTOYEHUILTBA Y U3paeICKUM NpuTBopHUM HeHTpuMa (Golshiri
2024), mTo je KapaKTepUCTUIHO 3a NaJeCTUHCKY mponaranay. [lopex
MaTepHjaia OBOI KapaKkTepa, IPUCYTHE CY U CHHTETHUKe GoTorpaduje
Koje puKasyjy aejcrsoame OC M3paena u TeHKoBe Mely pylieBUHaMa,
KOje Cy, 110 IPUPOJIU CTBAPH, BEPOBATHO KPeHpaHe Yy CKIIOMY H3PACIICKe
nponaranze (Eisele and Steinwehr 2023; Klepper 2023).

VYBUIOM y HaBelIeHE MaTepHjajie, IPUMETHO je 1a Cy ayTOPU OBUX
nponaraHHuX MaTepujaia IPeTexKHO MaTPUOTCKH HACTPOjeHa IIMBUITHA
JU1a, KOja Ha CBOjUM MIPUBATHUM HAJI03UMa Ha IPYLITBEHUM Mpekama
Jielie CAHTETUYKH CaJipiKaj, a HAPOYUTO CUHTETUYKe doTorpaduje,
Koje ce xopucte u y HoBuHapcke cBpxe (Eisele and Steinwehr 2023).
Ha oBaj HaunH, ucTHYe ce COUMjaIHU KapaKTep OBaKBE MpOMaraHiaHe
AKTHBHOCTH, KOjU OMOryhaBa JejoBame y TOMUIIH, aJld U3 YI00OHOCTH
CBOT JIOMa, YUME CE YTHUE Ha MOPaJ JIOKAJTHOI CTAHOBHHILITBA, EMOLIUje
nocMmarpaua, ¥ IoApIIKy Mel)yHapogHe 3ajeiHuLe.

¢ Kacuuje je yrBpheHo ja je y nurtamy Gpororpaduja iaxxupana ocam MeCeIil paHuje,
Kao MPHKa3 CTpajama Jele Y 3eMJbOTPecuMa.
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MebhyTumMm, 3HauajHO je nuctahu U Ja Cy UCTpaKMBaYU KOjU Ce
OaBe nesuH(oOpManMjaMa y IpBUM HeJesbaMa cyKoOa yTBpAWIHN Ja
je Opoj CHHTeTHUYKHUX cajJprkaja OrpaHuueH, a BehHa HUje yBepJbHBa,
ondanyjyhu mBUXOB peajlHH yTHIA] HA IIHPEHE Iponaranie, ajau
notBphyjyhu muxoBy Moh 1a n3a30By jake eMolHje KO IocMarpaya.
Y TOM KOHTEKCTY, HCTPaKUBaYU UCTUYY J]a CYy CHHTETHYKH MaTepujain
JIOBEJIM U JI0 KpEenupama OTKJIOHA KoJl ogpeleHe rpyrie nuua, Koja caja u
peaiHe MeAMjCKe calipikaje KapaKTepHIle Kao CHHTeTHUKe, ITHTehu ce
Ha Taj HAUYWH OJ MaHUIynanuja, aiau u ox uctune (Hsu and Thompson
2023). Kao nocnenuma Tora, ydeCHUIIUMA Y KOH(MIUKTY je OTBOPEHA
MOryhHOCT UMITJIEMEHTalK]je TPUHLIKIIA ,, AMBUACH IE TaxKJbuBLA (liar’s
dividend), y okBUpY KOjer MOT'Y HETUPATH ayTEHTUYHOCT JEIUKATHOT
MEZIMjCKOT ca/ipkaja HeraTHBHE KOHOTALM]je, Ha3MBajyhu ra CHHTE THUKUM
KOHCTPYKTOM, HaKko oH To y Outu Huje (Busch and Ware 2023, 4; Hsu and
Thompson 2023), Tume noBonehu MehyHaponHy 3ajeqHHILY Y HEIOYMHILY
1 u3a3uBajyhu cBe 1y0sby epo3ujy MoBepema y HCTUHUTOCT AOCTYTHUX
uHpOpMalrja O IelIaBamy Ha TEPEHY.

Ha xpajy, "HIUKaTHBHO je 1a ce KOPUCHULIM APYIITBEHUX MpPExKa
U 1aJbe OClIabajy Ha yHoTpeOy cTapiuX CHUMaKa, MOHTHPahe BU3YSITHUX
Martepujaja i NpUIHCHBabe HCTHX AemaBamumMa y Uzpaeny/[lanectunu
(Hsu and Thompson 2023), mana GppeKBEHTHOCT M0jaBe CHHTETHUKHUX
caapikaja ykasyje aa he ce ynorpeba deepfake matepujana HHTEH3UBHPATH
y JaJbeM TOKY OBOT, aju u 'y Oyayhum cykoouma. Ctora, MOKEMO
3aKJBYUYUTH Ja je NMaJECTUHCKA pollaraniHa MallnHepuja, Koja je
JIOMHUHAHTHHja Y OBOM CYKOOY, Y IpoLecy TecTHpama MoryhHoCTH
ajara 3a reHepHcame CHHTETUYKUX MaTepujaja, ITo he 10BecTH 10
yHampehema TeXHUKa, a CaMUM THM U noBehama KBaJIuTeTa caapxaja,
koju he mpeys3eTH npuMar HaJ KBAaHTHTETOM M Ha Taj HAYWH JOAATHO
3aMariuTH JUHUJY u3Mely HCTHHE U JIaXH.

VY mapy ca Ipyrum anatuma Koje Hynu aHanutuuka BU, momyT
ajropuTaMcke amrudukanuje, oopaae NIpUPOAHHUX jE€3UKa, Ma YaK U
MaHUITyIHCcamka npeTpaxkuBadynMa (Buaetu Kazi¢ 2023a), moryhe je
MPOM3BECTH jOLI IECTPYKTUBHU]Y MaHHUITYJIAIN]y HApaTHUBUMA IPHCY THUM
Ha IpyIITBEHUM MpeKaMa, He CaMo Kpo3 'eHepucame JaKHUX caipiKaja,
Beh 1 Kpo3 ceneKToBambe HapaTUBa Koju he OUTH HajIPUCY THUJU U TUME
JUKTHPATH CEHTUMEHTE OMILTET jaBHOT MI-EHha 0 OApel)eHuM MUuTamumMa,
yuMe je Moryhe u3rpaguTy NOTIyHO HOBY CIIUKY O aKTYEeJIHUM, aJld U
OynyhuM paTHUM JemaBambMMa Ha HUBOY PETHOHA.
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Ynorpeda CHHTETHYKOT CaJAPKaja y NOJUTHYKHM KpH3ama:
naja Baage y Cupnjun

OnoneBajyhu nporectuma, rpahaHcKkoM paTy, TEPOPUCTHUKOM
JIeJIOBAbY M CTPAHOM yTHUI[ajy CKOpO 14 ro/irHa, CBpraBame MpeaceIHuKa
Cupujcke Penyonuke, bamapa an-Acana, oqurpaino ce Op30moTesHo,
HanaoM ,,[Tokpera 3a ocnoboheme Jlesanrta” (Hayat Tahrir al-Sham), y
Tpajamwy oz 27. HoBeMOpa 1o 8. neuemoOpa 2024. ronune (Loft and Mills
2024, 10). OcraBkoM aji-Acajia M Haly I TambEM JpxKaBe Tor 8. aerneMopa,
CTaBJbCHA je TauKa Ha 54 ropnHe BnagaBuHe nopoauie an-Acan Cupujom,
Y OTBOPEH je MPOCTOP 3a JICJIOBAE Pa3yl)eHO] OMO3UIIH]jH TO0Y HEHUYKOT
KapakTepa, Koja TPEHYTHO YIIPaBJba JIPIKABOM.

Hako ce y 0BOj CTYIUjU cllydaja aHAJIU3Upa MEPUOJ OJ] HEIITO
Mame O] JIBa Mecella, HaBelleHH joralaj 3HauajaH je yTOJIMKO 300T
NojaBe CHHTETHUYKOT CaApkKaja KOju TPETUPAJy OBY MOJUTUUKY KPH3Y
y BpJIO KPaTKOM BPEMEHCKOM Meproay. ['oBopehn 0 CHHTETUUKUM
BUJICO 3aIMCHMAa, Y 33JIaTOM BPEMEHCKOM POKY HHje HJICHTH()HUKOBaH
HI/IjCI[aH JJa)KupaHu BUACO 3allyC, ITO HE 3HAYM HYKHO Ja TaKaB
Marepujan Huje uspahen. Unak, npea Hoh y Cupuju 6e3 nopojguie
an-Acajl OKapakTepHucaHa je 10jaBOM JIaKHOT HapaTUBa O CTPallamby
4JIaHOBA HEeKala Biajajyhie mopoauie HakoH ouiacka barapa an-Acana,
anynupajyhu Ha HaBOJIHO CTpajialkbe pohjaka CBPrHYTOr MPEICEIHMKA,
u3BecHor Cynejmana Xunana an-Acana (Sulaiman Hilal al-Assad),
Koju je obereH Ha Tpry y Jlarakuju. [1o ToM nuTamy, CHpHjCKU METUjH
MIOCBEIOYNIIN Cy LIMPEHY BUJICO 3aIMiCa jJaBHE €r3eKYIHje OCIIeHheM JINIa
MYIIIKOT I10J1a Ha TPTY, Y3 CKaHIHpame OKyIlJbeHe Mace. JleTasbHujoM
aHaJIM30M, YTBPEHO je Jia je y MUTamly er3eKyluja Jpyror Juia, mo
uMmeny Amap ain-Acan (Ammar al-Assad), Koju HHje y CPOACTBY ca
MPENICEHUKOM, U TO Ha JIPYroj JIoKaluju, y rpaay Kupoer [azane. Y
TPEHYTKY M3pajie OBe CTyAHje, noctoje uuauiuje aa je CysejMan an-
Acaj, y KpBHOM CpOJICTBY ca barrapom an-Acajom, 3aucta youjeH y
Jlarakuju (Bahl 2024), anu one Hucy notsphene.

Haj3znauajHuju y3opak CHHTETHYKOT ayJ{0 3amuca MojaBuo ce
y Hohwu HakoH mnaja cupujcke Biane, 8/9. neuemoOpa 2024. roguse.
Hagenenu ayano 3amuc, Bu3yeiaHo uaeHTudGukoBaH ¢pororpadujom a-
Acajia, npejicTaBJba MOHOJIOT y KOjeM CBPTHYTH MPEJICEAHUK 00jaBIbyje
JIa OZICTYTIa ca JIy’)KHOCTH U IPEeiaje BIACT y pyKe npeaceannka Hapoane
CKYTIITHHE, y3 YCJIOB Ia UMEHOBAHH IPOTIaCh CBEOOYXBATHO HAIIMOHATHO
MIOMHPEH-E M OPraHu3yje IeMOKpaTCKe H300pe y POKY OJ] TOJIMHY JlaHa
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(Bahl 2024). Umajyhu y Buny na je 6er an-bamapa u3 3emsbe 610
Beh mo3HaTa YMHEHHUIA, HABEACHW CHHMAK Ce MCTe HONM MPOIIMPHO
JOpYIITBEHUM Mpexama, Te je moaesbeH npexo 200.000 myrta (Bahl 2024).
MebhyTum, OHO LITO je HapoJ HAarHajo Ha CyMIY Y BEPOJOCTOJHOCT
UCTOr HUje Ouna ,,00jaBa KanuTynanuje”’, Beh jaBHO U3BHIbEHE an-Acaia
CHPHJCKOM HapoJy 3a Jeja LEJIOKyIHE Mopoaule ai-Acal, Hapeheme
NOBJIaYeHa CBUX CTPAHMUX CHAra U MUJIMIIMja ca CUPHjCKE TEPUTOpH]E,
Te pacKuJame cBUX cnopasyma ca P® u Mcnamckom PeryOnukom Upan
(Bahl 2024), noce6no umajyhu y Buay na je bamap an-Acan yrouuire
npoHammao y Mocksu (Woollacott 2024; Muhammad 2024). Kachuje
je YTBpheHo n1a je oBaj CHHTETHYKH ayI1o 3allKc TeHEpUCaH paHuje, y
centeMOpy 2023. ronuHe, Kaja je 00jaB/beH Ha APYLITBEHO] IIaTHOPMHU
YouTube; mehyTtum, mreta je Beh Onna HaunmeHa, HHPopMaLrja je
Noze/beHa CTOTUHAMA XUJbaJa MyTa, a MOjeANHN KOPUCHULIH Y 1Y CY
YaK ¥ OBEPOBAJIH.

Cunretnuke Qortorpaduje cTpagama JOKAIHOT CTAHOBHHUILTBA
reHepUCcaHe Cy U IIachupaHe of] HoueTKa rpahanckor pata y 3emipn 2011.
ropune (Sidharth 2018), a HapounTo ToKOM nprmara ,,lciaamcke apxase’”
Ha teputopuju Cupuje u Hpaka (Kajjo 2024), na cBe 10 TaHAIIBUX
JaHa, Py YeMy ce JOMUHAHTHA TeMaTHKa MEHballa CXOJHO MoTpedama
U cUTyauHju. ¥ TOM KOHTEKCTY, Of cBpraBama bamapa an-Acana,
CUPHJCKUM cajoep mpoCcTOPOM JOMUHUPAJy CHHTETUYKE, aJld U PealiHe
¢dotorpaduje u3 3arBopa Cenpnaja (Sednaya), crBapajyhu xondysujy
U npukasyjyhu crame cazna ocno0oheHnX 3aTBOPEHHKA MOPOAMLE all-
Acan ropum Hero mTo oHo 3aucta jecte (Pars Today 2024). lneja
M3a OBE KaMIlalke OJHOCH C€ Ha JIOJAaTHO ypyllaBame KynTta bamapa
an-Acana, MpuKa3 BHEroBe pernpecuBHE BlaJaBUHE, alld U KPEUPambe
CHMIIaTHje 3a aKTyeJIHy TPaH3ULHMOHY BJaly U3 peaoBa MoOymeHHUKa,
KOja je OBUM YMHOM OKOHYaja MaTiy OBHUX MPETEKHO MOTUTHUKHUX
3aTBOPEHHKA, Py ClIpevaBarmba ajl-Acai0BOr €eBEHTYaIHOT TOBpaTKa Ha
yeno apxxase. Haume, poTtorpaduja koja je mpuByKia HajBUIIE NaXIbE,
a Koja IpuKa3syje 3aTBOPEHUKA OBOI' 3aTBOpPA, 3aIPaBo je JaKUpaHa
¢dortorpaduja u3 nepuoaa npe naga bamapa an-Acazna, Te Hema Bese ca
TperyTHoM cutyanujom (Woollacott 2024).

[Iprka3 CHHTETUYKHUX MaTepujajia KOju Cy OCBOJUIIH MEIUjCKU
POCTOP HAKOH cBpraBama bamapa an-Acana ykasyjy Ha YHBCHHUILY
Jla OBAKO KpaTak MEepHOA HHUje JOBOJbAH 32 KPEHPAkhEe OPUTHHATHOT
Y HOBOT' CHHTETHYKOI' CaaprKaja, aJli CBAaKaKO OCTaBJba MPOCTOPa 3a
pEBUTAIM3ALN]Y CTAPUX MaTepHjajia y HOBE CBPXE. Y3 TO, IOCTOjambe
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a/IeKBaTHUX MaTepHjaja yKaszyje Ha TeHACHLN]y Kpeupama Ipornaranie
renepucane BU, a HapounTo aynuo 3anuca u pororpaduja, uemy Uiy y
MPUJIIOT TaKUpaHo oOpahame CBPrHyTOT IpeaceqHuKa U GpoTorpaduje
MOJIMTUYKUX 3aTBopeHuka. Mmajyhu y Bugy mocrojame nHTEpEca
030MJBHUX WTpaya y CBETYy MH(POPMAIIMOHOT paToBama, nonyt PO u
WP Upan (Loft and Mills 2024, 24-29), 3a cupujcku cajoep (anu u
reorpa)cku) MPOCTOP, MOKEMO OYCKHUBATH MHTECH3UBUPAIbE 10jaBe
MHCTaHLU CHHTETHYKUX Caapikaja, Koju he, c 003MpoM Ha TOK BpeMeHa 1
Halpeaak TeXHOJIOTHje, TOTEeHIMjaIHO OMTH BEPOJIOCTOjHU]U, EMOTUBHU]H,
a caMUM THM — U YOUTa4HH]U.

3AK/bYYAK

[TojaBa reHepaTUBHUX aJBepcapHjaTHUX MpEKa U HBHXOBOT
npou3sBoa — deepfake matepujaa, IONATHO j YCIOKUIIA UACHTUPUKAIIH]Y
UCTUHE Y MOPY HH(OPMATUBHOT CajiprKaja, a 10 MUTaky KOH(IIMKATa U
TMOJIUTUYKHX KpHU3a, yKas3aja Ha HOTCHHI/IjaH BCIITAYKE I/IHTCHI/IFGHHI/Ije
Jla ecKalimpa cyKko0e v Kpu3e, aJld U JI0IaTHO 3aMariiv JUHH]Y Koja JIen
HUCTUHY OJ1 JIAXKU.

Hako je MOogamuTeT WUpema AUTUTAJHE MpomnaraHje u
nesuHpopMaliija 3HaTHO YCJIOXeH rmojaBoM BU y oBuM mnporecuma,
akajieMcKa 3ajeJIHHIIa jOIll YBEK HE UJICHTH(HKY]je OBaj CErMEHT Kao
HOBY (pa3y mpormaraHjaHe akTuBHOCTH. OBHM pajJioM, a HAPOUUTO
OBUM 3aBpHIHUM pE€UuHrMa, HaCTOjI/IMO Ja UM IMMPpOMEHHUMO MUIIJBECHLE.
HauMme, MHAMKATUBHO je Ja Cy U3paja U MUPEHE MpOoMaran/e 3HaTHO
ONakIaHe nojaBoM ViHTepHeTa M APYIITBEHUX MPEKa, all je cama u3pajia
HpOIaraHHOT MaTepujaia, 70 MojaBe BeUITauyKe HHTEIUTCHIIU]e, OCTaa
y IOMEHY MaHyaJlHe u3paje, Te je u3UCKuBaa nmocBeheHocT, paj, Tpy, a
HapouuTo — uzejy. Epa cunrernuke nponarane u yums BU ocinioboamia
je uzpahuBade TOr MaHyeITHOT pajia, CTaBJbajyhu y lbHXOBE PyKe ,,TOTOB
npousBon’, u3paleH npema gatum crerudpukajama. OBo ce He OTHOCH
camo Ha caJipkaje u3 crieKkTpa deepfake, Beh v Ha mpornaraHiHE TEKCTORBE,
KOju ce cajia Mory uspaljuBaru y3 nomoh ajiata 3a reHEpUCAHE TEKCTa,
aJIv ¥ ajiata 3a o0pajly MpUPOIHUX je3uka (natural language processing

— NLP). [Ipyru anatu u3 cnektpa BU, a HapounTo MalimHCKOr yuema,
MOMYT aHAJIN3e CCHTUMEHATa, oMOryhaBajy XUIeprepCOHaAIN3AIIH]Y
cajpxkaja, IITo je MPUMETHO y ciyuajy [lanectune/M3paena. Hanpenuu
anaru BU takohe npysxkajy moryhHoCT 00pajie BEIMKOT CKyIia MOjIaTaka,
paay UACHTU(PUKOBAKA eMOLMja TPUNaJHUKa IHJBHE TPYyIIe, YUMe
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ce omoryhaBa u uaeHTU(HUKALM]a APYIITBEHHUX MOJIENa U Kpeupame
caapraja KOjUM ce IOJaTHO ecKallipa CyKoO MJIM MOJMTHYKA KPHU3a,
noBoaehu yuecHrke y CykoOy y maT-mo3HIujy.

CarnenaBajyhu npe3eHTOBaHE CTyIHje clydaja U3PaesICKO-
MaJeCTUHCKOr cykoOa u cBpraBama bamapa an-Acaga y Cupuju,
WHJIUKATHBHO j€ J1a C€ LMJbEBU NMPOMAraHIHOT JeJI0Bakha HE MEHAjy,
Beh yBek Jienyjy y CBpXy MaHHUIIyJIallje CCHTUMEHTHMA, OlpaB/iaBamba
COIICTBEHOT /ICJIOBama, T€ 0CyhHBama akTUBHOCTH HenpujaTesba. Unak,
OINILITa IOCTYMHOCT ajlaTa OBOT KapaKkTepa, a HApouuTo anara 6asupaHux
Ha 1yOOKOM yuemy, Koju oMoryhaBajy MacoBHY HPOM3BOAGY CHHTETHUKUX
cajapkaja, 3HATHO OJIAKILIABajy U yOp3aBajy MpOoMaraHaHo JIeJI0BABE Y
OKBHUPY AUTUTAIHOT pocTopa. M3 cykoba y cyko0, o1 Kpu3e 10 KpHu3e,
ajaTH aHAJIUTHYKE BELITauyKe MHTEIUTEHIU]e, CXOAHO MPUHIUIINMA
MAIIMHCKOT Yuera KOjU 3aXTeBajy KOHCTAHTHO TPEHHPAhE MallnHa
paaM JoCTU3amka HalpeTKa, IOCTHXKY cBe 00Jbe pe3yiTare, Te mpakca
CIIpOBOhem-a pornaran/e y3 OBakBe Matepujaje Oenexu ce Behe ycmexe.
CxoHO TOME, MPUPOAHO j€ — M OUYEKHBAHO, Y HAPEIHUM IOJUHAMA,
HapeJIHUM CYKOOMMa, 1 HapEIHUM MOJUTHYKUM KpH3aMa, OUYeKHUBATH
CBECTpPaHH]jy, CBEOOYXBaTHH]jy U LEIUCXOAHH]Y YIIOTpeOy OBHMX HOBUX
ajara Mpornara’JIHoOT JIeJI0BabA.
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which states that contemporary digital propaganda, aided and generated
via Al, significantly complicates the course of ongoing events, thus
leading to inevitable conflict escalation, making it difficult to distinguish
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will present a comprehensive analysis and study of individual cases
of Israel/Palestine and the Syrian Republic to create a framework of
possibilities and influence of such content on classical armed conflicts,
as well as on political crises in the Middle East.

Keywords: artificial intelligence, digital propaganda, disinformation,
machine learning, deep learning, deepfake, Middle East,
Israel/Palestine, Syria

INTRODUCTION

Looking at the history of humanity and the course of wars that
have marked the world, it is noticeable that every state of war leads to
finding new solutions for old problems, thus initiating the development
of technology and the creation of new ideas. For example, World
War One marked the following three pivotal changes in the warfare
paradigm: industrialization, the introduction of the third dimension
of warfare through the use of planes, and enabling action against the
enemy in depth (Zabecki 2015, 2-3). On the other hand, World War
Two will forevermore remain marked by the development and the use
of the atomic bomb, but also the radar technology, which ensured the
possibility of early detection and thus an early response to the potential
attack of the enemy forces (Genuth 1988, 276). After the two world
wars and joint efforts of the international community towards the
preservation of peace, the polarization of the world and the presence
of two powerful blocks — the Western and the Eastern, conditioned
the development of techniques in a different direction, focusing on
subversive action, the proliferation of intelligence work, but also on
the methodology of covert participation in a conflict, such as proxy
wars. In such a constellation of maintaining the seeming peace, the
first steps in psychological, electronic and cyber warfare, directed
towards a continued destabilization of the enemy ranks, were made.
Therefore, we can naturally conclude that the pioneers of the academic
community, motivated by the idea of predicting the appearance of the
next grand war, depicted the potential World War Three within the
framework of conflicts “from afar”, with the use of advanced technology
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of the information technology field. In the seventies of the 20" century,
Canadian media theoretician Marshal McLuhan presented his prophecy
regarding the form of World War Three, predicting that it would be
a “guerilla information war, with no divisions between military and
civilian participation” (Forest 2021, 13).

In the spirit of previously identified pivotal paradigms of warfare
during the two world wars, and bearing in mind the ongoing Russian-
Ukrainian conflict, which contemporary political scientists characterized
as a “critical juncture”, “point of no return” and “an introduction to
World War Three”, we confirm the idea that the state of war opens up
a space and motivates the experts into seeking new solutions for old
problems. What significantly dominate the Russian-Ukrainian battlefield,
and thus the Russian-Ukrainian sky, are the Unmanned Aerial Vehicles
(UAVs), the use of satellites, hybrid warfare, cyber-attacks, as well as
the use of artificial intelligence (Al) tools, which all fall into a broader
category of “information technologies”, by the prophecy of academic
thinkers from the end of the 20™ century. Therefore, if we indeed treated
the Russian-Ukrainian conflict as an overture into World War Three,
we could confirm that McLuhan’s prophecy is coming true. Thus, in
this “information war”, we also notice some new action factors, such
as advanced UAVs and Al tools. Therefore, we identify these two as
segments worth further research, whilst the main focus of this research
is on the perspectives of Al tools.

The primacy of studying the application of Al instead of UAVs
in this paper does not mean that the aforementioned technology has a
lesser value. On the contrary, as a developing sector, the production
of UAVs is still recording significant improvements, thus providing
various amenities to the conflict participants. However, the extensive
amount of research material on this topic, as well as the previously
completed studies of the practice and experiences taken from the use
of UAVs in war zones, already fill the academic vacuum that used
to exist regarding this field. Namely, extensive use of UAVs in the
territories of Ukraine and the Russian Federation (RF) was expected
and predictable, bearing in mind that the post-Soviet geographical
space, which includes these two countries as well, already registered
such practices during the Second Nagorno-Karabakh war in the fall of
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2020. Previously present in Libya', in the Syrian warzone, amongst the
Hezbollah ranks, as well as in the hands of the Houthi rebel group in
Yemen (see Pori¢ i Kazi¢ 2021), etc., the use of UAVs during the war
in Nagorno-Karabakh was not a novelty in the field of warfare, but it
still represented a significant game-changer in the modality of the use
of this type of a combat system in the conflict zone. Namely, during
this conflict, the use of UAVs for the sake of propaganda was registered,
given that Baku publicly showcased video footage of completed missions
against the Armenian targets, elevating in this way its’ population
morale. Similar techniques of spreading propaganda are recorded in
the Russian-Ukrainian battlefield as well. However, we must stress
that Ukraine and Russia went a step further in this context by placing
deepfake video footage of presidents of the enemy states, used for
propaganda, thus attracting attention to this new practice.

Only twenty days after the launch of the Special Military
Operation (SMO) of the Russian Federation in Ukraine, on March
16, 2022, video footage of President of Ukraine Volodymyr Zelensky
(Bonooumup 3enencku) was published on the hacked webpage of the
Ukrainian TV station Ukrayina 24, in which he addressed the nation
(Pearson and Zinets 2022; Majchrzak 2023, 49). At first glance, the
appearance of Zelensky seems credible, marked by details characteristic
of Zelensky’s addresses at the beginning of the war — military shirt,
minimalist background, emotional speeches, and directly addressing
the people. However, after listening to it, most Ukrainians rejected
the video footage, deeming it fake, which was also confirmed by the
Ukrainian Presidency in record time. Bearing in mind the content of the
speech — which called upon the Ukrainians to surrender and capitulate,
it is indicative that fast detection of faked footage prevented significant
losses on the Ukrainian battlefield since following through this order
of the Commander-in-Chief of the Ukrainian Armed Forces would
at least cause desertion and open up space for Russian Forces to take

! There is a common stance that the Turkish defense industry tested the operability of
its UAV Bayraktar TB2 in Libya, often referred to as the “drone war” in the academic
and scientific communities and that it further advanced the techniques of warfare with
the use of this UAV during the Nagorno-Karabakh war, achieving unmitigated success
and thus attracting the interest of numerous countries worldwide for this product. See
Al-Dhahab 2019.
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over strategic positions. Despite the failure of this propaganda attack,
this deepfake pointed to the new use value of artificial intelligence
in conflicts, forecasting their increasing occurrence in the conflicts
to follow. In this context, experts in the domain of the theory of Al
application stress that even though the Russian-Ukrainian conflict
intensified the development of Al for war purposes, its full capacity
will be reached in the near-future conflicts, especially within the Israel-
Palestine conflict (Eisele and Steinwehr 2023).

In this context, it is important to stress that the said deepfake video
footage emerged as a response to a Ukrainian attempt at subversion of
the morale of the Russian Forces active within the enemy lines a little
earlier, within the first two weeks of the conflict.? The said deepfake
video footage, which raised media attention only after the appearance
of the faked video footage of Zelensky, depicted Vladimir Putin
(Braoumup Braouumuposuu ITymumn), the President of the Russian
Federation, addressing the Russian nation, in which he proclaimed
a ceasefire, the beginning of peace negotiations with Ukraine and
recognized the independence of Crimea as a Republic within the
Ukrainian borders (Baig 2022). When posted on Tiwitter, it initially did
not attract significant attention. Namely, the deepfake manipulations
distorted the material, and the video footage was visually familiar to
the broader public, contrary to the video footage of Zelensky, which
mimicked and was identical to the uniform appearance of the Ukrainian
President from the beginning of the conflict.

Despite the failure of these two initiatives, we can rightfully
state that the breakthrough in the development of Al, and especially
machine learning as a tool from the analytical artificial intelligence
(see Dori¢ i Kazi¢ 2021) specter enabling the construction of deepfake
content, enlisted this method of manipulations within the future tools of
information warfare and psychological operations, thus prompting us to
give this new phenomenon special academic attention, not only in the
context of understanding the technique of construction of materials of

2Tt is estimated that this video footage was created after February 21, 2022, since the
deepfake technique changed the content of Putin’s speech, while the video footage
remained intact, representing the footage of Vladimir Putin’s address to the nation after
the recognition of the independence of Donetsk and Lugansk, two separatist regions
in the south of Ukraine. See Baig 2022.
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this sort but also understanding and identification of their presence in
other ongoing conflicts and political crises, such as the current conflict
between Israel and Palestine, as well as the recent overthrow of the
President of the Syrian Republic Bashar al-Assad and consequential
intensification of the political and security crisis in this country, which
will both be presented further in this paper as case studies. I justify the
selection of these cases by noting that the case of the Israel/Palestine
conflict has a military character, and al-Bashar’s overthrow presents as
a political crisis, thus enabling the generation of case studies from the
same geographical region but in different contexts. The case studies
are selected to confirm the hypothesis that such propaganda tends to
escalate the existing conflicts and crises, thus making it difficult to
distinguish truth from lies.
To create a theoretical framework for the research, the key terms
— propaganda, digital propaganda, information was, disinformation,
artificial intelligence, and synthetic media will be defined as follows.
Propaganda implies the spread of attitudes, facts, arguments and details,
including false and fake ones, to create an attitude of the general public
regarding some issue, whilst digital propaganda implies the conduct
of this action via digital media. Propaganda action can be constant
and conducted in times of peace and war, usually to create a positive
image regarding an issue of significance for one’s society. In contrast,
information war, which implies the creation and placement of propaganda,
is conducted just before and especially during a “conventional, hybrid
or cold war” (Kotelenets and Barabash 2019, 369), intended to discredit
the enemy. During the spread of propaganda and especially during
information war, the focus is on the placement of disinformation. We
define disinformation as intentionally and consciously created fake
information directed towards deception of the message recipient
(Bereskin 2023, 6), with the final goal of gaining political, economic
or military benefit (Majchrzak 2023, 43). In the chain of actions,
disinformation is the smallest unit used for spreading propaganda,
while propaganda can, but does not have to be a part of a much greater
operation — information war. In the end, we define artificial intelligence
as the ability of a machine to fulfil tasks and other functions which, by
the nature of things, imply human factors, such as reasoning, planning,
learning and creativity (Majchrzak 2023, 44), while synthetic media is
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media content (text, video footage, audio footage, photograph, visual
display) generated via artificial intelligence (Bereskin 2023, 25).

THE PAST AND PRESENT OF PROPAGANDA:
THE ARTIFICIAL INTELLIGENCE FACTOR

Spreading propaganda towards an enemy is neither the construct
of the 20" century nor a novelty within the manipulation techniques
(Sayler and Harris 2022, 1) since its emergence coincides with the birth
of humanity. Having reviewed examples of significant propaganda
activities since the times of ancient civilizations to the present day, we
propose the following historical division of the chronology of propaganda:

The mythological propaganda phase characterizes the creation
of traditions, myths and legends about a ruler, historical event or
other prominent individuals. Predominantly based on oral tradition,
representation through monuments, artistic paintings and cultural
goods, such propaganda campaigns were directed predominantly
towards the local population, given their inability to emit messages
to distant regions.’

The mechanical propaganda phase began in 1440 with the
mechanization of propaganda production with the help of Gutenberg’s
printing press. Since the mid-fifteenth century, the printing press and
other tools invented in the 20™ century, such as radio stations, film
production, and television, enabled the faster spread of propaganda and
reached broader public masses. Propaganda was at its peak in pre-war
and war times when it served to not only deceive the enemy but also
increase recruitment capacities by strengthening the morale of both
combatants and non-combatants (see Sostaric 2019).

The digital propaganda phase began with the commercialization
of the Internet, especially with the emergence of various social networks
and platforms, such as MySpace, Facebook, YouTube and Twitter, during
the first decade of the 21% century. What is characteristic of this phase
is not necessarily the faster access to the target group and decentralized
action towards broader masses but the transition of propaganda from

3 A good example is Ramses II, who placed disinformation after the Battle of Kadesh in
1274 b.c. which presented the outcome as the victory of Egypt by instructing stonemasons
to inscribe the temples with stories of this victory. See Ingenia 2022.
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the state to the private sphere, thus opening up a path for the influence
of non-state actors on state politics. The clearest examples of effective
action of civilians in terms of propaganda are the movements which
initiated uprisings during the Arab Spring in the Middle East and
the propaganda operation of automatized Russian bots during the US
presidential elections in 2016.*

The synthetic propaganda phase builds on the digital propaganda
phase, nourishing a causal relationship, bearing in mind that synthetic
propaganda material uses digital media to emit propaganda into the
ether. This phase begins with the first advances in the field of machine
learning, a tool from the analytical artificial intelligence (see Kazi¢
2023b) specter, especially with the breakthroughs in the domain of
deep understanding, thanks to which a complex technique codenamed
Adversarial Network — GAN, was constructed, in 2014. With the help of
this technique, the artificial intelligence system learns from available
audio, video footage and photographs, acquiring the ability to create
entirely new content afterwards. With the use of two algorithmic forms

— a generator, which creates new content, and a discriminator, which
grades its reliability and plausibility, it is possible to create completely
fake content which reliably depicts the term or the individuals they refer
to (Busch and Ware 2023, 2). Because these contents are generated
via deep learning methods, the products of generative adversarial
networks are codenamed deepfake, literally meaning — deeply faked
content, synthetic material.

Deepfake content, therefore, refers to synthetic video, audio
or photographic content generated via the deep learning method, to
falsify the source material and its modification into content depicting
something else. When speaking of video footage, deepfake refers to
content that represents tampered video materials. This means that
the footage was altered in the video editing process to present that
someone else is performing a specific action. The audio recording
can also be modified to attribute different statements to the individual
featured in the original footage. Finally, visual synthetic content refers

“1In this case, Russian bots succeeded in polarizing the US voting body on the eve of the
2016 presidential elections by spreading disinformation about the Democratic candidate,
Hillary Clinton, at the same time promoting the Republican candidate, Donald Trump.
See Ross, Vaccari, and Chadwick 2022.
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to photographs created via deep learning, which can be a changed
variant of the original photos or new products generated in line with
the recognized sentiment to incite new feelings among the target group.

DEEPFAKE TECHNOLOGY IN WAR ZONES
AND POLITICAL CRISES: CASE STUDIES

The use value of all three synthetic products is broad, and such
contents have penetrated the world of politics and war zones, which
the selected case studies will confirm. However, before stepping into
case study analyses, it is necessary to identify the potential forms of
appearance of these products to adequately assess the relevance of
their use in contemporary and future political and war propaganda.

Synthetic video footage — deepfake video footage, has been
present in cyberspace since 2017 (Sayler and Harris 2022, 1), whereas
they have been appearing in political circles regularly since 2018. Since
then, the creation of synthetic video footage for political purposes
became the rule and not an exception to the practice, thus only fortifying
the existing propaganda machinery. This especially opened the path
towards spreading propaganda among the youngest political actors,
who predominantly keep informed via social networks. Since 2022,
the presence of synthetic video footage has been recorded in the war
zone as well, starting from the previously mentioned speeches of Putin
and Zelensky and spreading to other conflict zones as well afterwards.

Synthetic audio footage, until now, has usually been incorporated
into deepfake video footage, which is confirmed by the previously
mentioned faked speeches of Putin and Zelensky, in which the course
of discourse was fake, and the voice of the presumed interlocutors was
original. The most representative example of synthetic audio material
is the faked address of Bashar al-Assad, the former President of the
Syrian Republic, which gained significant popularity in the days of
his overthrow, as described later in the text. Therefore, it is necessary
to stress that audio footage also has its use value as a synthetically
generated propaganda material and part of information war, given that
they have significant potential as a tool for enemy deception, especially
the enemy forces in the conflict zones.
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Finally, synthetic photographs represent a product generated via
Al, most present in the digital space, given the wide spread of platforms
and apps that enable the production of such materials. Keeping in mind
that photograph as a method of spreading propaganda most often has
the goal of inciting the emotions of the viewer, the most representative
example of deepfake photographs are the faked photos of the suffering
of children in the Israeli-Palestinian conflict, present more on the
Palestinian side.

Thus, all three categories of faked content have significant
potential for distorting the perception of some political crisis or conflict.
Therefore, it is noteworthy to identify modalities and situations in which
they appear most often. Regarding faked video footage, the corpus of
examined materials enables us to conclude that the objective of such
propaganda materials is to discredit the opponent (Byman et al. 2023,
6—8) but also faking orders, confirmed by the previously described
instances of faked video footage of Putin and Zelensky, in which
the necessity of ceasefire and laying down the arms is insinuated, as
well as, in the case of Ukraine, surrender, but also causing confusion
among the local population and initiation of conflict, as was the case
with Gabon.’, in which the faked video footage’s content legitimised
the organization of a coup d’état (7). Synthetic audio footage has the
same destructive power as the synthetic video footage. However, it is
significant to stress that, in times of war, such materials could be used
for transmitting faked audio footage via radio equipment to the troops
in the field, thus enabling giving fake orders, causing confusion, and
potentially even defeatism among the unit members. Finally, faked
photographs are created for polarization of the society and diminishing
the support to the enemy forces (8), and especially for inciting the
wished sentiments and turning the public opinion to the side of the
actors represented in these photos, as was the case with the photographs
of the suffering children in Palestine.

5Tt is believed that this deepfake footage initiated the organization of a failed coup in
the state in 2019, given that the representation of Ali Bongo, the President of Gabon,
brought confusion among the public and caused the rise of doubt in his ability to rule
the county. See Byman et al. 2023.
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The use of synthetic content in conflict zones:
the Israel/Palestine conflict

Even though synthetic content as a tool for spreading disinformation
in conflict zones debuted at the beginning of the Russian-Ukrainian
conflict in 2022, faked video footage, audio recordings and photographs
showed its full potential within the ongoing Israeli-Palestinian conflict
(Mustafa 2021, 213). In this conflict, the focus was predominantly on
creating faked photographs (Klepper 2023).

Upon analysis of the existing synthetic video footage, it is
evident that this type of faked material is the rarest and, in case of
their appearance, they predominantly imply manipulation and faking
audio recording of the original video footage from the present times
or the previous few years. Regarding identified faked video footage,
we notice that such materials are predominantly being made within
the Palestinian propaganda to provoke Israel, inciting fear among
the local population, reducing the support to the War Cabinet, and
reducing morale and combat effectiveness. The most recent such video,
recorded at the time of writing this research, implied the placement
of two video footage of the attack on Israel, allegedly conducted by
seven states, posted on TikTok social network on October 6, 2024, a
day before the anniversary of the beginning of the escalated conflict
(Zhang and Wang 2024). Upon detailed analysis of the origin of the
video footage, we determined that the footage was indeed fake but
published sometime earlier and reposted a day before the anniversary
to remind the Israeli community of the Hamas attack, intending to
spread unrest and confusion among the local population.

On the other hand, the corpus of detected faked audio recordings
treating the issue of the Israeli-Palestinian conflict is engaged as a tool
for discrediting the enemy and declining international support. It is
noteworthy that such material is predominantly present in Palestinian
propaganda. Namely, Palestine, as the “weaker player” in the conflict,
tends to use all existing trump cards and new technologies, such as
the generation of synthetic materials, to contribute to the fight and
weaken the “stronger” Israel. In this context, the most relevant example
of such practice is the video footage with synthesized audio recording,
conducted in such a manner to attribute a member of the Israeli Armed
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Forces emission of recruitment propaganda towards Ukrainian citizens,
promising them citizenship, housing, money and business opportunities
(Center on Extremism 2023).

Even at the beginning of the conflict, the generation of faked
photographs was identified as “a powerful tool” for disinformation
placement (Eisele and Steinwehr 2023), directed towards stressing the
Palestinian suffering and strengthening the morale of the Palestinian/
Israeli population. Namely, even during the first days of the escalation of
the Israeli-Palestinian conflict, the first faked photographs from Palestine
appeared in the media, depicting predominantly the suffering of children,
given that the bombed targets are deemed an ideal background for the
creation of content that intensifies the viewer’s emotions (Eisele and
Steinwehr 2023). One such photograph, published only five days after
the escalation of the conflict — on October 12, 2023, was intended to use
the image of a child abandoned in ruins in Gaza (Khatsenkova 2023) to
generate compassion for the suffering of the Palestinian people and was
thus identified as one of the earliest synthetic materials which marked
this conflict. The propaganda material directed towards strengthening
the morale of the Palestinian people from the beginning of the conflict
was also fortified with the materials generated via artificial intelligence,
within which similar motifs appear — the continuance of family life
in the ruins after Israeli bombings but also after imprisonment by
Israel (Golshiri 2024), both characteristic for Palestinian propaganda.
Besides materials of this character, we have also detected synthetic
photographs representing bombing by the Israeli Armed Forces and
the presence of Israeli tanks in the ruins, probably created as parts of
Israeli propaganda (Eisele and Steinwehr 2023; Klepper 2023).

Upon examination of the presented materials, we can notice that
the authors of these propaganda materials are predominantly patriotically
oriented civilians who publish synthetic content, especially synthetic
photographs, on their private social media accounts; these photographs
are also used by journalists (Eisele and Steinwehr 2023). In this way,
the social character of such propaganda activity comes to the fore, thus
influencing the morale of the local population, the emotions of viewers,
and the support of the international community.

However, it is important to stress that, in the first weeks of
this conflict, the researchers engaged in the study of disinformation
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determined that the number of synthetic contents is limited and that
the majority of them is not reliable, thus denouncing their possible
impact on the spread of propaganda, at the same time confirming their
power to incite strong emotions among viewers. In this context, the
researchers stress that the emergence of synthetic materials led to the
creation of deflection of certain parts of society who nowadays deem
even truthful media content as synthetic, thus shielding themselves
from manipulations and the truth (Hsu and Thompson 2023). As a
consequence, the conflict participants were presented with a chance to
implement the principle of “liar’s dividend”, enabling them to negate
the authenticity of a delicate media content of a negative connotation,
calling it a synthetic construct, even in cases when it is essentially
not fake (Busch and Ware 2023, 4; Hsu and Thompson 2023). This
principle can bring doubt into the international community and cause an
increasing erosion of trust in the truthfulness of available information
about actions in the field.

Obviously, social network users still rely on old footage, montage
of visual materials and attribution of old visuals to the ongoing Israel/
Palestine conflict (Hsu and Thompson 2023). However, the frequency
of the emergence of synthetic content shows that the use of deepfake
materials will intensify during this conflict and in the future. Therefore,
the Palestinian propaganda machinery, which is the most dominant in
this conflict, is currently testing the capabilities of synthetic materials
generation tools. This development is leading to the enhancement of
techniques and improved content quality. As a result, the quality will
take precedence over quantity, further blurring the lines between truth
and falsehood.

Paired with other tools offered by analytical Al such as algorithmic
amplification, Natural Language Processing (NLP) and search engine
manipulations (see Kazi¢ 2023a), it is possible to construct even more
destructive manipulation of narratives present on social media not only
by generating fake content but also by selecting the narrative which will
be most present and thus dictate the sentiments of the general public
opinion on some issues, which enables the creation of a new image of
a current, but also the future events in a region.
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The use of synthetic content in political crises:
the Government Overthrow in Syria

After resisting protests, civil war, terrorist activity and foreign
influence for almost fourteen years, the overthrow of Bashar al-Assad,
the President of the Syrian Republic, happened quickly, initiated by
the attack of the Hayat Tahrir al-Sham, lasting from November 27 to
December 8, 2024 (Loft and Mills 2024, 10). Al-Assad’s resignation
and his leaving the country on December 8 put a stop to fifty-four
years of the rule of the al-Assad family in Syria, and the space opened
for the actions of the divided opposition of rebel character, which is
currently ruling the country.

Even though this study analyses the period of only two months,
the said event is significant because the first synthetic content regarding
this political crisis appeared in such a short period. When speaking of
synthetic video footage, not a single faked video footage was recorded
in the given timeframe, which does not necessarily mean such material
was not created. Still, the first night in Syria without the al-Assad family
was characterized by the emergence of a false narrative on the killing of
members of the bygone ruling family after Bashar al-Assad’s departure,
alluding to the alleged killing of a relative of the overthrown President,
named Sulaiman Hilal al-Assad, who was hanged on the Latakia square.
Regarding this, the Syrian media witnessed the spread of the video
footage depicting the public execution by hanging of a male individual
in the square, accompanied by the chanting of the assembled crowd.
A detailed analysis enabled us to conclude that the footage depicts the
hanging of a different individual, named Ammar al-Assad, with no
apparent familial relations to the President, as well as that the footage
was recorded in a different location in Khirbet Ghazaleh. At the moment
of the creation of this study, there were some indications that Sulaiman
al-Assad, a relative of Bashar al-Assad, was indeed killed in Latakia
(Bahl 2024); however, this information is not confirmed.

The most significant sample of synthetic audio recordings emerged
on the night of the fall of the Syrian Government, between December 8
and 9, 2024. The said audio recording, visually identified by a photograph
of al-Assad, represents an address of the overthrown President declining
his resignation from the duty and transfer of power to the hands of the
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People’s Assembly President, with the condition that the said individual
proclaims a comprehensive national reconciliation and organizes
democratic elections within one year (Bahl 2024). Bearing that the
departure of Bashar al-Assad from the country was already known, this
recording spread throughout social networks the same night and was
shared more than 200,000 times (Bahl 2024). However, what spiraled
the people into doubting the authenticity of the recording was not the
declination of “capitulation” but the public apology of al-Assad to the
Syrian people for the actions of the entire al-Assad family, an order
that all foreign forces and militias shall leave the Syrian territory, and
the dissolution of all agreements with RF and IR Iran (Bahl 2024),
especially bearing in mind the fact that Bashar al-Assad at that moment
found refuge exactly in Moscow (Woollacott 2024; Muhammad 2024).
Later, we determined that the recording was generated in September
2023 and published on the YouTube social platform. However, the
damage was already done. The information was shared hundreds of
thousands of times, and some users even believed it.

Synthetic photographs of the suffering of the local population have
been generated and emitted since the beginning of the civil war in 2011
(Sidharth 2018), especially during the dominance of the Islamic State
in the territories of Syria and Iraq (Kajjo 2024), all to current times.
The dominant theme changed per the needs and the situation. In this
context, since the overthrow of Bashar al-Assad, Syrian cyberspace is
dominated by both synthetic and real photographs from Sednaya prison,
creating confusion and showing the state of recently freed prisoners
previously sentenced by the al-Assad family as being worse than it is
(Pars Today 2024). The idea behind this campaign is to additionally
decline the cult of Bashar al-Assad, showcase his repressive leadership,
and also create sympathies for the current Transitional Government
generated from the rebel ranks, which ended the suffering of al-Bashar’s
predominantly political prisoners, at the same time preventing al-
Bashar’s return as the head of the country. Namely, the photograph that
attracted the most attention, depicting a prisoner in this prison, was
a synthetic photograph from the period preceding the fall of Bashar
al-Assad and has no links to the current situation (Woollacott 2024).

The review of synthetic materials found in the media space after
the overthrow of Bashar al-Assad points to the fact that such a short
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period is insufficient for generating original and new synthetic content.
However, there is still enough time to reuse the old materials with a
new purpose. Moreover, the presence of adequate materials reaffirms
the tendency to create propaganda generated via Al, especially audio
recordings and photographs, confirmed by the synthesized address
of the overthrown President and the images of political prisoners.
Bearing in mind the existence of interests of serious players in the
field of information warfare, such as RF and IR Iran (Loft and Mills
2024, 24-29) for the Syrian cyber (but also geographical) space, we
can expect an intensification of occurrence of instances of synthetic
content which will, given the passage of time and the technological
advances, potentially be more credible, more emotional, and thus —
more destructive.
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CONCLUSION

The emergence of Generative Adversarial Networks and their
products — deepfake materials made identifying the truth in the sea of
information content more difficult. Regarding conflicts and political
crises, it highlighted the potential of artificial intelligence to escalate
conflicts and crises and blur the line between the truth and the falsehood.

Despite the modality of spreading digital propaganda and
disinformation being significantly made more complex with the
emergence of Al in these processes, the academic community has not
yet identified this segment as a new phase of propaganda activity. By
this work, and especially these concluding remarks, I hope to change
their stance. Namely, the creation and spread of propaganda significantly
simplified with the emergence of the Internet and social networks.
However, the creation of propaganda material until the emergence of
artificial intelligence remained in the domain of manual production
and thus asked for dedication, work, effort, and especially — an idea.
The era of synthetic propaganda and the arrival of Al freed creators
from this manual work, putting a “finished product” in their hands,
created in line with the provided specifications. This does not refer
exclusively to content from the deepfake specter, but also to propaganda
texts, which can nowadays be created with text generation tools and
Natural Language Processing (NLP) tools. Other tools from the Al
specter, especially from the machine learning specter, enable hyper-
personalization of content, as recorded in the case of Palestine/Israel.
Advanced Al tools also offer the possibility of big data analysis for
sampling the emotions of the members of a targeted group, thus enabling
the identification of social cleavages and the creation of content for
additionally escalating a conflict or a political crisis and leading the
conflict participants into a stalemate.

After looking at the presented case studies of the Israeli-Palestinian
conflict and the overthrow of Bashar al-Assad in Syria, it is evident
that the propaganda goals do not change. Such materials are always
created for sentiment manipulation, justification of one’s actions
and denouncing the enemy’s activities. Still, this character’s general
availability of tools, especially those based on deep learning, which
accelerates mass production of synthetic content, significantly simplifies
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the propaganda activity within a digital space. Employed from conflict
to conflict, from crisis to crisis, the analytical artificial intelligence
tools, by the principles of machine learning, which ask for constant
training of machines to achieve progress, are presenting increasingly
better results. Thus, the practice of conducting propaganda with such
materials is presenting great success. Therefore, it is only natural — and
expected that in the years to come, in the conflicts and political crises
of the future, there will be a more versatile and comprehensive use of
these new tools of propaganda action.
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