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Abstract

The conflict between Israel and Iran represents one of the most enduring
confrontations in the Middle East. Over the past decade, its dynamics
have increasingly been characterised by multidimensionality, reflected
in the spillover of the conflict beyond traditional military-political
frameworks into other domains, including the digital sphere. Following
the Israeli Stuxnet attack on Iranian nuclear infrastructure in 2010, the
cyber field has become a pivotal arena of confrontation, involving not
only Israel and Iran but also affiliated cyber actors, often operating
from third-party states, which adds a further layer of unpredictability
and complexity to the conflict. What makes this cyber confrontation
particularly significant for interstate relations in the highly sensitive
Middle East is the ability of states to inflict damage on one another
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without resorting to armed force. On a global scale, this conflict
reflects a broader transformation of relations between major actors in
the international order. The support provided to Israel by the United
States, coupled with the growing cooperation of Russia and China with
Iran, indicates that the Iranian-Israeli cyber war is becoming an integral
part of global geopolitical competition. This research aims to analyse
cyber warfare between Israel and Iran, its role in their broader conflict,
and its effects on both states and the regional actors who, due to their
interconnectedness and complex mutual relations, also become targets.
The author highlights the growing importance of the cyber dimension
as a field of competition in the Middle East, where “old conflicts” are
taking on a new form by shifting the struggle into the digital space,
making it an inseparable part of the region’s contemporary geopolitical
reality in a post-unipolar world.

Keywords: Israel, Iran, cyber warfare, cybersecurity, Middle East.

INTRODUCTION

The widespread use of new technologies and the expansion of
cyberspace have significantly influenced the transformation of global
relations, providing state and non-state actors with new opportunities
for action while simultaneously exposing them to entirely new
risks (Rid 2013), to which states often have limited capacity to
respond adequately. The very characteristics of cyberspace, such as
anonymity, global connectivity, high-speed information flow, and
low usage costs (Liff 2012, 422), have further encouraged states in
their instrumentalisation. As a result, the cyber sphere has become a
space for low-intensity conflict between states that, through the theft of
sensitive data, manipulation in the information space, and disruption of
the normal functioning of computer networks, attempt to inflict harm
on their adversaries (Bogic¢evi¢ 2025, 305).

The process of global networking has been accompanied by
significant changes in the distribution of power in the international
order that emerged after the end of the Cold War. The gradual
reduction of direct U.S. presence in the Middle East and the redirection
of strategic attention toward East Asia have eroded Washington’s
dominant role in the region, creating conditions for increased activity
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by other global and regional actors. Among the states that have
shown particular ambitions to fill the power vacuum and expand their
influence is Iran, which, through establishing control over numerous
armed groups in Middle Eastern countries, has gained significant
regional influence. However, Iran’s expansion encountered a
significant obstacle in the form of an irreconcilable ideological enemy
and key American ally in the region, Israel. Tel Aviv’s aspiration to
push the defense of its territory and population as far as possible from
its own borders, on one hand, and the expansion of the network of pro-
Iranian proxies in the Middle East, on the other, have brought these
two states into a state of permanent friction (Netolickd and Mares 2018,
418), whereby the transfer of their rivalry into cyberspace has created
a new source of insecurity for all Middle Eastern countries (Amaliya
2025, 49). The discovery of the Israeli-American cyberattack on the
Natanz nuclear facility in 2010 will mark the beginning of a new phase
in understanding cyberspace as a domain for state conflict.

This paper aims to analyse the genesis of the cyber conflict
between Israel and Iran after 2010, with particular focus on incidents
that followed October 2023. The central research question concerns
the extent to which cyber instruments can compensate for power
asymmetry in active regional conflict. The working hypothesis is that
the effects of cyber operations remain strategically limited when the
technologically and organizationally stronger actor is willing and
able to integrate digital operations with kinetic actions. The scholarly
contribution of this paper lies in its integrated analysis of this conflict
as a case study of cyber capacity asymmetry in the post-unipolar
order. Unlike the existing literature, which predominantly examines
the technical aspects of incidents, this work emphasises the strategic
effects and structural determinants of cyber operations.

The study of cybersecurity faces a significant methodological
obstacle: the limited availability of verifiable information about cyber
actors, their activities, and their effects. Unlike the mutual kinetic
strikes carried out in June 2025, where it was possible to determine the
physical damage inflicted more directly, establishing the consequences
of cyber operations is much more complex due to the immaterial nature
of digital space and the limited transparency of actors. The Israel-
Iran cyber conflict is characterised by a pronounced asymmetry in
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information sources: most data come from Western companies and
organisations specialising in cybersecurity, while information from
Iranian sources is subject to far more restrictions.

This paper covers cyber incidents in the period from 2010 to
the present that meet the following criteria: 1) a clear connection
to interstate relations between Israel and Iran, i.e., the existence of
indicators that the incident has a political or strategically motivated
character; 2) the existence of publicly available technical or
institutional attribution of the attack; and 3) political-strategic
significance, that is, the potential to influence the behavior of actors.
Only data confirmed by at least two mutually independent sources or
documented through technical indicators of compromise and official
reports of relevant institutions are treated as “verified facts”. In
contrast, claims by actors, media interpretations, and assessments by
cybersecurity companies are analysed as analytical narratives rather
than empirically established facts. In this way, an effort is made to
clearly separate the descriptive level of analysis from the interpretive
level.

CYBERSPACE AS THE NEW FRONT:
ISRAELI RESPONSES TO THE IRANIAN THREAT

The perception of a permanent existential threat (Tabansky
2020, 46) has crucially influenced Tel Aviv to adopt a proactive
and preventive approach to national defense, based on the principle
of the “security triangle”, whose key components are deterrence,
early warning, and the swift achievement of decisive victory on the
battlefield (Freilich, Cohen, and Siboni 2023, 185). Since achieving
lasting peace for Israel, as the ultimate strategic goal articulated
by Ben-Gurion (Baram 2017, 3), is almost unattainable due to the
impossibility of the permanent military neutralization of the Arab
states, Tel Aviv has focused on achieving a more modest goal: the
temporary disabling of the most prominent threat before the emergence
of new threats in the region and a new cycle of conflict (Freilich,
Cohen, and Siboni 2023, 185).

The end of the twentieth and the beginning of the twenty-first
century witnessed an evolution in the sources of threats confronting
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Israel. The transformation of these threats from the regular armed
forces of Arab states to non-state actors, such as terrorist groups, also
altered the nature of the conflict itself. Given the asymmetric nature of
conflict with non-state actors, Tel Aviv could no longer rely on swift
and decisive victories on the conventional battlefield, compelling its
decision-makers to reconsider the principles of the “security triangle”
(Freilich 2018, 199).

Concurrently with the increased presence of terrorist
organisations, the growing significance of modern digital technologies
for the functioning of the economy and society exposed Israel to an
entirely new set of threats. As a state whose economy depends on
the application of cutting-edge technologies in both economic and
administrative domains,' Tel Aviv is particularly vulnerable to cyber
threats. A pivotal moment in the recognition of cyberspace as a new
source of insecurity occurred in 2010 with the revelation of the joint
US-Israeli cyberattack on Iran’s nuclear facility at Natanz.

The fear of the development of Iran’s nuclear program, combined
with a belief in the efficacy of preventive strikes as a mechanism to
curb regional threats, led Israel to conduct, in cooperation with the
United States, a cyber operation in 2006 (Kaminski 2020, 69) code-
named “Olympic Games”, to turn off the Natanz nuclear facility.
Over the following four years, the virus implanted in Iran’s computer
network turned off approximately 1,000 gas centrifuges, though this did
not result in a significant slowdown of the nuclear program (Albright,
Brannan, and Walrond 2010). Nevertheless, the consequences were of
considerable regional and global significance, as this marked the first
known instance of a cyber operation with direct physical effects on
the critical infrastructure of a sovereign state. Globally, the “Olympic
Games” operation marked the beginning of a re-examination of the
vulnerabilities of critical infrastructure to an entirely new class of
threats, while regionally, the discovery of the cyberattack signalled the
opening of a new front in the Iran-Israel conflict, one that would soon
draw in other Middle Eastern states.

' As much as 13% of Israel’s GDP and 31% of its exports are derived from products
and services generated in the high-tech sector. For more information on the significance
of this industry for the development of the Israeli economy (Razin 2018).
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After 2010 and the exposure of Israeli involvement in the
cyberattack, Tel Aviv radically changed its perception of Iran as a
threat, both in the physical and cyber domains (Baram 2017, 1). To
maintain its technological edge against regional threats and adequately
respond to potential Iranian retaliation, Israel began developing
cybersecurity as a new pillar of its national defence. This is evidenced
by the significant efforts and resources invested by the Israeli
government in building institutions and subsidising the development
of new startups (Government of Israel 2011, 2; Press 2017). Relying
on public-private partnerships and global economic interconnectedness,
Israel has established exceptional national cyber capabilities, thereby
acquiring a decisive competitive advantage over actors it perceives as
regional threats.

In addition to efforts to create a national cybersecurity sector,
Israel has also relied heavily on international cooperation to enhance
its capacities. The United States occupies a central position in Israel’s
growing network of international partners, with high levels of
cooperation at both the intergovernmental level (Arshad 2025, 1148)
and in the economic sphere. An intensive exchange of knowledge and
information, particularly regarding Iranian capabilities and intentions in
the digital domain, provides Israel with significant strategic advantages,
enabling the optimal utilisation of its own resources in planning cyber
operations (1141).

Since 2010, cooperation with regional actors who perceive
Iran as a source of regional insecurity has emerged as an increasingly
important component of Israel’s cyber defence. The disabling of Saudi
Aramco’s computer network in 2012 served as a clear indicator of
Iran’s progress in the cyber domain, alerting Middle Eastern states
to the growing intensity of this threat. To bridge the widening gap
with Iran, countries such as Egypt, Saudi Arabia, and the United Arab
Emirates have turned to Israel as a provider of cybersecurity (Al-
Halawany 2021; Khorrami 2021). Beyond raising the level of regional
resilience to Iranian threats in the digital sphere, Tel Aviv’s cyber
diplomacy has also significantly influenced the process of normalising
relations with regional states (Freilich, Cohen, and Siboni 2023, 275),
thereby representing an important step towards achieving one of
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Israel’s key strategic goals — the establishment of a more stable security
environment.

The outcome of efforts at both the domestic and international
levels has been the development of an exceptionally sophisticated cyber
defence system, founded on a large number of successful companies,* a
high degree of cooperation between the private sector and institutions,
and the exchange of knowledge and information with leading
international actors. The organic development of cyber capabilities
through economic growth has enabled Tel Aviv to rank among the
top countries in its ability to respond to cyber threats (Digital Watch
Observatory 2025), a proclaimed objective at the beginning of the
twenty-first century. In this regard, the Israeli approach to cybersecurity
does not represent a discontinuity from earlier security doctrines, but
rather their functional adaptation to new technological and geopolitical
conditions.

IRAN AND CYBERSPACE:
ASYMMETRIC STRATEGY, PROXY WARFARE,
AND THE DIGITAL PROJECTION OF POWER

Iran’s approach to cyberspace, as is the case with other
authoritarian powers, is marked by ambivalence: on the one hand, it
serves as a mechanism for controlling the population and propagating
its own values through digital media; on the other, it represents a
constant source of danger in the form of Western media influence.
The presence of these media as alternatives to state-run outlets poses a
particular challenge for the authorities in Tehran, who frequently face
mass protests (Freilich, Cohen, and Siboni 2023, 140). Additionally,
the opportunities that cyberspace offers as a medium for projecting
influence in the region and conducting malicious operations have led
Tehran to recognise cybersecurity as a key aspect of future national
security. Notably, the mass protests of 2009 and the discovery of the
US-Israeli Stuxnet virus in 2010 acted as catalysts for intensified

2 An illustrative indicator of Tel Aviv’s success after 2010 is the remarkable growth
of its cybersecurity industry. Israel is now considered the world’s second-largest centre
for cybersecurity software development. For a more detailed discussion (Eisenstadt and
Pollock 2021).
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Iranian efforts to develop cyber capabilities (Anderson and Sadjadpour
2018, 10-11). For the survival of the ayatollah regime, cybersecurity
has become as important as the development of nuclear weapons
(Bucala and Pendleton 2015).

Iran’s international activity in cyberspace plays a multifaceted
role in its strategy to strengthen its regional position. Primarily, Tehran
relies heavily on cyber means in its asymmetric actions in the Middle
East, seeking to avoid escalations that could lead to armed conflict
(Haroon 2024, 146) or to the depletion of resources among local
proxies. At the same time, cyber instruments represent a relatively
cost-effective and less visible means of gathering intelligence and
targeting the institutions and businesses of other states. These activities
frequently constitute the first step in information operations, which
manifest through the publication of sensitive data or the articulation of
specific political messages, intending to demonstrate capabilities and
exploit perceived weaknesses of adversaries.

Drawing on lessons from the Stuxnet case, Iran significantly
intensified its financial investments in this domain after 2010. Although
precise data are not publicly available, estimates by the US Army
War College indicate that Iran’s cyber operations budget rose from
$76 million to $1 billion over a four-year period, a clear indication of
the importance Iran attaches to cyberspace (Shafa 2014). Particular
emphasis has been placed on enhancing educational standards in
information technology and on selecting personnel who have begun
to fill positions in the cyber units of the Islamic Revolutionary Guard
Corps and the Ministry of Intelligence (Netolicka and Mares 2018,
420; Keshavarz 2023, 122). Continuous investment has begun to yield
results, as evidenced by the growing number of sophisticated attacks
on critical infrastructure in other countries (such as the aforementioned
2012 attack on Saudi Aramco), which have led regional states to
perceive Iran as an escalating cyber threat.

Attacks by Iranian cyber groups and their affiliated proxies on
the computer networks of the Gulf states have continued in subsequent
years, revealing several trends in Tehran’s behaviour in cyberspace.
Consistent with its strategy of relying on a network of proxy actors
across the Middle East to conduct asymmetric operations and enhance
its position, Iran has initiated a process of diffusing knowledge and
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malicious tools from state cyber actors to affiliated non-state entities.
This practice has increased Tehran’s overall capacity to conduct
offensive cyber operations, while simultaneously making it much
more difficult to reliably identify the immediate perpetrators of attacks,
thereby rendering responsibility for cyber actions diffuse and hard to
attribute to a specific actor.

The low level of risk awareness and limited investment in
cyber defence by Gulf states during the 2010s left them particularly
vulnerable to operations by Iranian and pro-Iranian cyber actors. A
telling indicator of the exposure of Middle Eastern actors to cyber
threats is a study by Tenable, which found that as many as 95% of
Saudi companies faced cyber threats that negatively affected their
operations in 2019 (Tashkandi 2020), with Iran identified as the
main source of attacks (Guzansky and Deutch 2019). In addition to
targeting regional adversaries, Iranian-affiliated cyber actors have also
conducted offensive operations against the United States, the main ally
of Iran’s regional opponents. These activities have included targeting
critical infrastructure, such as the attack on the Bowman Dam in 2013
(United States Department of Justice 2016), as well as attacks on
private companies and individuals, with particular focus on prominent
opponents of the Tehran regime (Elgin and Riley 2014).

Like Israel, Iran has relied heavily on its network of allies as
a source of technological innovation, empirical experience, and
operational support in conducting cyber operations. Its primary partner
in these efforts is Russia, with which Iran signed a cyber cooperation
agreement in 2015 (Agence France-Presse 2015), further upgraded in
2021 with a Cyber Security Cooperation Agreement encompassing
greater technology and information exchange, training, and assistance
in international cyber incidents (El-Masry 2021). The Strategic
Cooperation Agreement between Beijing and Tehran, concluded the
same year, is also aimed at technology and information sharing, with
significant Chinese investment in telecommunications infrastructure
and software, enabling Iran to establish even tighter control and
surveillance over its own cyberspace (Reuters 2021). Cooperation
among these states is not limited to state actors in cyberspace, but also
extends to non-state actors, including the exchange of stolen data and
coordinated attacks on the critical infrastructure of other states. An
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example of this informal cooperation was identified in joint operations
by pro-Russian and pro-Iranian cyber actors during attacks on Western
Balkan states in 2022 and 2023 (Oghanna 2023).

The efforts Tehran has made since 2010 in developing national
cyber capabilities have made this instrument a critical component of its
hybrid strategy. Alongside its reliance on proxy actors in the form of
armed groups throughout the Middle East, one of the key instruments
of Iran’s regional activity, engagement of both state and non-state
cyber actors has enabled Tehran to inflict additional damage on its
adversaries with relatively limited resource expenditure. Nevertheless,
unlike in Israel, where there is a broad consensus regarding cyber
capabilities, this is not the case in Iran, highlighting significant
differences in the capacities of the two states.

The International Institute for Strategic Studies (IISS) classifies
Iran as a second-tier cyber power (International Institute for Strategic
Studies [IISS] 2021b, 1), while Israel is ranked among the most
advanced (International Institute for Strategic Studies [IISS] 2021a).
The United States Department of Defence reached similar conclusions
in its 2023 Cyber Strategy, which found that Tehran has not yet
demonstrated the capability to conduct continuous, sophisticated cyber
operations (U.S. Department of Defence 2023, 5). On the other hand,
Siboni, Abramski, and Sapir assess that Iran’s cyber capabilities have
already reached the level of the most advanced countries (Siboni,
Abramski, and Sapir 2020, 39—40), a view shared by Yigal Unna,
former Director General of the Israel National Cyber Directorate (Israel
National Cyber Directorate 2019).

Despite significant obstacles to development caused by
international economic sanctions (Faris 2025, 10), brain drain, and
a poorly developed private sector in cybersecurity (Freilich, Cohen,
and Siboni 2023, 137), Iran has developed significant national cyber
capabilities. These have provided it with an alternative mechanism
of action in situations where the use of proxy armed groups is
economically prohibitive, politically risky, or operationally unfeasible,
a dynamic that has become particularly evident following the outbreak
of conflict in Gaza in October 2023.
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THE CYBER DIMENSION OF THE IRAN-ISRAEL
CONFLICT AFTER OCTOBER 2023

Iran’s position in the Middle East remained relatively stable
until October 2023. Relying on an extensive network of allies
and proxy actors, Tehran exercised influence over the Houthis in
Yemen, Hezbollah in Lebanon, and Hamas in the Gaza Strip, while
simultaneously projecting its power in Syria, providing crucial support
to the Bashar al-Assad regime, and in Iraq, where it maintained control
over numerous Shiite militias. However, following the incursion by
Hamas militants into Israeli territory on October 7 and the outbreak of
war in the Gaza Strip 20 days later, the Iran-Israel conflict entered a
new phase, characterised by active hostilities between Israel and pro-
Iranian militias and by reciprocal attacks during the Twelve-Day War
of June 2025. In parallel, the cyber domain also witnessed an escalation
involving both state and numerous non-state actors.

The trend of intensifying cyber operations during periods
of heightened tensions between Israel and Iran was already evident
in previous conflicts (2009, 2012, and 2014) in which these actors
were engaged (Freilich, Cohen, and Siboni 2023, 120). The primary
objectives of cyber actors included disabling or defacing government
websites, targeting major financial institutions, and stealing data useful
for military or further cyber operations (Brenner 2012); however, the
outcomes of such operations were neither lasting nor particularly
consequential for the overall course of the conflict. The outbreak of
hostilities in Gaza in October 2023, however, marked the beginning
of a transformation in the Iran-Israel cyber conflict, reflected in the
increased sophistication of certain attacks, the expansion of the number
of actors involved, and an overall intensification of cyber activity (The
Economist 2024; ThreatMon 2026, 5-14).

Differences in the cyber warfare capabilities of Iran and Israel
are clearly evident in an analysis of the types of operations that
dominate each side, as well as the scope and nature of the damage they
can inflict. Analysis of reports from cybersecurity firms (Watts 2024;
Radware 2025; Reddy 2025) and government agencies (Cybersecurity
and Infrastructure Security Agency 2025) reveals certain tendencies in
the actions of Iranian and pro-Iranian cyber groups. The most common
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is the conduct of information operations aimed at destabilising Israel
by deepening social divisions, disturbing public morale, and eroding
international support for Tel Aviv (Watts 2024). Iran also uses its
cyber resources for intelligence purposes, primarily to collect sensitive
information, such as data on members of the Israel Defence Forces,
and to access surveillance camera footage for damage assessment (The
Economist 2024; Newman 2025). On the other hand, despite numerous
claims of successful operations (SOCRadar Cyber Intelligence 2025),
there has yet to be any identified significant attack on Israeli critical
infrastructure with lasting effects, an indicator of the limited reach of
Iran’s offensive cyber capabilities.

Israel, meanwhile, has conducted offensive operations in the
Iranian cyber domain, primarily for intelligence purposes, gathering
data relevant to the identification of military targets and key
individuals, including nuclear scientists and senior officers of the
Revolutionary Guard and Iran’s regular armed forces (Zendata Cyber
Security 2025), as confirmed by officials from both sides (Fassihi,
Bergman, and Mazzetti 2025). Supporting this assessment is the
decision by Iran’s leadership, following an initial Israeli Air Force
strike, to suspend internet access nationwide and instruct senior
officials to set aside their mobile devices for fear they could be used
for targeting and tracking (Politico 2025; Fassihi, Bergman, and
Mazzetti 2025). Such measures indicate a pronounced perception of
vulnerability within Iran’s cyber domain and underscore the significant
asymmetry in cyber capabilities between the two actors, an asymmetry
Israel has leveraged as an additional instrument of its military and
intelligence power.

Non-state cyber actors play a particularly distinct role in the
conflict. Due to limited resources and expertise, they most often
operate in the information domain (Pijpers 2023, 7). Nevertheless,
both Iran and Israel employ cooperation with non-state cyber actors as
a mechanism to obscure state involvement in specific activities. While
examples of cooperation between Iranian state authorities and cyber
actors are better documented (Sabin 2025; New Jersey Cybersecurity
and Communications Integration Cell 2024), the case of the Israeli
group Predatory Sparrow highlights the complexities of identifying
the origins of attackers and their connections to state actors. Presenting
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itself as a hacker collective opposed to the ayatollah regime, Predatory
Sparrow has been responsible for highly sophisticated attacks on Iran’s
critical infrastructure, targeting steel plants, railways, and energy
transportation systems (Miller 2025; Vicens 2023).

During the twelve-day conflict between Iran and Israel, this
hacker group conducted several confirmed operations, primarily
targeting the financial sector (Picus Security 2025). Particularly
notable was an attack on Sepah Bank, known for its ties to the Iranian
Revolutionary Guard and for financing Iran’s missile program and
various pro-Iranian proxies (U.S. Department of the Treasury
2007). Iranian sources confirmed that banking transactions were
disrupted (The Times of Israel 2025), though there is no independent
confirmation of the data destruction claimed by the hacker group
(Vicens and Pearson 2025). Significant damage was also inflicted on
the Iranian cryptocurrency exchange, a key institution in Tehran’s
efforts to circumvent sanctions-imposed trade restrictions (Zendata
Cyber Security 2025). The unusual sophistication of these cyber
operations has led many cybersecurity firms to categorise Predatory
Sparrow as a non-state hacker group with very close ties to Israeli
cyber units (Radware 2025; Miller 2025). This illustrative example
underscores the growing challenge of cooperation between non-
state and state actors in the cyber domain, making attribution and,
subsequently, accountability significantly more difficult.

The Iran-Israel conflict since October 2023 demonstrates that
cyberspace has become an integral part of contemporary armed conflict,
not merely as an auxiliary tool but as an autonomous domain for
projecting power. Whereas Iran has primarily used its cyber capacities
for limited objectives such as intelligence gathering and information
operations, Israel has succeeded in integrating its cyber operations
into a broader intelligence-military apparatus, combining state and
non-state actors to achieve concrete strategic effects. This practice
highlights the growing role of the cyber domain in demonstrating
power in asymmetric conflicts, where pronounced imbalances in cyber
capabilities can have extremely detrimental consequences for states in
a subordinate position, especially amid rising tensions and deepening
instability in contemporary global affairs.
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CONCLUSION

An analysis of the development of Israel’s and Iran’s cyber
capabilities after 2010, as well as their subsequent use during the
conflict in the Gaza Strip in October 2023, demonstrates that the
digital realm has become an indispensable and structurally integrated
component of contemporary national security strategies, and
consequently, of armed conflicts, particularly evident in complex and
politically sensitive security environments such as the Middle East. In
parallel with the escalation of kinetic operations and the expansion of
conflict between Israel and pro-Iranian actors (eventually including
Iran itself), cyberspace has functioned as an additional, though not
secondary, front, one that revealed profound differences in strategies
and, especially, in the available capacities for waging cyber warfare.

Israel’s approach to cybersecurity, deeply rooted in the “security
triangle” concept, has successfully adapted to the new technological
reality. Through strategic investment of substantial financial and
administrative resources, Israel has stimulated the development of
a high-tech industry, exemplified by numerous successful startups,
thereby consolidating its position as a global leader in the field. Further
impetus for the development of national cyber capabilities has come
from the expanding network of international partners, particularly in
its immediate neighbourhood, who view Israel as a key provider of
digital security. This synergistic effect of state incentives and private
entrepreneurship has not only strengthened national resilience but has
also transformed cyber capabilities into an instrument of Israeli soft
power and foreign policy engagement in the region.

For Tehran, by contrast, cybersecurity has become as important
as the development of its nuclear program, not only for its ability to
project national power externally, but also for controlling the internal
information environment, which is directly linked to the survival of
a regime challenged by frequent protests. Despite systemic obstacles
to the development of cyber capabilities, foremost among them
international sanctions, Iran has nevertheless achieved significant
results. This progress is based on strategic cooperation with Russia and
China, targeted domestic investments, and a careful personnel selection
process. Although, according to available data, Iran has not yet reached
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the level of technical sophistication demonstrated by Israeli actors, the
progress achieved has been sufficient to position Tehran as a highly
potent threat to regional cybersecurity.

The empirical examples examined in this study confirm the
initial hypothesis that cyber instruments cannot fundamentally
compensate for power asymmetries when the stronger actor can
integrate them into a broader military-intelligence apparatus. Iran
primarily employed cyber means as part of an asymmetric, limited-
scope strategy. Iranian and pro-Iranian cyber activities focused on
information operations aimed at generating social divisions and eroding
international support for Tel Aviv, as well as on intelligence gathering,
without clearly observable, lasting, or systemic effects on the critical
infrastructure of Israel and its allies. In contrast, the Israeli approach is
characterised by a higher degree of integration of digital operations into
the broader state intelligence-military apparatus, where cyber activities
function as an auxiliary mechanism enabling more precise planning and
execution of kinetic strikes and increasing the overall effectiveness of
military operations. The reactions of the Iranian leadership, including
the suspension of internet access and the restriction of mobile device
use among high officials, further confirm the perception of significant
vulnerability in the cyber domain and point to a pronounced asymmetry
in the capabilities of the two states.

The Iran-Israel conflict after October 2023 serves as an
illustrative example of the security risks produced by pronounced
asymmetry in cyber capabilities in contemporary conflicts. While
technologically and organizationally superior actors can integrate cyber
tools into military and intelligence operations, thus achieving tangible
operational and strategic effects, states in a subordinate position are
limited to lower-intensity actions, whose effects are often temporary
or symbolic. Such imbalances not only deepen the vulnerability of
weaker actors in the context of armed conflict but also encourage the
broader use of cyber tools as a component of hybrid operations below
the threshold of open warfare. In an environment of increasing regional
and global tensions and intensified competition among states, such
forms of activity are becoming more common, further heightening
the risk of instability, uncontrolled escalation, and the long-term
undermining of existing security arrangements.
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Pe3ume

OgBaj panm a"Haiau3upa eBOIYyIHjy cajoep cykoba m3mely M3paena u
Hpana ox 2010. roauue, ca MmoceOHMM OCBPTOM Ha MEPHOJ HAKOH
n3bujama cykoba y l'asu y oktoOpy 2023. roguHe, y KOHTEKCTY
TpaH3HIIMje OJ aMEpHUYKEe YHHUIOJAPHOCTH Ka MYJITHIIOJIApHOM
Mel)yHapoJHOM TopeTKy. LIeHTpaiHo HeTpaXMBauKo MUTAKE OJTHOCH
ce Ha TO y KOjOoj MepHu cajoep WHCTPYMEHTH MOTY KOMITEH30BaTH
acMMeTpHjy MOhM y YCIOBMMa akTHBHOI PETHOHAIHOT CyKoOa.
Pan 3acrymna craB na edekrtu cajoep omnepaliyja 0CTajy CTPaTCIIKH
OTpaHMYEHU KaJa je TEXHOJIOIIKH HaAMONHHjU akTep crocobaH
Jla WHTETPUIIE AWTUTAIHE OINepanHje ca KHHETUYKHUM JIejCTBHMA.
Wpancko-uspaesicku cajoep cykoO 3armodeo je OTKpHUBamkEM BUpyca
Stuxnet (pauynapcku 1pB) 2010. ronuHe, y OKBUPY 3ajCITHHYUKE
M3paeiiCKo-aMepuiKe oIlepalje yCMepeHe MPOTHB HYyKJIeapHOT
nocrpojema y Haransy, koja je o3Haumia MpBHU MO3HATH IPHUMEP
cajOep Hamaja ca IUPEKTHUM (U3UYKUM ePeKTHMa Ha KPUTUYHY
unppactpykrypy. OBaj norahaj HaBeo je 00e JApKaBe J1a CYyIITHHCKA
peycMepe CBOje MOTUTHKE cajoep 0e306emHocTi u oaH3uBHE cajoep
ctpareruje. M3paen je, ocnamajyhu ce Ha TOKTpUHY ,,0€30€THOCHOT
Tpoyryia” Koja Harjlamasa oapahame, paHO yIo30peHe U OJICYIHY
ooey, pa3Buo COPUCTHIIMPAH HAIIMOHAIHU cajOep eKOCHUCTEM KO3
CTparellka jaBHO-IIPUBATHA yJlarama U MHpeme Mpexke Mel)yHapoHux
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MMapTHEpa, YUYBPCTHUBIIN TAaKO CBOjy IMO3HWIH]Yy TI00AIHOT JUaepa
y obrnactu cajoep 6e30emnoctu. 3a Hpan je cajOep Oe30emHOCT
rocTajia MoJijeIHaKo BakHa Kao W HyKJIEapHHU Iporpam, ciyxkehu
KaKo MPOjeKI1ju MOhK IpeMa CroJba, TaKO U KOHTPOIH YHYTpaIlher
HHQOPMAIMOHOT TPOCTOpa. YIPKOC CHCTEMCKHUM TIpernpeKama,
ykipydyjyhu mehynapomne caHkmuje, orpaHndeHa (QUHaHCHjCKa
CpeCTBa U OJUIMB MO3rOBa, TexepaH je OCTBapHO 3Ha4YajaH HaIpeaaK
KpO3 CTpaTeliKy capaamy ca Pycujom n KHHOM 1 Ma)JbUBY CEJIEKIH]Y
KaJpoBa YHyTap cajoep jeanHuIa MoBe3aHnx ca PeBomynmonapaHoM
raprom. Emnupujcka ananusza noTsplhyje HeHTpagHy IpeTIOCTaBKy
pana: HMpan je cajoep WMHCTPYMEHTE MPEBACXOJHO KOPHUCTHO Y
OKBHpY aCUMETPHUYHE CTpaTerHje OrpaHUYCHOr JIOMETa, yCMEPEHE
Ha orepanuje y HH(pOPMaImoHOM MPOCTOPY ca IUIJbEM TeHeprcarba
JOPYLITBEHUX TOAEa U epo3nje Mehynapoane noapuike Mspaeiny, kao
Y Ha MPUKYyIJbalkbe 00aBeIITajHUX MojaTaka, 0e3 jaCHO YOUJbUBHUX,
TPajHUX WM CUCTEMCKHUX e(dekara 1o KpuTHIHY UH(PPaCTPpYyKTypYy.
W3paen je, HacynmpoT ToMe, HHTETpHUcao cajoep omneparuje y mupu
BOjHO-00aBEIITajHH anapat Kao JOMYHCKHA MeXaHh3aM Koju oMoryhasa
MpeU3H1je MIaHupamke U n3Boheme KHHETHUKNX yaapa. MpaHncko-
M3pacJICKu CYKOO HakOH okToOpa 2023. roguHe Tako IpejcTaBiba
WIIYCTPaTHBHY CTYIH]y clTydaja 6e30eIHOCHIX pU3UKa KOje TPOU3BOIH
U3pakeHa acuMeTpHja cajoep CIIOCOOHOCTH, Yy KOjO] TEXHOJOIIKH
HaZMONhHMjM aKTepH OCTBapyjy KOHKpETHE cTpaTelke edekre, 10K cy
ciabuje IpikaBe OrpaHUYCHE Ha OOJIMKE JIeIOBakha HUKET HHTEH3UTETA,
YHjH CY JIOMETH HEPETKO MPUBPEMEHH WIIM CHMOOTHYHH.

Kibyune peun: Uspaen, Mpan, cajoep paroBame, cajoep 6e30emHOCT,

biicku ucrok.
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Caxerak

Kondmuxr wm3mel)y Uspaema m Hpana mnpexncrtaBiba jelaH O
HajUCTPajHUjUX Cyko0a Ha BIMCKOM UCTOKY, 4Hjy TMHAMHUKY TOKOM
MOCJIEeAkC ICLCHH]E CBE BHILE OIMKYje MYJITUIANMECH3UOHAIHOCT
oJIMYeHa Yy TMpeiuBamky CyKoOa H3BaH TPAJAMIIMOHATHUX BOJHO-
MOJINTUYKHUX OKBHPA M Ha Jpyra 1oJjba, Mel)y Kojuma je u okpIiaj y
TUTHTAITHOM TIpocTopy. Hakon m3paenckor Stuxnet (padyHapCKH IPB)
Hamaja Ha UpaHCKy HykJeapHy HHPpacTpykTypy 2010. rogune, cajoep
I0JbE TIOCTAje jeTHA O] KIbYUHHUX cepa CyKoOspaBama, Kako u3mehy
Wzpaena u Mpana, Tako 1 ca lUMa MOBE3aHUX cajoep akTepa, HepeTKO
u3 Tpehux apskaBa, IITO YHOCH JOJATHU CTEINEH HENPEABUINBOCTH
U CJIO)KEHOCTH y OBOM Cyk00y. OHO IITO YHUHU OBaj cajoep CykoO
moce0OHO 3HAaYajHUM 3a OJTHOCE M3Mel)y nprkaBa Ha BeOMa OCETIHEUBOM
bmmckom mcToky jecte MoryhHOCT npskaBa fja HaHECy APYToj IITETY
0e3 ynorpebe opyxane cuie. [locmarpaHo Ti100amHO, 0Baj CyKOO
oJlpakaBa IMPY TpaHcPopmauujy ogHoca n3Mmely riiaBHUX aKTepa y
mehyHapoaaom nopetky. [Toapiika kojy Cjenumene JpxaBe npyxajy
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Wspaeny u pacryha capaama Pycuje n Kune ca Mpanom yka3zyjy Ha
YUHHCHHITY J]a UPAHCKO-M3PACIICKU cajoep paT MocTaje Je0 riodarHor
reonOJUTHYKOT HaaMeTama. L{nib ncTpaxkuBama jecte aHaIu3upamke
cajoep para M3paena u Vpana, ynore kKojy OH UMa y HHUXOBOM
cyko0Oy, kao u edekaTa Koje OCTBapyje, KAKO Ha OBE JIBE JIPIKaBE,
TaKO W Ha JIp)KaBe y PETHOHY, KOj€ yCIIe/ IIOBE3aHOCTH M CIIOKEHHUX
melycoOHmMX omHOCa, Takohe OuBajy TapretupaHe. AyTop ykasyje Ha
pactyhy BakHOCT cajOep MUMEH3Hje Kao 1MoJba HaJMeTama aKTepa Ha
Bbmickom uctoky, rae ,,crapu cykoou” 100ujajy HOBY IUMEH3H]Y KPO3
peMenITame 00pOe y TUTUTAIHU TPOCTOP U TIOCTajy HEOJABOJUBHU JICO
CaBpEeMEHE T'eONOJUTHYKE PEATHOCTH PETHOHA Y TIOCT-YHUTIOJIAPHOM
CBETY.

Kibyune peun: Uspaen, Mpan, cajoep paroBame, cajoep 6e30emHOCT,

bnucku ucrok.

YBOJI

Cse mmpa ynoTpeba HOBHX TEXHOJIOTHja M €KCITaH3uja cajoep
MpocTOopa 3HA4ajHO Cy yTHIaje Ha TpaHchopMalujy TIIO0ATHUX
OJIHOCA, TpYyXajyhu IpiKaBHUM M HEAPKABHUM aKTepUMa HOBE
MoryhHocTH JenoBamba, HCTOBPEMEHO MX M3JaKyhu MOTIIYHO HOBUM
puzunuma (Rid 2013) Ha koje npkaBe 4eCcTO MMajy OrpaHHuYCHE
KarnamuTeTe 3a ajgekBaTaH oaroBop. Came KapaKTepHUCTHKE cajoep
MPOCTOpa Kao IITO CYy aHOHUMHOCT, II00ATHA TTOBE3aHOCT, BEJIMKA
Op3uHa KpeTama WH(OpMaIja W HUCKH TPOIIKOBH KopwHIThema
(Liff 2012, 422) mogaTHO Cy TIOACTAKIIE IPKABE y TIPOIIECY FHEroBe
nHCTpyMeHTanu3auuje. Tume je cajoep cdepa mocrana MpocTop
cyko0JbaBamka HUCKOT MHTCH3UTETa u3Mel)y JprkaBa Koje, Kpo3 kpahy
OCETJBHMBHX I0JIaTaKa, MaHHITyJalHje Y HHPOPMAIIHOHOM MTPOCTOPY
U OMETame HOPMAIHOT (YHKIIMOHHCAKka PadyyHAPCKHUX Mpexa,
MOKYIIaBajy HAaHETH MTeTy MpoTuBHUKY (Bogicevic 2025, 305).

IIponiec rmobGamHOr yMpexaBama TmpaheH je 3Ha4yajHUM
mpoMeHama y pacrnogenu Mmohu y Mel)yHapogHOM MOPETKY HACTAIOM
HAaKOH Kpaja XJjagHor parta. [locTerneHo cMameme JUPEKTHOT
npucyctBa CAJl Ha brcKoOM UCTOKY M MpEeyCcMepaBame CTPATEIITKE
maxme Ka VcTounoj AsWju JOBENH Cy OO €po3hje ITOMHHAHTHE
yJiore BalmiHrToHa Ha TOM MPOCTOPY, YMME Cy CTBOPEHE OKOJIHOCTH
3a MojavyaHo JIeOBAke IPYTUX MI00ATHUX U PErHOHATTHUX aKTepa.
Mehy npxkaBama Koje Cy IoOKa3alie MOceOHE aMOWIUje y KEJbU
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Jla TIOITyHe BaKyyM MohU W TIpommpe cBOj yTuilaj jecre MpaH, xoju
j€ ycmocTaBJbamkeM KOHTPOJIE Haj OpOJjHHUM OpYyKaHHM rpylama
y ApkaBama biauckor ucToka cTekao 3HauajaH PperMOHAIHU YTHLA].
MelhyTtum, excran3uja UpaHCKOT MPUCYCTBA HAWILIA je Ha 3HAYajHY
MPENpeKy y BHUAY HEMOMHUPJGMBOT HCOJOIIKOT HEINpHjaTesba H
KJbYYHOI' aMEepPUUKOI' CaBe3HUKA y peruony, N3paena. Texma Ten
ABuBa 1a moMepu o0paHy TEPUTOPHjE€ U CTAHOBHUINTBA IITO /1aJbe
O]l COTICTBEHUX I'PAaHUIIA, Ca JeJTHE, M IIUPEHE MPEKE MPOUPAHCKUX
MpOKcHja Ha BiarckoM UCTOKY ca Apyre CTpaHe, TOBEIHU Cy OBE JABE
JpKaBe y cTame rnepManeHTHor Tpema (Netolickd and Mares 2018,
418), npu yeMy je IPEHOIICHE BUXOBOT PUBAJICTBA y cajOep MpocTop
M3a3BaJl0 HACTaHAK HOBOT M3BOpa HEOE30EIHOCTH 3a CBE ApKaBe
bruckor ncroka (Amaliya 2025, 49). Yrpaso he orkpuhe u3paencko-
aMepuYKor cajoep Hama/la Ha HyKJIeapHoO rmocTpojeme y Hatanszy 2010.
rOJIMHE 03HAYMTH T0YETaK HOBE (pa3e y pasymeBamy cajoep chepe kao
MpOCTOpa CyKoOJbaBama JpKaBa.

Iluss oBor pana jecre aHanusa reHese cajoep cykoba nsmely
W3zpaena m Hpana makon 2010. romunae, ca mMoceOHUM OCBPTOM
Ha WHIUJICHTE KOjU Cy YCIeIWIIM HakoH okToOpa 2023. roamue.
L{eHTpaTHO UCTPAKMBAYKO MUTAKHE OJJTHOCH CE HA TO Yy KOjOj MEpH
cajoep HMHCTPYMEHTH MOTYy KOMIIEH30BaTH acUMETpHjy Mohm y
yCJIOBHMa aKTHBHOT PETHMOHAJIHOT CyKo0a, MpH 4YeMy IoJia3Ha
NpeTnocraBka pajaa jecre na edextu cajoep JejioBamba OCTajy
CTpaTeIIKH OTPAHUYCHH KaJla je TEXHOJOUIKH M OPTaHU3aI[MOHO jaun
aKTep clipeMaH W croco0aH Ja WHTETPHUINE JUTHTATHE OIepalnje
ca KMHETWYKUM JiejcTBUMa. HaydHu nompuHOC paja orieaa ce y
WHTETPUCAHO] aHAJU3U OBOT CyK00a Kao CTy/Hje Ccliydaja acCuMETpuje
cajOep KamauTeTa y MoCT-yHUIIOJIAPHOM IOPETKY, IPU YeMy ce, 3a
pasiuky on nocrojehe TuTepaType Koja ce IpeTe)kHO 0aBU TEXHUUKUM
acTIeKTUMa MHIIMIeHAaTa, HarJlacak CTaBJba Ha CTpATeIIKe eeKTe U
CTPYKTYpHE JIeTepMUHAHTE cajoep enoBama.

IIpoyuaBame cajOoep 0e30€qHOCTH CyOYEHO je ca 3HadajHOM
METOZOJIOIIKOM MPENpPeKoM Yy BHUAY OrpaHHUYCHE JOCTYITHOCTH
MIPOBEPJHUBHUX MHPOpMaIHUja o cajoep akTepuma, aKTHBHOCTHMA KOje
OHU CIIPOBOJIE U HUXOBUM e(eKkTuMa. 3a pas3nuky o MelycoOHux
KWHETUYKUX yAapa W3BEACHUX TOKOM jyHa 2025. rommHe, KOX
Kojux je Omio moryhe HemocpemHuje YTBPIUTH HAHETY (PUBHUKY
TeTy, YTBphUBame KOHCEKBEHIIM cajOep oreparuja 3HATHO je
CJIOKEHHU]j€ yclie[, HeMaTepHujajaHe MpUpoae TUTHTAIHOT ITPOCTOpa
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W OrpaHWYeHe TpaHCIapeHTHOCTH akTepa. Cajoep cykob M3paena u
Hpana obenexeH je n3pakeHOM acHMETPHjOM H3BOpa HHQOpMaIja:
HajBehu 1eo mojaTaka HOTHYE O] 3allaHUX KOMIIaHWja ¥ OpraHu3aluja
CIICIMjaTM30BaHUX 3a cajoep 0e30eMHOCT, IOK ¢y uHpOopMalnje u3
MPaHCKUX U3BOpA Ca 3HATHO BUIIIE OTPaHUYCHA.

Ogaj pan obyxBara cajoep mHIUICHTE y nepuoay ox 2010.
TroJMHE JI0 JaHAC KOju HCIymaBajy cienehe kpurepujyme: 1) jacHy
MOBE3aHOCT ca MehynpxaBHUM ogHOcMa M3paena u Mpana, oqHOCHO
MOCTOjabe MHAMKATOPA J1a MHIUACHT UMa MOJIUTHYKU HIIH CTPATEIIKN
MOTHBHUCAH KapakTep; 2) MOCTOjabe JaBHO JOCTYIHE TEXHUYKE UITU
WHCTUTYIIMOHAIHE aTpUOyIHje Hamana; u 3) MOJUTUYKO-CTPATCIIKH
3Ha4Yaj, OJTHOCHO MOTEHIIMjaJI yTUIlaja Ha TOHAIIame akTepa. Kao
,»[IPOBEPEHE YME-CHULIE” TPETUPA]y C€ UCKIBYUMBO MOJALH KOJU CYy
MOTBpheHn n3 HajMame /1Ba Mel)ycoOHO He3aBHCHA M3BOpa WIH KOjU
Cy JOKYMEHTOBAaHH KPO3 TEXHUYKE MHIUKATOPE KOMIIPOMHUTALN]E U
3BaHWYHE U3BEIITaje pelieBaHTHUX MHCTUTYyUHWja. Hacynpor Ttome,
TBP/IbE aKTepa, MeJIMjCKe HHTEPIIPETAIje U MPOIIeHE KOMIIaHH]ja 3a
cajoep 6e30eTHOCT aHATM3NUPA]y Ce Kao aHAIUTHYKU HApATHBH, a HE
Kao eMnupHjckn yTBphere unmennie. Ha taj HaunH HACTOjU ce jacHO
pasrpaHuYMUTH JECKPUITHBHU HUBO aHAJIU3E O MHTEPIPETATUBHOT.

CAJBEP TIPOCTOP KAO HOBHU ®POHT:
HN3PAEJICKM OAT'OBOP HA UPAHCKY IIPETHY

[Tepuenmuja mepmaneHTHE yrpoxeHocTH orctanka (Tabansky
2020, 46) xspy4HO je yrunaia Ha Tenm ABHB J1a TPUXBATH MPOAKTHBHO
Y IPEBEHTUBHO JIEJIOBahE€ y HAIIMOHAIHO] 0A0paHH KOje ce TeMEJbU
Ha IPUHIUIY ,,0e30€AHOCHOT TPOyIriIa” Yuje cy KJbyuHe KOMIIOHEHTE
oaBpahame, paHO ymo30peme U OP30 OCTBapUBamE OACYAHE Mobee
Ha 6ojuoM mossy (Freilich, Cohen and Siboni 2023, 185). Kaxko je
MIOCTH3alke TpajHOT Mupa 3a M3paenm, kao KOHAYHOT CTPaTEHIKOT
uusba Koju je aptuxynucao ben I'ypuon (David Ben-Gurion) (Baram
2017, 3), cKOpO HEAOCTHXKHO yCiie] HeMOryhHOCTH TpajHOT BOjJHOT
HeyTpallucama aparcKkux napxkaBa, Ten ABUB ce (oKycwpao Ha
JOCTH3ake CKPOMHUJET 1MJba Y BUY MPUBPEMEHOT OHECTIOCO0IbaBama
HajUCTaKHYTHj€ TIPETHE TPe TI0jaBe PYTUX MPETHH Y PETHOHY U HOBOT
nukiyca cykoospaBama (Freilich, Cohen, and Siboni 2023, 185).

Kpaj XX u mouerak XXI Beka 10BeO je 10 €BOIYIIHje U3BOpA
MIpPEeTHU ca KojuMa ce M3paen cyouaBao y CBOM OKpyKemy. tbuxosa
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TpaHCc(OpMaIHja U3 peryJapHUX OPYKaHUX CHara aparncKux Ap)kaBa
y HEIp)KaBHE aKTepe Kao MITO Cy TEPOPUCTHUYKE TpyIe yTUIANIA je U
Ha caMy MPUPOAY CyKoOa. Ycien acuMeTpuyHe MpUpoje cykoda ca
He/Ap)KaBHUM akTepuma, Tenm ABUB ce BUILE HHje MOTA0 OCJIamkaTH Ha
Op3e u omyuyjyhe nmodee Ha KOHBEHIIMOHAIIHOM OOJHOM I10JbY IIITO
j€ TIPIMOpAaJIO HEroBe JOHOCHOIE OTyKa Ja MPEUCIINTA]y TIPUHIUIIS
»oesoemHocHor Tpoyrna” (Freilich 2018, 199).

VYrhopeno ca TMojadyaHUM TPHCYCTBOM — TEPOPHCTUYKUX
opranuszanuja, pactyhu 3Hauaj caBpeMEHHX AUTHTAIHUX TEXHOJIOTHja
3a QYHKIHOHHCAKHE EKOHOMHU]jE U IPYLITBA OTKPHO j€ MOTITYHO HOBU
CKyI TIpeTHH Kojuma je M3paen nocrao uznoxeH. Kao apxasa ynja
ce TIpuUBpeaa ocliamka Ha MPUMEHY HajCaBPEeMEHHjUX TEXHOJIOTH]a Y
MpUBpeIU U aaMuHUCTpanuju,’ Tesm ABUB je MOCEOHO OCETJHHUB Ha
cajoep mpeTtme. Kibyuan MoMeHaT y Tipoliecy Ipero3HaBama cajoep
IpocTopa Kao HOBOT M3BOpa HeOe30eaHocTH goroauo ce 2010. rogune
ca OTKPHBAKEM aMEPUYKO-H3PACIICKOTr cajoep Hamaja Ha UPaHCKO
HYKIIeapHO TIocTpojere y HaTtangy.

Ctpax oj pa3Boja HPaHCKOT HYKJICApHOT IMporpama, 3ajeIHo
ca yBepemeM y e(KaCHOCT IPEBEHTHBHOT yaapa Kao MEXaHHW3Ma
3a cy30Hjame pErHOHATHUX MPETHH, HaBeo je M3paen ma Beh 2006.
rojuHe, 3ajenHo ca CAJl, cnposeny cajoep onepanujy (Kaminski 2020,
69) ox HazuoM ,,ONUMINKjcKe Urpe” ca UJbEM OHECIOCO0JbaBambha
HYKJIeapHOT TIoCTpojea y Haran3y. TokoMm HapeaHe 4eTHPH TOJIMHE,
BHPYC KOjU C€ HAJIA3WO Y UPAHCKO] padyHapCKOj MPEKH OHECITOCOOHO
je oxo 1.000 racanx neHTpudyra, MTO HUjE TOBEIO A0 PaIUKATHOT
ycropaBama HykJeapHor nporpama (Albright, Brannan, and Walrond
2010). MehyTum, KOHCEKBEHIIE Cy OHiie 01 U3y3€THOI PETHOHAITHOT
¥ ro0aHOT 3Havaja, Oyayhu aa je ped o MpBOM MO3HATOM MPUMEPY
cajOep omepaliyje ca JUPEKTHUM (HU3UUKUM e(DeKTUMA Ha KPUTHUHY
nHPpaCTPYKTypy jenHe apkase. [locmarpana riobaiHo, oneparija
,,OIMMITHjCKe UTpe”’ 03HAYMIIA je TTOYeTaK MPEeUCTIUTHBAKkA PAlbUBOCTH
KPUTHYHE WHPPACTPYKTYpe Ha TMOTITYHO HOBY BPCTY NPETHH, JIOK je&
Ha PErHOHAIHOM HUBOY OTKpuhe cajoep Hamaaa 03HAYMIIO OTBApame
HOBOT ()pOHTA y UPAHCKO-U3PACICKOM CyKoOy, koje he yop3o yByhu n
Jpyre ap>xaBe bIuMCcKOr nCToKa.

' Yak 13% BAIT u 31% u3Bo3a M3paena noTu4e U3 NpOU3BOJIA U YCIIyra HaCTaINX
y o0iacTu mpUMEHe BUCOKHX TEXHOJIOTHja. 3a Bulle HH(OpMaIija 0 BaXKHOCTH OBE
MIPUBpE/IHE IeJIATHOCTH Ha Pa3Boj u3paeicke ekonomuje (Razin 2018).
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Hakon 2010. ronmHe m oTkpmha H3paeicKke yMENIaHOCTH
y cajOep Hamajn, Tem ABUB je paauKaiHO MPOMEHHO IEpLEeNIujy
Wpana xao nperme, Kako y (U3UUIKOM, TaKo U y cajOoep mpocTopy
(Baram 2017, 1). Kako O0u 0p:ka0 TEXHOJIOIMIKY MPETHOCT Y OJHOCY
Ha PETHOHAIIHE MPETHE U aJIeKBATHO OJTOBOPHO Ha MOTyhy HpaHCKY
petanujaryjy, M3paen je mpucTynuo pa3Bojy cajoep 6e30eaHocTr
Kao HOBOM cTyOy Oymyhe onOpaHe aprkaBe 0 4YeMy CBeoue 3HAYajHU
HaIlOpU M PECYPCH KOje je yJIOKHIIa U3paeiicKa Bllajia y U3Trpaamby
WHCTUTYLMja W CYOBEHIMOHHCamy pa3Boja HOBUX CTapTanoBa
(Government of Israel 2011, 2; Press 2017). Ocnamajyhu ce Ha jaBHO-
MIPUBATHO TIAPTHEPCTBO M III00aTHY €KOHOMCKY MOBe3aHoCT, M3paen
j€ M3rpaguo u3y3eTHE HAIMOHATHE cajOep KamaluTeTe YUME j& CTEKAo
onnydyjyhy KOHKYpeHTCKY MIPETHOCT HaJ aKTeprMa Koje TepIHrpa
Ka0 PErnOHAITHY MPETHY.

[lopen HacTojama 1a ce Kperpa HallMOHAIHN CEKTOpP KOMITaHH]ja
ycMepeHux Ka cajoep 6e30emHoctu, M3paen ce y 3HauajHO] Mepu
OCJIOHHO W Ha MeljyHapoaHy capajiiby Kao MEXaHn3aM 3a yHanpeheme
kamarureTa. LleaTpamao Mecto y pactyhoj Mpexu mel)yHapoaHux
naptHepa 3ay3uMajy CAJl, ca Kojuma je OCTBapeH BUCOK HUBO Capambe
kako Ha MehyBnaguHoMm 1utany (Arshad 2025, 1148), Tako u 'y 1oMeHy
npuBpee. FiHTeH3nBHaA pa3MeHa 3Hamba U HHpopMaluja, IoceOHo y
MOTJIely MPAHCKHUX CIIOCOOHOCTH M HaMepa Y JUTHTATHOM IIPOCTOPY,
00e30ehyje M3spaeny 3HauajHy CTpaTelIKy IpeaHocT, oMoryhasajyhu
My ONITHMAaJIHy yIOTPeOy COICTBEHHX pecypca y IUIaHupamy cajoep
omeparmja (1141).

Kao cBe 3HauajHWja KOMIIOHEHTa U3paelicke cajoep
onOpane HakoH 2010. roguHe MOCTENECHO CE pa3BHja U capajiiba ca
pETMOHAIIHUM aKTepuMa Koju y MpaHy npeno3Hajy u3Bop peruoHajiHe
HeOe30enHocT. OHecnoco0/baBamke pauyHapCKe MpPEKe KOMIIaHU]e
Apamko (Aramco) 2012. ronuHe OWO je jacaH TTOKa3aTeJb HAIMPETKA
koju je Mpan octBapuo y cajoep moMeHy, yka3yjyhu OJIMCKOMCTOYHUM
JpkaBaMa Ha pactyhu MHTEH3UTET oBe npeTme. Kako 0u mpemocTuim
Hactajyhu ja3 y ognocy na HMpawn, npxxase nonyTt Erunra, Cayaujcke
Apabuje u Vjenumenux Aparckux Emupara okpenyne cy ce M3paeny
Kao mpoBajaepy 0e3deaHocTH y cajoep npoctopy (Al-Halawany 2021;
Khorrami 2021). ITopen monu3ama HIBOA PErHOHAIIHE OTIIOPHOCTH
Ha UpaHCKe MPETHE Yy AUTHUTATHOM IIPOCTOPY, cajOep muruioMaruja
Ten ABuBa mMasa je 3Ha4ajaH yTHIIQj U Ha MMPOIEC HOPMaITH3aIIHje
oxHoca ca apxaBama peruona (Freilich, Cohen, and Siboni 2023,
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275), unMe je OCTBapeH Ba)kaH KOpPaK Ka peaau3aliju jeHOT O
KJbYYHHUX CTpaTEIIKUX MibeBa V3paena — ycrnocraBibama cTaOMITHHjer
0e30eIHOCHOT OKpYKeHba.

[IpousBoa Hamopa Ha yHyTpammbeM U Mel)yHapOaHOM TUTaHy
jecTe pa3Boj M3y3E€THO CO(HUCTUIIMPAHOT CHUCTEMa cajoep oiadpaHe
3aCHOBAHOT Ha BEJMKOM OpOjy YCIHEITHHX KOMIIaHHja,> BHCOKOM
CTENeHy Koollepalnyje IpUBpeIe ca HHCTUTYLHjaMa M pa3MEHH 3Hamba
n nHpopmanujama ca sogehum mehynapogaum akrepuma. OpraHcku
pa3Boj caj0ep KamauuTeTa Kpo3 MPUBpPEIHU pa3Boj omoryhwno je
Ten ABuBy na ce Halje y camMmoM BpXY JIp:KaBa y IMOTJIELy HbUXOBUX
crocoOHOCTH Ja ojaroBope Ha cajoep mnperwme (Digital Watch
Observatory 2025), mto je u OM0 MPOKIaMOBaHU ITHJb TTOCTABIHEH
TokoM modeTka XXI Beka. Y TOM CMUCITy, H3paeiICKH MPUCTYII cajoep
0e30eTHOCTH He TPEe/ICTaBIba TMCKOHTHHYHUTET y OJTHOCY Ha paHuje
0e30eqHOCHE NOKTpHUHE, Beh HBUXOBY (YyHKUHOHAIHY adanTaiujy
HOBHM TEXHOJIOIIKUM U T€OTIOTUTHYKUM yCIIOBUMA.

HUPAH U CAJBEP TIPOCTOP: ACUMETPUYHA
CTPATEI'NJA, TIPOKCH JEJIOBAIBE
N IUT'UTAJIHA TIPOJEKIIUJA MOKhHU

Onnoc Hpana npema cajOoep mpocTopy, Kao U y cCiay4dajy
JIPYTUX ayTOPUTApHUX CHJIA, O3HAYCH je aMOWBaJIeHTHOHIhy: ca
jellHe cTpaHe, OH IPEeJICTaBlba MeXaHN3aM KOHTPOJIE CTAHOBHHINTBA
W TpoTarupama CONCTBEHUX BPEIHOCTH KPO3 JUTHTAIIHE MeEuje,
JIOK ca JIpyre MpeCcTaBiba CTaaH U3BOP OMACHOCTH Y BHIY MPOIOpa
yTUlaja 3anaaHux Meanja. [[pucycTBo OBUX Me/IHja, Ko alTepHATHBE
JIpKaBHHUM TJIACUJIMMA, MPEJICTaB/ba moce0an mpolieM 3a BIacTH y
TexepaHy Koje ce ydecTano CyouyaBajy ca MAaCOBHHM IPOTECTHMA
(Freilich, Cohen, and Siboni 2023, 140). Takohe, moryhHOCTH KOje
cajoep TpocTop Mmpy’Ka Kao MeIrjyM 3a MIHPEHE YTUIlaja y peTHOHY U
BpIICHE MAIMIIMO3HUX OTepaliija yTuiiaie cy Ha TexepaH aa npeno3na
cajOoep 0e30eqHOCT Kao jeHy OJ KJbYUYHHX aclieKaTa HallMOHAaITHE
0es36ennoctu y o0ynyhHocru. Ynpaso he macoBru nporectu 2009.

2 MycrpaTuBaH MokKasaTesb ycnexa koju je nocturao Ten Asus HakoH 2010. roxune
jecre mpoIBaT BHETOBE MHAYCTpHje cajoep 6e30eqHocTu. M3paen ce cmarpa Apyrum
HajBehnM eHTpoM 3a pa3Boj codTBepa 3a cajoep 3amtuty Ha cBeTy (Eisenstadt and
Pollock 2021).
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roAMHE M OTKpHuhe MpHCyCcTBa aMepUIKO-H3paeicKor Stuxnet BUpyca
— cajOep opyxkanor mansepa, 2010. ronumHe OWUTH KaTaIU3aTOPH
IojayaHUX UPAaHCKUX HAIopa y MpaBlly pa3Boja cajoep KamanuTeTa
(Anderson and Sadjadpour 2018, 10-11). 3a omncraHak pexuma
ajarojaxa, cajoep 0e30eHOCT mocTaa je MoJ[jeIHAKO BakHa Kao U
MMTamke pa3Boja HyKiIeapHoT Haopyxkama (Bucala and Pendleton 2015).

Mehynaponno aenoBame Mpana y cajoep mpoctopy 3ay3nma
BHIIECTPYKY YJIOTY Y H-€IOBOj CTPATErHji OCHAXKHBaba PETHOHATHE
nosunuje. IlpBencTBeno, Texepan ce y CBOM acCHMETPUYHOM
JiejoBamy Ha BIMCKOM HMCTOKY y 3Ha4ajHOj MEpH OCliamka YIpaBo
Ha cajOep cpejicTBa Kako O ce m3beria eckanaidja TeH3Wja Koja
O Morjia BoguTH y opyxkaHe cykobe (Haroon 2024, 146) wnum
TpOIIEHE pecypca JIOKATHUX npokcuja. Ca mpyre crpane, cajoep
WHCTPYMEHTH TIPE/ICTaBJbajy PEJIaTHBHO CEKOHOMHUYAH W Mambe
BHUJIJBMB METOJ 33 NPUKYIJbakbe¢ 00aBelITajHUX N01aTaKka, Kao 1 3a
TapreTUpame HHCTUTYIIMja U IPUBPEIHUX cy0jexaTta APYrux AprKapa.
OBe aKTHMBHOCTH HEPETKO IMPEJICTaBIbajy MPBH KOPAK y CIIPOBOhewy
omeparija y umHpopmanmonoj chepu, koje ce MaHHDECTYjy Kpo3
00jaBJbMBaE OCETJHPUBUX ITOAAaTaKa WM apTHKYyJIHCamke ofapehennx
MOJUTHYKKX TIOPYKa, Ca UJBEM HCTHIAkha CONICTBEHUX CIIOCOOHOCTH,
QJIM M eKCIUI0ATalMje YOUSCHHUX cIa00CTH MPOTHBHHUKA.

[Moyuenn cnyuajem Stuxnet, Upan je nHakon 2010. roaune
3HAYajHO MHTCH3UBUPAO (DMHAHCHjCKa yiarama y oBaj JoMeH. Mako
TaYHM NOJAIM HUCY jaBHO IOCTYIHH, IporieHe PatHor konenra Bojcke
CAL (US Army War College) o pacty upaHckor Oyiera 3a cajoep
oreparnuje ca 76 MHJIMOHA aMEePHUYKHUX JIoJIapa Ha jeIHy MHIHjapLy
YETUPH TOJMHE KaCHHUje, MPE/CTaBIbajy jacaH MHAMKATOp 3Hayaja
KOju HOocH cajoep npoctop 3a Mpan (Shafa 2014). [Toceban akueHat
CTaB/beH je Ha yHamnpeheme craHmapiaa oOpasoBamba y 00J1aCTH
HHPOPMATHIKUX TEXHOJOTHja U CEICKIN]y KaApoBa KOjH Cy TOUCITH
MOy H-aBaTH MO3UITHje y cajoep jenuHuama MpaHcke pemyonnkaHcke
rapae u MunucrapcrBa nHpopmucama (Netolicka and Mares 2018,
420; Keshavarz 2023, 122). KontunyupaHo ynarame moueso je 1aBatu
pes3yaTare WTo ce MOTJI0 YOUUTH Kpo3 pactyhu O0poj copucTuinpannx
Haraja Ha KpUTUYHY HHDPACTPYKTYypy OPYTrHX JpkaBa (Kao IITO je
TTIOMEHYTH CITy4aj caynujcke kommanuje Apamko 2012. ronuae) Koje ¢y
nouerne nepuunupary Mpan kao pactyhy cajoep mpermy.

Hanaam o cTpaHe npaHcKuX cajoep rpyna U \uma OJMCKUX
MIPOKCHja Ha pauyHapCKe MpPEXke 3alIMBCKHUX Ap)KaBa HACTABHIIM Cy Ce
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Uy HapeIHUM TOJIMHaMa, IITO je YKa3WBaJI0 Ha HEKOJIHMKO TPEHIO0BA Y
noHamramy TexepaHa y cajoep mpoctopy. Y CKiaay ca CTpaTertjom
oclamama Ha MPEeXy MPOKCH aKTepa MIHMPOM pernoHa biuckor ucroka
u Bohema acumerpuyHe 00pOe 3apaj yHanpehema nmosunuje, Upan
je 3amnoueo nporiec audysuje 3Hama U MaJTUIMO3HUX ajaTa ca CBOJUX
cajoep akTepa Ha TTOBe3aHe, HeAp)kaBHE cyOjekTe. OBaKkBa Ipakca
omoryhmiia je moBehame yKyImHHX KamanurTera TexepaHa 3a Boheme
odaH3UBHUX cajOoep omepallyja, ajli je ICTOBPEMEHO 3HA4ajHO OTexala
NOY3/aHy WICHTH(UKAIHM]Y HEIOCPEIHUX U3BPILIIAIA HATIA1a, YAME j&
OJITOBOPHOCT 3a cajoep JiejcTBa noctaia Judy3Ha U TEHIKO MPUITMCUBA
KOHKPETHOM aKTepy.

Huzak HHBO cBecTHM O pHU3MIMMa M OrpAaHUYCHA yllarama
3aJIMBCKUX JIpyKaBa y 3aIllITUTY Of cajoep mpeTwmu Tokom 2010-ux
TOJIMHA YYUHWIN Cy MX W3Pa3UTO PambHBHM Ha JIEJIOBaEkEe HPAHCKHUX
Y TIPOMPAHCKHX cajoep akTepa. MHIMKaTHBaH NoKa3aTesb CTEIeHa
HU3JI0)KEHOCTH OJINCKOMCTOYHUX aKTepa cajoep ImpeTmama jecy
pe3ysiTaTH UCTpaxkuBarma kommanuje Teneon (Tenable) koju nokasyjy
na je gak 95% cayamjckux KOMIIaHHWja OMJIO CyodeHo ca cajoep
IpeTmhaMa Koje Cy HETaTUBHO YTHIAIE Ha FbUXOBO MOCIIOBAHE TOKOM
2019. ronune (Tashkandi 2020), a kao ri1aBHM U3BOp HAIa/a je yIIpaBo
unentupukoBad Upan (Guzansky and Deutch 2019). [Topen nenoBama
YCMEPEHOT Ka MeTaMa y HeMOCPETHOM PErHOHAITHOM OKPYKEmY, cajoep
aKTepH MoBe3aHu ca MpaHoMm cripoBoauiiv ¢y ohaH3UBHE OIepariije
n nporuB CAJl, Kao T7aBHOT CaBe3HMKA MPAHCKHUX PErHOHAITHHUX
oroHeHara. OBe aKTHBHOCTH 00yXBaTaye Cy TapreTHpame KPUTUIHE
HHPPACTPYKTYpe, MOIMyT Harana Ha Opany boyman (Bowman Dam)
2013. rogune (United States Department of Justice 2016), kao u Hanaze
Ha NpUBaTHE KOMIaHM]jE U MOjeUHIIE, TJe ce mocedan OKyC CTaBiba
Ha ocBeJloueHe npoTuBHUKe 3BaHYHOT Texepana (Elgin and Riley
2014).

Kao u y cnyuajy Uspaena, Hpan ce y 3Ha49ajHOj MEpH OCIIOHHO
Ha CBOjy MPEXY CaBE3HHMKa Kao U3BOPY TEXHOJIOIIKMX MHOBAIIH]a,
EeMITUPHjCKUX HMCKyCTaBa M ONEPATHBHE MOJAPIIKE y CHPOBOhEHY
cajOoep omepaiuja. [IpuMapHu TapTHEp y OBUM Hamopuma jecTe
Pycuja, ca xojom Upan ox 2015. ronuHe nMa NOTIHCAH CIIOPa3yM
o cajoep xoomeparuju (Agence France-Presse 2015), a xoju je
noaatHo yHarnpehern 2021. ronurae Kajna je ckiorbeH Cropasym o
capaimby Ha oJby cajoep 0ezoennoctu (Cyber Security Cooperation
Agreement), Koju 00yxBara jOII BUIIN CTEIIEH pa3MEHE TEXHOJIOTHje U
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nH(popMmaimja, ooyke u momoh y meljyHaponaum cajoep HHIMACHTAMA
(El-Masry 2021). Cnopa3ym o cTpaTenkoj koomepanuju usmehy
[Texunra u Texepana CKIONJBEH HCTE TOAMHE Takole je ycMepeH
Ka pa3MeHU TeXHOJIOTHje U MH(popMalija, ca 3Ha4ajHUM KHHECKUM
WHBECTHIIMjaMa Yy TEJICKOMYHUKAIMOHY WHQPACTPYKTYpy H
codtBepe, omoryhasajyhu Upany ga ycnoctaBu jorn UBpirhy Haa3op
W KOHTPOIIy HaJ CONCTBeHUM cajoep mpoctopom (Reuters 2021).
Capanma u3mel)y momeHyTHX JQpkaBa HHje OTpaHHMYCHA HCKJbYYHBO
Ha JIp>KaBHE akTepe y cajoep mpocropy Beh ce oHa mpeHesna u Ha
HeJp>)KaBHE TIE ce Koolepalnja OCIMKaBa y pa3MEHU YKpaJIeHHUX
MoJjaTaka ¥ KOOPJMHUCAHUM HallaJuMa Ha KPpUTHYHY HHPPACTPYKTYPY
Ipyrux apxkapa. [lpummep TakBor o0inMKa HedoOpMaiTHE capaiambe
UICHTU(HUKOBAH je Y 3ajeIHHYKOM JIeJIOBamby MPOPYCKUX U
MIPOUPAHCKUX cajoep akTepa TOKOM cajOep Hamajaa KOju Cy IOTOMIN
npxkase 3anaaHor bankana 2022. u 2023. rogune (Oghanna 2023).

Hanopu koje je ynoxuno Texepan Hakon 2010. ronuHe y pa3Boj
HallMOHATHUX cajOoep KamaluTeTa YYHHWIH Cy OBaj WHCTPYMEHT
KPUTUYHOM KOMITOHEHTOM HErOBE CTpaTeTHje XUOPHUIHOT AeTI0Bamba.
[TapanenHo ca ocrlamameM Ha MPOKCH aKTepe y OOJIMKY OpyKaHHX
rpyna mmpoMm bimckor ucToka, Koje 4YMHE jedaH OJf KJbBYYHHX
WHCTpyMEHATa HPAHCKOI PETHOHAIHOT [EJ0Bamka, aHraKOBarbe
JIP’)KaBHUX U HEJPKaBHUX cajoep akrepa omoryhwuio je Texepany na,
y3 peJIaTUBHO OIPaHUYCH YTPOIIIaK pecypca, HaHece OJIaTHY IITEeTy
CBOjUM TpoTHUBHUIIMMA. Mmmak, 3a pa3nuky om M3spaena, rae je y
3Ha4YajHOj MEPH MPUCYTaH KOHCEH3YC y TOTIIeAy cajoep CriocOOHOCTH,
Ha mipumepy MpaHa To HHje cily4yaj IITO yKa3yje Ha MOCTOjame
3Ha4YajHUX PasfKa y CIOCOOHOCTHMA OBUX Ap)KaBa.

MelyHaponHu HHCTUTYT 3a cTpareuke crynuje (International
Institute for Strategic Studies — 1ISS) cBpcraBa Hpan wmehy
npyropaspente cajoep cwie (International Institute for Strategic Studies
[IISS] 2021b, 1), nok ce M3paen Hanas3wm y TpyIly HajHAIIPEIHUjUX
(International Institute for Strategic Studies [IISS] 2021a). [lo
CIIMYHHUX 3aKJbydaka fomao je u Jenaprman onopane CjeaumeHnx
Hpxasa (United States Department of Defence) y muxoBoj Cajoep
ctpareruju 2023. ToJuHe T je aata npoleHa na TexepaH joun yBeK
HHUjE EMOHCTPHpPAO0 MOTyhHOCTH crpoBolelha KOHTHHYHPAHUX U
couctunmpanux cajoep onepanmja (U.S. Department of Defense 2023,
5). Ca apyre crpane, Cubonu (Gabi Siboni), AGpamcku (Léa Abramski)
u Canup (Gal Sapir) ouewyjy na cy upancku cajoep kanauuretu Beh
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TOCTUTITM HABO HajHANpeaHujux npkaa (Siboni, Abramski, and Sapir
2020, 39-40), y uemy je carnacad u Juran YHa (Yigal Unna), Ousimn
nupekTop-renepan Hamuonanuor cajoep aupexropata Mspaena (Israel
National Cyber Directorate 2019).

VYhpkoc 3HauajHMM TMIpenpeKkaMa y pa3Bojy H3a3BaHHUX
mehynaponanm ekoHoMcknM cankijama (Faris 2025, 10), onmuBom
MO3TOBa U c1a00 pa3BHjeHUM IIPUBATHUM CEKTOPOM Yy obiactu cajoep
oe3oennoctu (Freilich, Cohen, and Siboni 2023, 137), Upa# je ycmeo
Jla pa3BHje 3HayajHe HAIMOHAJIHE cajOep KamaluTeTe KOjH Cy MY
oMoryhmiv antepHaTUBHH MEXaHH3aM JIeJIOBamka y CHTyalujama y
KOjuMa je yrnoTpeda MpOKCH OpyKaHUX Ipyrna eKOHOMCKH MPECKYIIa,
MOJUTHYKA PU3UYHA WIN ONEPATHBHO HEM3BOAJBHBA, IITO je TOCEOHO
JIOTILTO JI0 M3paXkaja HaKOH m30ujama cykoba y ['asu y okToOpy 2023.
TO/INHE.

CAJBEP JTUMEH3UNJA UPAHCKO-U3PAEJICKOI'
CYKOBA HAKOH OKTOBPA 2023. 'OAUHE

Ilosunmja Mpana ma biuckoMm WMCTOKy Ouia je pelaTHUBHO
crabuiHa 10 okToOpa 2023. roauHe: ocnamajyhu ce Ha pasrpaHary
MpPEKY CaBe3HHKa M IPOKCHU aKTepa, TexepaH je OCTBapHBa0 YTUIIAj HAJl
Xytuma y Jemeny, Xe30omaxom y JIubany u Xamacom y I[lojacy I'aze,
JIOK je ICTOBPEMEHO IMpojeKToBao cBojy moh y Cupuju, npyxajyhu
KJbYYHY TIOZIPIIKY pexkuMy bamrapa an-Acana, kao u 'y Upaky, rae je
IO/ CBOjUM OKPHJbEM JIprKao OpojHe MHUHUTCKe Munuije. Melhytnm,
HaKOH yTIa/ia IpHuIaHuKa Xamaca Ha Teputopujy M3paena 7. okrobOpa
U noveTka para Ha tepuropuju [lojaca ['aze 20 nana kacHuje, UPAHCKO-
M3paesICKU CyKoO yiao je y HoBy a3y, koja hie ce oyinkoBaTH Kako
aKTUBHHUM cykoOoMm u3mel)y M3paena u nmponpaHCKuX MUJIHIU]A, TAKO
u MehyycoOHmM HarmmaguMa TokoM JlBaHaecToaHEBHOT pata jyHa 2025.
ronuHe. [lapanenso ca oBum gorahajuma, y cajoep qoMeHy je Takohe
JIOTILJIO JIO 3a0IITpaBama CykoOa KOju je 00yXBaTao Kako JAp>KaBHE, TAKO
u OpojHE HeIpIKaBHE aKkTepe.

Tpenn uHTEH3UBHpama cajOoep JejcTaBa TOKOM ecKajaluja
tensuja m3mely Mzpaena u Mpana Ouo je mpucyTaH U TOKOM paHUjUX
cykoba (2009, 2012. u 2014. roguHe) y KOjuMa Cy OBU aKTEpPH OWITH
ykspydend (Freilich, Cohen and Siboni 2023, 120). [{usp genoBama
cajOep akrepa Omnu cy oHeMoryhaBame paja WM HapyllaBamka
M3IJIe/la CajTOBA JIp’KaBHE aMUHHUCTPAILIje, BETUKUX (PUHAHCH]CKHX
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WHCTUTYIH]a, Kao U Kpala momaraka KOPUCHUX 3a M3BOlermhe BOJHUX
WM Jasbux cajoep omnepanuja (Brenner 2012), ann pe3ynraTé TakBHX
orepanyja HUCY OMiM TpajHu Wi of Beher 3Havaja o ucxon cykooa.
MebhyTtum, n3oujame cykoda y ['aszu y oktodpy 2023. roanHe 03HAYHIO
je mouerak TpaHchopmallje UPaHCKO-U3PACIICKOT cajoep cykoba
Koja ce orieaa y nmosehanoj copuCTHITMPAHOCTH MOjeAMHUX HaIaaa,
mupeny 0poja YKIbYUSHHX aKTepa U HHTEH3UBHPamy YKYITHUX cajoep
aktuBHOCTH (The Economist 2024, ThreatMon 2026, 5-14).

Pasnuke y norneny cnocooHoct Mpana u M3paena 3a Boheme
OopOe y cajOep JOMEHy jaCHO Ce yodaBajy KpO3 aHalIu3y BpCTa
orepaldja Koje Cy JOMHHHUpaje KOJi CYKOOJbeHUX CTpaHa, Kao U
KpO3 O0MM M KapakTep HITEeTe MPOy3pPOKOBAHE HUXOBOM ITPHMEHOM.
Ananmsupajyhu u3Bemraje Komnannja u3 oomactu cajoep 6e30eqHoCTH
(Watts 2024; Radware 2025; Reddy 2025) u np>kaBHUX HHCTUTYLHja
(Cybersecurity and Infrastructure Security Agency 2025), mory ce
uaeHTudukoBat oapehene TeHneHLMje y AeIOBalkby HMPAHCKUX U
MpOUpaHCKUX cajoep rpyna mehy kojuma je Hajydecranuja u3Boheme
omepanuja y #HHOPMAITHOHOM TIPOCTOPY Ca MIJBEM JIECTAOMIH3AITHI]e
W3zpaena xpo3 mpoxyOJbuBamke APYIITBEHUX MTOIENIa, Y3HEMUPABAHE
JaBHOCTH M epo3ujy MehyHapoane noapuike Ten ABuBy (Watts 2024).
Takohe, Mpan je cBoje cajoep pecypce KOpUCTHO y oOaBelITajHe
CBpXe, MIpe CBera pajiu MPUKYyIJbamba 0CETIbUBUX HHPOpMaIHja, Kao
mTo cy mojanu o npunagaunuma OnopambeHux cHara M3paena,
Kao M MPHUCTYIa CHUMIIMMa HaJ30pHUX Kamepa, KOjU Cy CITy KN
3a mipoueny mrete (The Economist 2024; Newman 2025). Ca npyre
CTpaHe, YNpKOC OpOjJHMM HaBOAMMa O YCICIIHUM oOIlepaljama
(SOCRadar Cyber Intelligence 2025), 1o caga HHje HIESHTH(PUKOBAH
HUje/laH 3HAYajHUjH HalaJ Ha U3PAeliCKy KPUTHUHY HHPPACTPYKTYPY
ca TpajHUM Tocjenuiama, mTo MoXe OUTH UHINKATOp OTPaHHYEHOT
nmomeTa ohaH3UBHUX cajOep kamanuTeTta Mpana.

H3paen je ucroBpeMeHo cripoBoano odaH3UBHE OIepalvje y
MPaHCKOM cajOep pOoCTopy, Mpe CBera y 00aBeIITajHe CBPXE, ca IUIbeM
MPUKYIUbakha MoJaTaka pejleBaHTHUX 332 MICHTHU(HUKALN]Y BOJHHX
LMJbEBA U KJbYYHUX TMOjeNHALA, YKIbYdyjyhu HyKiIeapHe HayqHHKE
u Brucoke oduiupe PeBonynmonapHe rapjie U peryiapHUX OpyKaHHX
cuara Hpana (Zendata Cyber Security 2025), o demy cBemoue
3BaHMYHUIM ca 00e ctpaHe (Fassihi, Bergman, and Mazzetti 2025). ¥
MIPUJIOT OBOj TBP/EH FOBOPH M OJUTYyKa HPAHCKOT JIP’KaBHOT BpXa Ja,
HAKOH MHUIIMjAITHOT Ba3IyIIHOT YAapa U3paeJICKOT Ba3IyXOIUIOBCTBA,
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CyCIIeH/yje MHTEPHET Ha HAIMOHAIIHOM HHBOY W HAJOXH BUCOKUM
3BaHUYHUIIIMA OJjlaramke MOOMITHUX ypehaja, ycien crpaxa ma ou
OHM MOTJIM MOCIYXXUTH 3a Jouupame u npaheme mera (Politico
2025; Fassihi, Bergman, and Mazzetti 2025). TakBe mepe yka3yjy Ha
NEPICIIN]y u3paxeHe pambuBocTH MpaHa y cajoep TOMEHY U CBeIove
0 TIOCTOjamy 3HauYajHEe acUMeTpHje y cajoep cmocoOHOCTHMA U3Mely
IIBa aKTepa, Kojy je M3paenm WHTEH3WBHO KOPUCTHO Kao TOAATHU
WHCTPYMEHT CBOje BOjHE 1 0OaBemTajae Mmohwu.

[TocebHo yrory y cykoOy numajy Heip>KaBHHU cajOoep akTepH KOjH,
yClie]] OTpaHUYEHUX pecypca U 3Hama, Hajuenihe crpoBo/ie onepaiuje
y uaopmanmonom npocropy (Pijpers 2023, 7). Mehytum, Mpan u
H3paen kopucTe KOoIepalnjy ca HEApKaBHUM cajoep akTepuMa
Kao MEXaHU3aM 3a MMPUKPHBAkE YMEIIAaHOCTH JIp)KaBe y oapeheHnm
aKTUBHOCTHMA. Mako Cy mpumepH Ha CTpaHU capaambe MPAaHCKUX
Np)KaBHUX OpraHa ca cajoep akTepuma 00Jbe JTOKYMEHTOBAaHU
(Sabin 2025; New Jersey Cybersecurity and Communications
Integration Cell 2024), ciyudaj uspaencke rpyne [IpenaTopcku Bpadair
(Predatory Sparrow) yka3yje Ha CBE CI0KEHOCTH HICHTU(UKAIIH]ES
MOpeKJIa Haraaada U HeroBe MOBE3aHOCTH ca APKABHUM aKTEPHMA.
IIpencraBipajyhu ce kao xakepcka rpyrna Koja ce MPOTUBH PEXKUMY
ajaronaxa y Mpany, [Ipegaropcku Bpadail je 3aciayHa 3a H3BOheHe
M3Y3€THO CJIOKEHUX Haraja Ha KpUTUYHY HHPpacTpyKTypy MpaHa,
tTapretupajyhu skenesape, >Kelle3HWYKH caobpahaj u cucreme 3a
TpancnopT eHepreHata (Miller 2025; Vicens 2023).

Toxom Tpajama nBaHaecTOMHEBHOT cykobOa m3mel)y Hpana
n W3paema, oBa Xakepcka rpyla H3Bella je HEKOJHMKO 0 caja
MOTBpheHnx ormnepanuja Tapretupajyhu npumapHo (GUHAHCH]CKH
cektop (Picus Security 2025). [ToceOHo BaxkHa MeTa cajOep Hamaga
ouna je Cenax Oanka (Sepah Bank), mo3Hara no \eHUM Be3aMa ca
HpanckoM perryOInKaHCKOM TapaoM U (puHaHCHpamkheM HPAHCKOT
pakeTHOr mporpama M pa3nHduTHX npoupanckux npokcuja (U.S.
Department of the Treasury 2007). UpaHcku W3BOpU MTOTBPIUIHN CY
na cy Oankapcke TpaHcakiuje oHemoryhene (The Times of Israel
2025), anu UCTOBpEMEHO H30CTajy MH(pOpMalnuje 0 AECTPYKIHjU
noJjiaTaka Kojy je npujaBmiia xakepcka rpymna (Vicens and Pearson
2025). 3navajHy mMTETY MpeTpIiesia je U upaHcKa Oep3a KPUITOBAITyTa,
KJbY4YHa MHCTUTYIIMja y HanopuMa TexepaHa ma 3ao0ulje orpaHnyuema
y MehyHapoaHO] TPrOBHHU KOja Cy My HaMETHYTa CaHKI[Mjama
(Zendata Cyber Security 2025). HeoOuuHna coductunmpanoct cajoep
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omepaija HaBenu je OpojHe cajOoep kommanuje na [Ipematopcku
Bpalarl cBpcTajy Mel)y HellpskaBHE XaKepCcKe rpyIie ca BP0 OJUCKAM
Be3aMa ca u3paesickuM cajoep jenununama (Radware 2025; Miller
2025). MnycrpatuBan mpuMep OBE XaKepcKe rpyre ykasyje Ha pacTyhu
mpo0JIeM KooIlepallfje HepKaBHUX U JP)KaBHUX akTepa y cajoep
JIOMEHY YMME j€ TIpolieC HACHTH(HUKAI]E OJTOBOPHUX, a TIOTOM H
MPOLIEC IUXOBOT KXKaBamba, 3HAUYajHO OTEKaH.

Wpancko-u3paencku cykod HakoH okToOpa 2023. ronuHe ykasyje
Ja je cajoep IpocTop MOCTa0 MHTETPATIHH €0 CaBPEMEHUX OPY>KaHHX
Cyko0a, He caMo Kao MOMONHO Cpe/icTBO, Beh U Kao camocTallaH JOMEH
npojekije mohu. [lok je Mpan cajOep kamarurTeTe MpPeBacXoHO
KOPHCTHO y CBPXE OIPaHUYCHOT JOMETa Kao MITO CYy MPUKYIIhamke
o0aBemTajHUX T0JjaTaka MK oTepalyje yTulama y HH)OopMalmoHOM
npocTtopy, M3paen je ycneo na cBoje cajOep ornepairije WHTeTpHUIIe
y WWHUpU 00aBEIITAjHO-BOJHU amapar, KOMOMHYjyhu npxaBHe U
HeJp)KaBHE aKTepe pajd MOCTH3amka KOHKPETHHUX CTPATEHIKUX
e(ekara. OBakBa Mpakca ykasyje Jia cajoep JoMeH cBe uerhe CiyKu
Kao MHCTPYMEHT JEMOHCTpAIfje MOhH y aCHMETPpUIHUM CyKOOHNMa,
py 4YeMy H3pa)keHa HepaBHOTEXka y cajoep CIToCOOHOCTHMA MOXKE
MMaTH U3y3eTHO NOryOHE MOCIIEAMIIE TI0 Ip’KaBe KOje Ce Y TAKBUM
OJIHOCMMA Hajlaze y nojapeheHoM mosnoxajy, HapoOUuTO y yCIOBHUMA
pacTyhux HaNeTOCTH U NPOayOJbUBaKka HECTAOMITHOCTH Y CABPEMEHHUM
[JI00aJTHUM OJTHOCHMA.

3AK/bYYAK

AmHanusa pa3Boja cajoep kamanuteTa M3paena u Mpana HakoH
2010. ronuHe, Kao U BHUXOBA MMOTOKA YIOTpeda TOKOM CyKoOa Koju
je ycnenuo y Ilojacy I'aze okroOpa 2023. roauHe mokasyje jga je
JUTUTATHA [TPOCTOP MOCTA0 HE3a00MIIa3aH U CTPYKTYPHO UHTETPHCaH
JIe0 CaBpeMEHUX HAIMOHAJIHUX CTpaTeruja 0e30€HOCTH, a TOCIEeNIHO
U OpyXaHUX CyK00a, ITO je MOCEOHO BUIJBUBO Y KOMILICKCHUM
U TIOJINTHYKU OCETJHUBUM 0€30€THOCHUM OKPYKEHHMa Kao IITO je
peruoH biuckor ucroka. [lapaneiiHo ca eckaialijoM KMHETUIKHX
JejcraBa v mMpemeM cykoba nsmely M3paena n npoupaHckux akrepa
(1a xpajy u camor HMpana), cajoep mpoctop je GYHKIHOHHUCAO Kao
JIOJIATHY, JIK HE ¥ criopeHu (POHT, Ha KOME CY CE UCTIOJbHIIE TyOOKe
pasiiuke y cTparerdjama, a moceOHO JOCTYIMHHUM KanaluTeTHMa 3a
Bohemwe cajOep Oopoe.
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Wspaencku mpuctyn cajoep 0e30eqHOCTH, AyOOKO yTeMeJheH y
KOHIICTITY ,,0€30€THOCHOT TpOyTJia”, YCIICIIHO CE MPHIIAroIuo HOBOj
TEXHOJIOIIKO]j CTBAPHOCTH: KPO3 CTPATELIKO yJlarame 3HaudajHUX
(hMHAHCHjCKUX U aJMUHUCTPATUBHUX pecypca, M3paen je moacrakao
Pa3BOj BUCOKOTEXHOJIONIKE HHIIYCTPHje OJIMUCHE Y OPOJHUM YCTICITHIM
CTapTarioBUMa YUME j¢ YIBPCTHO CBOJY ITO3UITH]Y TJIO0ATHOT JIHIepa
y 0BOj oOmactu. JlomaTaH moAaCcTpeK pa3Bojy HAIMOHAIHUX cajoep
KalanuTeTa IMPOHUCTEKAao je W3 IIHpema Mpexe MelhyHapomaHux
mapTHepa, HApOYUTO Yy HEIOCPEIHOM OKpYXXemwy, Koju y M3paemy
MPEeNo3Hajy KJbYUHOr MpoBajaepa 0e30€HOCTH Yy JUTHUTAITHOM
npocropy. OBaj cHHeEprujcku edekar JIpKaBHUX IOJICTHIIAja
Y TPUBATHOT NpPEIy3eTHHUINTBA HHjEe CaMO 0jayao HAIMOHAIHY
OTIIOpHOCT, Beh je TpaHncdopmucao cajoep KamanuTeTe y HHCTPYMEHT
U3paesicke MeKe MOhHM | CIIOJbHOTIOIUTHYKOT JIeJI0Bakha Y PETHOHY.

Ca npyre crpane, 3a Texepan, cajoep 0e30eHOCT ITOcTana je
MO/IjeIHAKO BaKHO MUTamk-E Kao U Pa3Boj HyKJIEapHOT Mporpama, He
camo 300T HbEeHE CITIOCOOHOCTH Jia MPOjEeKTyje HallMOHAIHY MOh CroJba,
Beh 1 300T KOHTpOJIE yHYTpaIImkber HHPOPMAITMOHOT MPOCTOpa Koja
ce TUPEKTHO Be3yje 3a OICTaHaK peXnMma IOTOleHOT ydecTanm
MpOTECTUMa. YTIPKOC CHUCTEMCKHM IIpenpeKkaMa y pas3Bojy cajoep
KalanuTeTa, IPBEHCTBEHO Mel)yHapoHUM caHKijama, TexepaH je
yCIleo OCTBapUTH 3HauajHe pesynrare. OBakaB HampedaK 3aCHOBaH je
Ha CTpaTelkoj capaamu ca Pycujom u Kunowm, anu u Ha Gokycupanum
nomahum yiaramuMa U MMaXJBUBOM IPOLIECY CEJIEKIIHje KaIpoBa.
Haxo, mpema moctynmHuM Tnofgannma, Mpas jorn yBek HUje 10cerao
HUBO TEXHHYKE CO(PHUCTUIIMPAHOCTH M3PACIICKUX aKTepa, OCTBAPECHU
Harmpeaak je 0uo 1oBosbaH Ja ce TexepaH MO3MIMOHUPA KA0 M3Y3ETHO
MIOTEHTHA MPETHA [0 PETUOHAIIHY cajoep 0e30eHOCT.

EmMnupujcku mpumepu pazMaTpaHu y OBOM pajy NoTBphyjy
M0JIa3Hy MPETIIOCTAaBKY Jia cajoep MHCTPYMEHTH HE MOTY CYIITHHCKH
KOMITIEH30BaTH acCUMETPHjy MOhM KaJa je jaul akTep CIoco0aH Ja
WX WHTETPUIIE y IUPH BOjHO-00aBemTajHu amapar. Mpa# je cajoep
CpEICTBa MPEBACXOJHO KOPUCTHO y OKBHPY aCUMETPUUHE CTpaTeruje
orpanundeHor gomera. Mpancke u npoupaHcke cajoep akTUBHOCTH OHIie
Cy YyCMEpEeHe Ha ormepaiuje y HHGOPMAIMOHOM MPOCTOPY Ca IHJBEM
TeHepHcama JIPYIITBEHUX MOoJela ¥ epo3rje Mel)yHapoaHe MmoIpIIke
Ten ABuBY, Ka0 W Ha MPUKYIUbak€ OOaBEIITAjHUX To/araka, 0e3
jacHO YOUJbHMBHX, TPajHUX HJIM CHCTEMCKHX e(eKaTa 1Mo KPUTHIHY
nnppacTpykrypy M3paena u meroBux caBesHuka. Ca npyre crpase,
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M3PACIICKH TPUCTYIT OJUIMKYje C€ BUIINM CTEIIEHOM HHTErpaIyje
JTUTHTATHUX OTepalnja y mMrpu 00aBelITajHO-BOJHH arapar JApiKaBe,
rae cajoep akTUBHOCTU CIIY>)K€ Kao JOMYHCKHM MEXaHU3aM KOju
oMoryhaBa npenn3Huje TUIaHupambe 1 H3Bohehe KWHETHYKUX yaapa u
noBehame ykynHe e(hpUKacHOCTH BOJHUX oIlepalja. Peakiuje upanckor
NIPKaBHOT BpXa, YKJbYUyjyYhU CyCTICH3U]y HHTEPHETA U OTPAHUUICHE
ynorpebe MoOWITHHX ypehaja Mel)y BHCOKMM 3BaHWYHHIINMA, JOaTHO
noTBplyjy neprieniujy 3Ha4ajHe pambUBOCTH Y cajoep IOMEHY U yKazyjy
Ha MOCTOjame U3paKeHe aCUMETPH]je Y CIIOCOOHOCTHMA JIBE JIPJKaBe.

WpaHncko-u3paencku cykod HakoH okToOpa 2023. roauHe
Mpe/ICTaB/ba WIIYCTpAaTUBAaH NpuMep 0e30eTHOCHUX pHU3HKa Koje
MIPOW3BOAY M3PKECHA aCUMETPHja cajoep CIIOCOOHOCTH y CaBPEMEHHUM
cykobmma. J[ok TEXHOJIOMIKH U OpTraHU3aIMOHO HaaMOhHHjH aKTepu
MOTY WHTETpUCATH cajoep MHCTPYMEHTE y BOjHE W OOaBellTajHe
orepanyje, ocTBapyjyhu THMe KOHKpPETHE ONEpaTHBHE U CTPATEIlKe
edekre, npxaBe Koje ce Hajaze y nojapeheHoMm mosioxkajy ocrajy
orpaHuWYeHe Ha OOJMKE JIeJIOBarkba HWKET WHTCH3HUTETa, YHjH CYy
JIOMETH 4eCTO NMPUBPEMEHN N cuMOoamaHu. OBakBa HEPAaBHOTEKA
HE caMo J1a Ipoay0Jbyje pamHUBOCT CIA0MjUX aKTepa y yCIOBHMa
opyXaHor cyko0a, Beh HCTOBpeMeHO MoICTHYE CBE MNPy yIoTpeOy
cajOep cpeacTaBa Ka0 KOMIIOHEHTE XHOPUAHOT JIeJI0Bamba HCIIO Ipara
opy»xaHe 0opoe. Y ycnoBuma pacTyhux pernoHaaIHUX U rI100aTHUX
HAIleTOCTH W WHTCH3MBUPAHOI HaJIMeTama H3Mel)y pasnmnuuTux
IIprKaBa, OBAaKBH OOJIMITH JIEJIOBama MOCTajy CBE yUecTalHja mpakca,
IITO A0AaTHO roBehaBa pU3HMK 011 HECTAOMITHOCTH, HEKOHTPOJIMCAHE
ecKajalyje U JIyropoYHOT ToApHBama mocrojehnx 0e30eaHOCHUX
apamKMaHa.
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Resume

This paper analyses the evolution of cyber conflict between Israel
and Iran since 2010, with emphasis on the period following the
Gaza conflict in October 2023, against the backdrop of the transition
from American unipolarity toward a multipolar international order.
The central research question addresses the extent to which cyber
instruments can compensate for power asymmetry in conditions of
active regional conflict. The paper argues that the strategic effects of
cyber operations remain limited when the technologically superior actor
can integrate digital operations with kinetic action. The Israeli-Iranian
cyber conflict began with the discovery of the Stuxnet virus in 2010, a
joint Israeli-American operation targeting Iran’s Natanz nuclear facility,
marking the first cyberattack to produce direct physical effects on
critical infrastructure. This event prompted both states to fundamentally
reorient their cybersecurity policies and offensive cyber strategies.
Israel, drawing on its “security triangle” doctrine emphasising
deterrence, early warning, and decisive victory, developed a
sophisticated national cyber ecosystem through strategic public-private
investment and an expanding network of international partnerships,
cementing its position as a global leader in cybersecurity. For Iran,
cybersecurity became equally important as its nuclear program, serving
both to project power externally and to control the domestic information
space. Despite systemic obstacles, including international sanctions,
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limited financing, and brain drain, Tehran achieved significant progress
through strategic cooperation with Russia and China and by carefully
selecting personnel within cyber units linked to the Revolutionary
Guard. Empirical analysis confirms the paper’s central hypothesis: Iran
primarily employed cyber instruments as part of an asymmetric strategy
of limited reach, focused on information operations aimed at generating
social divisions and eroding international support for Israel, as well as
intelligence gathering, without producing clearly observable, lasting, or
systemic effects on critical infrastructure. Israel, by contrast, integrated
cyber operations into its broader military and intelligence apparatus
as a complementary mechanism enabling more precise planning and
execution of kinetic strikes. The Iranian-Israeli conflict after October
2023 thus represents an illustrative case study of the security risks
produced by pronounced asymmetry in cyber capabilities, in which
technologically superior actors achieve concrete strategic effects while
weaker states remain confined to lower-intensity, often symbolic forms
of action.
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