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Abstract

The global phenomenon of “sharenting”, defined as the extensive online
sharing of minors’ personal data by parents, represents a complex and
indirect threat to national security. Although the motives behind this
practice are predominantly uncritical, it results in the construction
of permanent digital identities for future generations without their
prior consent. In the Republic of Serbia, digital risks are further
exacerbated by the disparity between youth’s high digital engagement
and parents’ limited knowledge of information security. While direct
consequences, such as identity theft, are well-documented, this paper
argues that aggregated data derived from sharenting serves as a strategic
intelligence resource for both state and non-state actors. The systemic
accumulation of this information facilitates sophisticated psychological
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profiling, extensive surveillance, and targeted influence operations,
potentially compromising key state personnel and undermining
social cohesion. Current vulnerabilities in the national cybersecurity
system, coupled with legislative implementation challenges, create
an environment that is highly conducive to such data exploitation.
Addressing these threats requires a coordinated strategic approach
that integrates strengthening legal frameworks, technical protection of
critical infrastructure, and systemic digital education. Mitigating the
risks arising from sharenting is not merely a child protection measure
but an essential step in safeguarding national security.

Keywords: sharenting, national security, information warfare, personal

data protection, strategic resilience.

INTRODUCTION

The term “sharenting” (a portmanteau of ‘“sharing” and
“parenting”) refers to the widespread practice of parents sharing online
information, photographs, stories, and videos of their children, often
to an excessive degree (Stephenson et al. 2024). This phenomenon
has reached global proportions, becoming a normalized social
practice. Research indicates that the vast majority of parents active on
social media engage in sharenting (82% of parents surveyed in 2020
confirmed such behavior) (Auxier et al. 2020). In the modern era, an
individual’s digital presence often begins in the prenatal period through
the sharing of ultrasound images, resulting in the average five-year-
old child having as many as one thousand publicly accessible images
online (Gatto, Corsello, and Ferrara 2024).

The motivations behind this parent behavior are complex and
rooted in multiple factors, including personal needs and external
pressures. Internal drivers are primarily linked to emotional
satisfaction, the desire to preserve memories, and the public celebration
of a child’s achievements. On the other hand, external incentives
stem from a need for social validation within online communities,
peer pressure, and “impression management” — the effort to project
a specific image of parenthood. Additionally, economic benefits
associated with creating commercial “influencer” content represent a
significant factor (Motevalli et al. 2025, 3).
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Social media platforms actively encourage sharenting through
their design, utilizing economic models to maximize growth. The
algorithmic prioritization of content featuring children results in higher
engagement rates (likes and comments), which some parents utilize for
financial gain (Serna 2024, 396). Sharenting creates a feedback loop
that drives parents to share more personal content, increasing their
online engagement and creating a continuous incentive to post more
vulnerable information. In this way, content demand outpaces parental
safety considerations, resulting in an endless stream of sensitive child
information entering the public domain. Algorithmic amplification
systems generate enormous volumes of data that transcend individual
decisions. This increased accessibility of information regarding
children expands the datasets available for exploitation by foreign
actors, thereby indirectly threatening national security.

The Republic of Serbia faces a specific challenge: a high
adoption rate of digital technologies among youth, coupled with low
levels of awareness of protection and preventive measures. Children
and adolescents in Serbia demonstrate exceptional digital activity,
with 86% of the population aged nine to 17 using smartphones daily.
Of particular concern is that a significant proportion of younger
children (41% aged nine to ten and 72% aged eleven to twelve)
maintain profiles on social media or gaming platforms, despite the
minimum age requirement of 13 for most services (Kuzmanovic et al.
2019, 11). This intensive digital presence is not matched by parental
awareness, as many parents lack the skills needed to manage their
children’s online activities securely. Technical tools, such as “parental
controls”, are utilized far less frequently than in other countries,
with fewer than one-fifth of students confirming their application
(Kuzmanovic¢ et al. 2019, 13).

Although Serbia possesses a legal framework primarily
consisting of the Law on Personal Data Protection (Zakon o zastiti
podataka o li¢nosti [ZZPL] 2018), which is aligned with the General
Data Protection Regulation (GDPR), and state mechanisms such as
the National Contact Center for Safety of Children on the Internet
(European Union 2025), a clear gap remains between regulation and
implementation. Low parental awareness suggests that institutional
measures have yet to result in a fundamental behavioral shift at the
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family level. The issue lies not only in the legislation but also in
enforcement challenges, insufficient public understanding, and a degree
of cultural resistance to digital security. This disparity renders the data
of children in Serbia vulnerable. Unregulated information flows allow
various entities, including foreign adversaries, to aggregate and misuse
such data, ultimately posing an indirect threat to state security.

THE MECHANICS OF DIGITAL PROFILING
AND SURVEILLANCE

The advertising technology (adtech) industry and data brokers
maintain a complex network that accumulates extensive quantities of
personal data through tracking technologies, including digital cookies
(Archbold et al. 2021, 857). The data collection includes sensitive
information such as demographics (e.g., religion, race), political
preferences, health information, and precise geolocation data (Sherman
2024). In almost every area, children face a higher risk of being
affected because they do not fully understand the digital environment
and lack the capability to make informed decisions (Archbold et al.
2021, 858).

The practice of sharenting adds extensive data to the commercial
data pool without parents’ knowledge while providing detailed
information about children from their earliest years. The database
contains Personally Identifiable Information (PII), location data, daily
routines, family relationships, and sensitive biometric information,
including fingerprints and palm photos (Stephenson et al. 2024).
A large collection of child data is essential for developing more
effective artificial intelligence (Al) capabilities and algorithms. Facial
recognition software, for instance, can be trained on the extensive
collection of children’s images, enabling long-term identification and
tracking as individuals age. Furthermore, Al tools themselves are being
weaponized for various forms of exploitation, including the creation or
alteration of images and the simulation of explicit chats with children
(Missingkids 2024).

The commercial aggregation of children’s data, catalyzed by
sharenting, creates an accessible, strategically relevant intelligence
resource for foreign adversaries. Hostile state actors can access
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these collections through market transactions or legal collection
methods, thereby eliminating the need for complex cyber intrusions
(Office of Public Affairs 2025). This weaponization of data enables
the construction of evolving individual profiles from childhood to
adulthood, offering opportunities for long-term data exploitation in
espionage, blackmail, or influence operations. For the Republic of
Serbia, this implies that a significant portion of the future workforce,
military personnel, and state leaders could be pre-emptively profiled by
external entities, directly eroding national resilience and complicating
counterintelligence protection.

This intelligence capital serves as an operational foundation
for Open Source Intelligence (OSINT) and Social Media Intelligence
(SOCMINT) strategies. By integrating diverse data threads from social
media, foreign actors construct sophisticated psychological dossiers
that reveal an individual’s most intimate vulnerabilities (Stephenson
et al. 2024). SOCMINT, a subfield of OSINT, facilitates the collection
and analysis of information from platforms such as Facebook,
Instagram, and TikTok (OSINT 2025). The data generated contribute
to the development of comprehensive psychological profiles that reveal
personal beliefs, emotional reactions, and information-processing
models (Stegen 2025, 248). These profiles have strategic applications
in human source recruitment, diplomatic negotiations, and targeted
influence operations (248). Detailed knowledge of a psychological
profile enables manipulation techniques that expose hidden
vulnerabilities rooted in childhood digital exposure. By examining
sharenting data, adversaries can identify specific weaknesses,
such as family dynamics, health issues, or psychological traumas
(Stephenson et al. 2024). Such information facilitates the development
of personalized social engineering tactics, representing a threat to
democratic processes and national cohesion. Foreign services build
dossiers tracking an individual’s emotions and relationships from birth,
utilizing emotional triggers for the recruitment or blackmail of future
sensitive-position holders before they even enter office.

Beyond immediate manipulation, digital footprints enable
a form of “persistent surveillance” that can last for decades. With
advancements in predictive analytics, initial parental posts evolve
into tools for social sorting and the monitoring of future generations
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(Stephenson et al. 2024). The ecosystem of dataveillance firms creates
profiles distributed to recruitment agencies and educational institutions,
using algorithms to predict future behavior and loyalty (Haley 2020,
1010). Concerns are also rising about state surveillance that integrates
data from social networks, smart devices, and medical records,
often supported by laws requiring local data storage to facilitate
access by security services (Feldstein 2020, 2). The comprehensive
digital cataloging of national human resources enables adversaries to
“cultivate” individuals years before they become strategically relevant,
thereby compromising the entire institutional system and human
interaction as a constant point of potential exploitation.

GEOPOLITICAL LEVERAGE
AND INFORMATION WARFARE

Sensitive personal data, including precise geolocation
information (e.g., from military installations) or intimate details,
may be weaponized by foreign adversaries to coerce or blackmail
individuals with access to classified national information (Sherman
2024). Sharenting inadvertently reveals extensive details about family
relationships, daily routines, and children’s personal vulnerabilities,
thereby transforming family members into potential intelligence-
gathering targets. The abundance of data on children’s preferences,
behavioral patterns, and emotional states enables foreign actors to
build psychological profiles, which serve as a critical foundation for
launching sophisticated influence operations (Stegen 2025, 248). This
information is utilized to construct highly credible phishing attempts'
and other digital deception tactics targeting parents in government,
military, or critical infrastructure positions.

The extensive disclosure of family details creates an optimal
environment for human intelligence (HUMINT) operations. Such data
facilitates the identification of individuals with family vulnerabilities
(such as health issues or the disclosure of personal secrets) that can

! Phishing is a form of online scam where attackers pose as a trustworthy entity or
individual, such as a bank, social media platform, or service provider, to trick people
into revealing sensitive information like passwords and credit card details, or to install
malicious software (Microsoft 2026).
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be exploited for blackmail, recruitment, or unauthorized access to
sensitive state information. The risk of “insider threats” escalates
when military personnel, state officials, and intelligence operatives are
targeted, as their private lives become vulnerable points of pressure for
foreign adversaries. Informal online sharing of family content directly
undermines state security by compromising the integrity and loyalty of
key personnel, ultimately weakening national defense and intelligence
capacities.

Psychological data harvested through sharenting serves as a
foundation for developing effective propaganda and disinformation
campaigns (Stegen 2025, 252). This phenomenon aligns with the
synthetic propaganda phase, characterized by the use of artificial
intelligence to construct compelling yet fraudulent content (Kazié¢
2025, 108). In a broader security context, such activities become
an integral part of hybrid warfare, where the synergy of kinetic and
non-kinetic methods aims to destabilize the cultural and value-based
foundations of the targeted state (Pordevi¢ and Miljkovi¢ 2025,
169). By understanding the psychological biases and fears within a
population, foreign opponents can shape narratives that erode public
trust in institutions. The psychological and social damage identified
as a consequence of sharenting (e.g., the erosion of family trust,
mental health issues, and the generational privacy gap) can be further
weaponized in foreign influence operations (Stephenson et al. 2024).

The psychological information, social patterns, and internal
conflicts of a population (including its youth) contained in sharenting
data provide foreign adversaries with sophisticated tools to execute
successful information warfare operations. This can involve micro-
targeting propaganda to specific demographics, amplifying existing
societal divisions (e.g., intergenerational conflicts over privacy,
parental rights vs. child rights), or systematically eroding public trust
in government, media, and democratic processes. For a country like
Serbia, which is undergoing democratic reforms and pursuing EU
accession, such external manipulation, fueled by readily available
personal data, poses a significant threat to its democratic stability,
social cohesion, and national security (Eurochild 2025). Foreign
actors can use this method to quietly shape public attitudes and
intensify social conflicts while damaging trust in national institutions
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without conducting direct cyberattacks on infrastructure. The gradual
breakdown of social unity, combined with weakened democratic
institutions and increased susceptibility to foreign influence, creates a
major indirect threat to national security. In a geopolitically sensitive
region like the Balkans, where historical tensions can be easily
reignited, this data-driven information warfare poses a particularly
acute risk to Serbia’s future stability and security.

CONTEXTUAL VULNERABILITIES
AND DATA GOVERNANCE CHALLENGES
IN THE REPUBLIC OF SERBIA

While these risks are global in scope, they take on a specific
urgency within the Republic of Serbia. Here, a unique intersection of
high digital engagement among youth and a lack of “digital hygiene”
among parents creates a fertile ground for exploitation. As citizens
navigate these external threats, the domestic legal and security
infrastructure continues to wrestle with significant protective gaps.

The Constitution of the Republic of Serbia provides for the
protection of privacy (Art. 41) and personal data (Art. 42) (Ustav
Republike Srbije, Art. 41 142, 2006). These provisions constitute data
collection boundaries that protect personal information from misuse,
except when necessary for criminal investigations or national security.
Since 2019, Serbia has implemented the Personal Data Protection Act
(PDPA), which is largely aligned with the EU General Data Protection
Regulation (GDPR) (Deri¢, Radovi¢, and Petrovi¢ 2025). The Personal
Data Protection Act requires users to obtain consent before processing
data, but imposes additional consent requirements and grants data
subjects the right to request the complete removal of their data (“right
to be forgotten”). For minors under 14, parental or guardian consent is
generally required for data processing (Letslaw 2024).

The Commissioner for Information of Public Importance and
Protection of Personal Data — DPA is the primary regulator for data
protection in Serbia, with investigative, corrective, and advisory
powers similar to those of GDPR supervisory bodies. However, while
the DPA conducts inspections (731 in 2023) and issues warnings (51 in
2023), the number of initiated misdemeanour proceedings (ten in 2023)
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appears limited given the scale of potential violations. The DPA also
faces legal challenges, including lawsuits from the Ministry of Internal
Affairs regarding data deletion orders (Peri¢, Radovi¢, and Petrovic¢
2025).

Despite international human rights instruments like the
UN Convention on the Rights of the Child (Art. 16 and 19) that
protect children’s right to privacy, Convention for the Protection
of Individuals about Automatic Processing of Personal Data which
ensures respect for human rights in personal data processing (Zakon o
potvrdivanju konvencije o zastiti lica u odnosu na automatsku obradu
li¢nih podataka [ZPKZL] 2010), Council of Europe Convention on the
Protection of Children against Sexual Exploitation and Sexual Abuse
(Lanzarote Convention) that criminalizes online child pornography
and “grooming”,? Serbia currently lacks a comprehensive Law on
Child Rights. Instead, child-related legal provisions are part of various
national laws (education, health, social welfare, etc.). Besides that, the
main oversight body, the Council for the Rights of a Child, remains
inactive despite its re-establishment in March 2023 (Eurochild 2023).

The current legal system provides extensive general data
protection but fails to establish specific, robust standards to protect
children’s digital privacy in situations involving parental data sharing.
Also, the enforcement mechanism lacks sufficient scale to handle the
widespread nature of sharenting practices. This creates a permissive
environment for sharenting, creating a huge amount of opportunities
for foreign adversaries to exploit the collected sensitive child data.

The Republic of Serbia possesses an evolving cybersecurity
ecosystem that faces challenges arising from both external threats
and systemic complexities in data governance. Official national data
reveals a structural vulnerability: a dramatic surge in mobile data
consumption and digital connectivity, with mobile internet traffic
continuing to grow exponentially (RATEL 2024, 22). While Serbian
legislation provides a framework for combating cybercrime, the

2 Grooming is the term used for the process that typically precedes the sexual abuse of
children, often translated as “recruitment” or “luring”. It involves a potential predator
befriending a child and gaining their trust in an attempt to involve them in abusive
sexual activities (Nacionalni kontakt centar za bezbednost dece na internetu 2023).
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effectiveness of its implementation remains a subject of academic
debate. Concerns have been raised about the operational capacity of
the National Computer Emergency Response Team (CERT) to manage
the scale of data exploitation facilitated by sharenting (Dennis 2024).
This gap between legislative intent and operational reality creates
a strategic opening for foreign actors to harvest psychological data
and conduct sophisticated influence operations (Stegen 2025, 248).
The discourse on digital privacy in Serbia is significantly shaped
by the presence of advanced forensic and surveillance technologies.
Scholarly analyses and civil society reports have raised questions
regarding the oversight mechanisms governing the use of tools such
as sophisticated spyware and mobile forensics (Risti¢ 2023, 17-19;
Amnesty 2024). From a national security perspective, the central issue
is not merely the existence of these capabilities, but the “trust deficit”
they may generate within the population. A lack of transparency in data
processing by state institutions can erode public confidence, leading to
lower compliance with essential “digital hygiene” and cybersecurity
protocols (Risti¢ 2023, 15). Further complications in this field stem
from documented vulnerabilities in large-scale public databases,
underscoring the technical and systemic risks within the national digital
infrastructure. For instance, the centralisation of sensitive citizen data
in facilities like the State Data Centre, while aimed at protection,
simultaneously creates a significant target for potential exploitation
and unauthorised access (10). In this context, the erosion of public
trust becomes a strategic vulnerability. A population skeptical of
domestic data governance is more susceptible to external influence and
to sophisticated data exploitation by foreign adversaries. Therefore,
the resilience of Serbia’s national security is inextricably linked to
the transparency of its digital oversight and the robustness of its data
protection mechanisms.

Through multiple domestic and international initiatives,
Serbia demonstrates its dedication to protecting children online and
enhancing public awareness of digital risks. The National Contact
Centre for Child Safety on the Internet has served as the key national
initiative since 2017, delivering advisory support, referring abuse
cases to relevant institutions, and conducting preventive educational
activities at the school and community levels (European Union 2025).
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Organization UNICEF Serbia also actively works with government
entities and private sector companies to build protected digital spaces
for children (UNICEF Serbia 2017). These initiatives include extensive
educational programs that build children’s digital literacy skills
alongside their parents and teachers through the use of “Smart and
Safe” platforms. For example, in 2023, the National Contact Centre
performed 120 educational sessions throughout Serbia 2023 which
brought benefits to 7,800 students, 1,000 parents, and 300 teachers
(European Union 2025). Serbia also participates in global programs
aimed at protecting users’ online privacy. It is a party to the Council
of Europe’s Convention on Cybercrime (Budapest Convention)
and the Lanzarote Convention, which address cybercrime and child
sexual exploitation. Furthermore, Serbia collaborates with Interpol
on projects like “Disrupting Harm”, aimed at combating online child
sexual exploitation and abuse through evidence-based research and
response strategies (OSINT 2025). Despite these commendable efforts,
persistent gaps remain. Public awareness of cybersecurity in Serbia
is improving, but needs further improvement (Dennis 2024). Many
parents still lack sufficient knowledge regarding online threats and
rarely use technical parental controls. Research indicates that children
often help parents with digital tasks, thus revealing a knowledge deficit
among adults that current educational initiatives may not effectively
resolve (Kuzmanovi¢ et al. 2019).

While Serbia’s sharenting prevention initiatives demonstrate
strong intent and broad reach, ongoing parent education challenges and
weak implementation of technical safeguards indicate these programs
have not achieved sufficient scale to change widespread sharenting
behaviors and minimize associated data exposure risks. The program’s
focus on internet safety might not fully tackle the complex methods that
sophisticated actors use to gather and weaponize data. This indicates
that the current approach shows positive signs but appears inadequate
to address both widespread sharenting practices and sophisticated
foreign-adversary data-exploitation methods. It is a race against time
where the data collection is outpacing public awareness. This means
that a significant portion of Serbian society remains exposed to the
indirect national security risks of sharenting, as their data flows into
open-source platforms where it becomes vulnerable to exploitation.
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STRATEGIC RECOMMENDATIONS FOR
ENHANCING NATIONAL SECURITY RESILIENCE

To adequately address the indirect implications of sharenting
for the Republic of Serbia’s national security, a comprehensive,
coordinated strategic approach is essential. These strategic
recommendations focus on reinforcing legal frameworks, upgrading
cyber protection, promoting digital literacy, and fostering international
cooperation.

The enactment of a dedicated Law on the Rights of the Child
should be a primary priority for Serbia in the domain of child rights
protection. It is necessary for this new legislative act to address
digital privacy, sharenting, and child consent through unified,
comprehensive legal provisions rather than fragmented solutions.
The law should include clear regulations regarding the “right to be
forgotten”, which children could exercise upon reaching maturity,
enabling them to request the deletion of content posted by parents
or third parties. Furthermore, the Commissioner for Information of
Public Importance and Personal Data Protection — DPA must receive
increased funding, advanced technical tools, and specific authority to
conduct investigations and sanction violations related to sharenting and
the exploitation of children’s data (Peri¢, Radovi¢, and Petrovi¢ 2025).
This body must precisely define its jurisdiction regarding parental data
sharing and ensure effective processing of all received complaints.

The legal system requires continuous education programs
focused on digital privacy, sharenting, and data aggregation and
exploitation within the context of children’s rights and national
security, specifically designed for members of the police, judges, and
prosecutors (Gatto, Corsello, and Ferrara 2024). This will facilitate
a more subtle and effective legal response to modern digital threats.
Additionally, the Government of Serbia must intensify efforts to align
data protection and digital service standards with European Union
frameworks, particularly the Digital Services Act (DSA). Through this
measure, Serbia would achieve better oversight of online platforms
operating within its territory, as well as more effective mechanisms for
suppressing harmful content and data misuse.
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Alongside legal reforms, it is essential to secure critical technical
infrastructure. National security authorities should implement rigorous
cybersecurity measures to protect vital state databases and essential
services as part of a critical infrastructure defense initiative. Protecting
these systems is fundamental, as hackers could cross-reference stolen
data with information gathered through sharenting to create complex
individual profiles (Dennis 2024). The application of “data protection
by design” and “data protection by default” principles must become
mandatory for every digital service and state system. This involves
encouraging data minimization (collecting only necessary information)
while utilizing strong encryption and other security measures.
Furthermore, operational plans must be developed to prevent data
brokers from selling information about Serbian citizens to foreign
adversaries. These brokers should be regulated through legislation or
intelligence operations to block such data transfers (Sherman 2024).
The state must establish strict procedures to protect public databases
containing citizen information from unauthorized access. Any data leak
from state registries that coincides with sharenting information enables
the creation of detailed profiles that hostile entities can easily exploit.

Long-term societal immunity depends on a systemic shift in
digital literacy and education. It is imperative to launch advanced
public awareness campaigns that explicitly demonstrate how sharenting
compromises national security. By utilizing a narrative-driven
approach, educational frameworks should illustrate how routine content
sharing facilitates the “weaponization of data”, transforming private
family moments into permanent security vulnerabilities. Emphasis
should be placed on the nation’s collective security and the long-term
consequences for children’s futures. Additionally, mandatory digital
literacy should be introduced into the educational system, from early
childhood through adolescence. The curriculum should train students
in critical thinking regarding online content, privacy management, and
understanding the permanent digital footprint.

In parallel with systemic measures, it is essential to empower
parents with practical, culturally tailored resources that enable the
immediate application of privacy protection strategies, such as
face-blurring techniques or rigorous control over metadata and
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PII. In this context, public figures and influencers in Serbia bear a
specific social responsibility to lead by example in promoting ethical
sharenting and digital discretion (European Union 2025). At the macro
level, Serbia’s national security must be bolstered through intensive
cross-border cooperation. This entails strengthening partnerships
with institutions such as the European Union, UNICEF, Interpol, and
Europol, primarily through the exchange of operational intelligence
regarding sophisticated forms of digital child exploitation. For these
efforts to materialize, sustained support for the capacity building of
domestic law enforcement and intelligence agencies is mandatory,
with a particular focus on advancing digital forensics and expertise
in OSINT and SOCMINT analytics (Conti et al. 2024). Finally, the
Government of Serbia should position itself on the international stage
as a champion of global standards for protecting children’s digital
rights. Such strategic action aims not only to protect individuals
but also to systemically curb the unchecked exploitation of data
by commercial and state actors, thereby essentially safeguarding
information sovereignty and the nation’s future in the information age.

CONCLUSION

Sharenting today transcends the boundaries of private family
practice and has become a key factor within the national security
domain of the Republic of Serbia. The inadvertent creation of
permanent digital identities for children, coupled with the systemic
aggregation of sensitive data by commercial entities, transforms
personal information into strategic intelligence resources. External
actors can exploit these sources for psychological profiling, long-
term surveillance, and influence operations, thereby potentially
compromising the integrity of key personnel and eroding social
cohesion.

The specific nature of the digital environment in Serbia is
reflected in the disproportion between high internet engagement among
the youth and a deficit in digital literacy among parents. Although
the domestic legal framework is largely aligned with international
standards, mitigating the negative effects of sharenting is hindered
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by the absence of specific legislation on children’s rights and by
challenges in implementing existing regulations. In this context,
transparency in state surveillance mechanisms is crucial for building
public trust. A deficit in this trust is not merely an internal social issue,
but a systemic vulnerability that weakens national resilience, rendering
the population more susceptible to sophisticated external pressures and
data manipulation.

Addressing this phenomenon is not exclusively a matter of
individual privacy protection but constitutes a national security
imperative. Building resilience requires a proactive approach that
integrates strengthening legal mechanisms, improving state data
governance, and large-scale digital education. Protecting the digital
future of the youngest citizens is a fundamental prerequisite for
preserving the long-term stability and integrity of the Republic of
Serbia within a global, data-driven order.
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NHAWPEKTHE UMIVIMKALTUJE
INNEPEHTUHI'A HA HAIIMOHAJIHY
BE3BEJHOCT PEIIYBJIUKE CPBUJE

Pe3ume

I'nmoGamam eHOMEH ,,lepeHTHHTra”, Je(DUHUCAaH Ka0 SKCTCH3UBHO
JeJbehe JITMYHMX TI0JlaTaka MaJlOJICTHHX JIMIAa HAa HHTEPHETY O]
CTpaHe poJUTEIba, MPECTaBIba KOMIUICKCHY HHAUPEKTHY MPETHY IO
HaroHaHy 6e30emHocT. Mako cy MOTHBH 3a IIEPEHTHHT JOMHHAHTHO
HEKPUTHYKH U BOHCHU TPEHYTHHM JIPYIITBCHUM TPEHIOBUMA, KPajHU
HCXOJ je Kpenpame JUTHTATHOT oTHCKa 3a Oynyhe renepanuje, unme
ce JIyrOpOYHO KOMITPOMHTYje BUXOB MH()OPMAIIMOHH CyBEpEHUTET. Y
PerryOnimm CpOuju TUTUTATHA PU3UIH Cy JIOJIaTHO HATJIAIICHHU yCIe
Heyckia)eHOCTH n3Mel)y BHCOKe CTOIE AMTUTaTHE aHTa)KOBAaHOCTH
MJIaJuX U AcQUINTA 3Hakha POJANTEha O aCTIEKTUMa HHPOPMAIOHE
6e30earOoCcTH. JlOK Cy MUpEKTHE MOCHIeauIle, oMy T Kpahe uaeHrurera,
JIeTaJbHO JIOKYMEHTOBaHE, OBaj paJl apryMeHTyje Ja KyMyJaTUBHU
MOJIalli TPOUCTEKIN W3 IICPSHTHHTa CIIy)KE Kao CTPATEIIKH
o0aBelITajHu pecypc 3a ApKaBHE W HeapkaBHE akTepe. CUCTEMCKO
MPUKyTJbatbe OBUX WH(pOpManuja omoryhaBa co(HUCTHIIMPAHO
TICUXOJIONITKO TPO(HIINCame, EKCTeH3MBAH HA30p U IIIJbaHe Omeparmje
yTHIIaja, KOj& MOTY KOMIIPOMHUTOBATH KJBYYHO AP’KaBHO 0COOJbE U
HapYIIUTH APYIITBeHY Koxe3ujy. [locrojehe pamwuBocTr HalmoHAIHOT
cajoep-6e30eHOCHOT crcTeMa, paheHe u3a30BUMa Y IMILIEMEHTAIIN] U
JIETUCITaTUBE, CTBApPajy aMOMjEHT MOT0/IaH 32 eKCIUIoaTallrjy MmolaTaKa.

* Nmejn agpeca: bogdana.stjepanovic@ips.ac.rs; ORCID: 0000-0002-9504-473X.
" HNmejn anpeca: srdjanadjurasevic98@gmail.com; ORCID: 0009-0009-0141-7442.
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Cy30ujame 0BUX MPETHH 3aXTEBa KOOPAWHUCAH CTPATEIIKH MPHUCTYI
KOjU MHTErpHIIe yHanpeheme MpaBHUX OKBUPA, TEXHUYKY 3aIITHTY
KpUTHYHE HHPPACTPYKTYpPE M CHCTEMCKY IUTHTAIHY €IyKalHjy.
YonaxaBame pu3rKa MPOUCTEKIINX U3 MIEPEHTUHTa HUje caMo Mepa
3alITHTE Jiele, Beh W HEeONXoJaH KOpaK y O4yBarby HallMOHATHE
0e30eIHOCTH.
Kiby4He peun: mepeHTHHT, HaMOHaHa 6e30e1HOCT, HH(OpManOHN
part, 3amTHTa ToAaTaka O JIMYHOCTH, CTpaTelika
OTIIOPHOCT.

" This paper was received on August 6, 2025, and accepted for publication at the
Editorial Board meeting on February 27, 2026.
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Caxerak

I'mobanuu GpeHOMEH ,,IllepeHTHHTa”, ne(UHHUCAaH Ka0 CKCTCH3UBHO
JIeJbCHC JIMYHUX [0JIaTaKa MaJIOJICTHUX JIMIA Ha HHTEPHETY O/
CTpaHe poJIUTeba, MPEACTaBIba KOMIUICKCHY HHAMPEKTHY MPETHY 110
HaloHanHy 0e30eaH0CT. Mako cy MOTHBH 3a MIEPEHTHHT JOMUHAHTHO
HEKPUTHUYKU U BO)CHM TPEHYTHHUM JIPYIITBEHUM TPEHIOBHMA, KPajHH
WCXOJI je Kpenpame JUTUTATHOT OTHCKa 3a Oymyhe reHeparyje, anMe
ce IyrOpOYHO KOMITPOMHUTYjE BUXOB HH()OPMAIIMOHU CYBEPCHUTET. Y
Peny6nmum CpOuju TUrnTamHu pU3HLM Cy T0JATHO HATJIAILICHH yCIe
Heyckinal)eHocTH u3mel)y BUCOKE CTOIE JIMTUTAIIHE aHTa)KOBAHOCTH
MJIaIUX ¥ AeQUINTA 3Hakha POJINTEha O ACTIEKTUMa HHPOpMAIOHE
0e30earoCcTH. JloK Cy TUpEKTHE MOCHIeIuIle, IOy T Kpahe uaeHrurera,
JIETaJbHO JIOKYMEHTOBAHE, OBaj paJl apryMeHTYyje J1a KyMYyJIaTHBHU
Mmojaid MPOUCTEKIIM W3 IIEPEHTHHra CIy)Ke Kao CTPaTCIIKH
o0aBelTajHu pecypc 3a ApKaBHE U HeApKaBHE akTepe. CUCTEMCKO
NpUKYIUbatkhbe OBUX HHQOpManuja omoryhaBa coucTUIMPAHO
TICHXOJIONIKO MPOQHITHCAhe, eKCTCH3WBAH Ha30p U IUJbaHE OTepaliyje
yTHIaja, KOje MOTY KOMIIPOMHUTOBATH KJbYYHO JIPIKABHO OCOOJBE U

* Nmejn agpeca: bogdana.stjepanovic@ips.ac.rs; ORCID: 0000-0002-9504-473X.
" HNmejn anpeca: srdjanadjurasevic98@gmail.com; ORCID: 0009-0009-0141-7442.
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HapyIINTH APYITBeHY Koxe3ujy. [locrojehe pamuBoCcTH HammoOHATHOT
cajbep-6e30eHOCHOT crucTeMa, mpaheHe n3a30BMMa y UMITJIEMEHTAIIN]j U
JIETHCIIaTUBE, CTBAPajy aMOMjeHT MOTOaH 3a eKCINIoaTalljy MoAaTaka.
Cy30ujame OBHX MPETHH 3aXTeBa KOOPAWHUCAH CTPATEIIKH MPUCTYII
KOjU MHTEerpulle yHanpeheme MpaBHUX OKBHPA, TEXHUUKY 3aIITUTY
KpUTHYHE MH(PACTPYKType M CHCTEMCKY IUTHUTAIHY €IyKalwjy.
YOnaxaBame prU3UKa MPOUCTEKIINX W3 IIEPEHTHHTA HHje caMO Mepa
3amTuTe nere, Beh W HeonxoJaH KOpak y OYyBamy HAllMOHAITHE
6e30eJHOCTH.
KibyuHe peus: mepeHTHHT, HAaIlMOHAIHA 0e30€IHOCT, MH(POPMALIMOHU
par, 3amTHTa TojJaTaka O JIMYHOCTH, CTpaTelika
OTIOPHOCT.

YBOJI

Tepmun ,,iuepeHTUHr” (HACTAO CHajalbeM CHIVISCKUX PEUH
sharing — nemewe u parenting — pOIUTEIbCTBO) OJHOCH CE Ha ITUPOKO
pacrpocTpameHy Ipakcy poAUTesha KOjU IMyTeM HWHTEpHETa Jielie
nHpopmaryje, pororpaduje, mpuye u BUALO-3aMKUCE O CBOjOj JEIIH,
yecTo y mperepanoj mepu (Stephenson et al. 2024). OBa mojaBa
nmonpuMmia je miobanHe pasMepe M IocTana omnmrenpuxsaheH
npymtBeHu penomeH. McrpaxkuBama yka3yjy Ha TO Ja ce BEJIHKa
BehuHa poauTeshba KOjU KOPHCTE IPYIITBEHE MPEXEe aKTHBHO OaBH
mepeHTuHToM (4ak 82% poautespa oOyxBahennx anketoM u3 2020.
TOJIMHE TIOTBPJAMJIO je OBaKBO TMoHamame) (Auxier et al. 2020). ¥V
CaBPEMEHOM 00y, TUTHUTAITHO MPUCYCTBO JETETa YSCTO MOUnbe Beh
TOKOM IPEHATAJIHOTI MEepHoJia AeJbEHEM CHUMAaKa ca yaTpas3Byka, 300r
yera MpoceyHo MEeTOTONUIIbE JIeTe n3a cebe Beh uma u 10 Xuibamy
jaBHO noctynHux ¢ororpaduja (Gatto, Corsello, and Ferrara 2024).

MortuBanuja 3a OBakBO IMOCTYyIIalkhe POAUTEIhA j€ KOMIUICKCHA
¥ 3aCHOBaHa Ha OpojHUM (hakTOpHMa, KOju 00yXBaTajy Kako JUIHE
noTpede, Tako W CHOJbAllhe MPUTHCKE. YHYTPAIIbU MOKPEeTadn
MPUMapHO Cy BE3aHU 3a EMOILMOHAJIHO 3aJI0BOJHCTBO, JKEJbY 3a
YyBamEeM YCIIOMEHA U JaBHO MCTHUIIAKkE JeUujux ycrexa. Hacymnpor
TOME, CIIOJBAIBHU MOACTHIAJU JI0JIa3e KPO3 TEKIbY 3a COLUjaTHOM
BaTMAAIIA]OM yHYTap OHJIAjJH 3ajeJHUIIa, IPUTUCAK BPIITHAKA, KA0 U
KpO3 ,,MEHAIMEHT yTUCKa” (HACTOjame J1a Ce MPOjeKTyje crernudpuIHa
CIIMKa O ponuTeshcTBY). Takole, 3Ha4ajaH akTop mpencTaBiba U
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€KOHOMCKa KOPHCT Off Kpeupama ,uH(]IyeHCepcKor” caapikaja
(Motevalli et al. 2025, 3).

JpymTBene Mpexe cy caMUM CBOJUM JU3ajHOM IPOjEeKTOBAaHE
TaKo Ja aKkTUBHO IOACTHYY WIEPEHTHHI, KopucTehn crnenudpuyaHe
E€KOHOMCKE MOJIEJIC 32 COIICTBEHH PACT. AJITOPUTMH NIPHOPHUTET J1ajy
cazp)kajy Ha KojeM Cy JIeTa jep TakBe o0jaBe TeHEpHITy najieko Behn
Opoj JajkoBa ¥ KOMEHTapa, IITO M0jeIHN POJUTEIHH JUPEKTHO KOPHCTE
3a ocTBapuBame 3apazne (Serna 2024, 396). OBaj npouec cTBapa
3aTBOPEHM KpYT, 11TO je Beha nHTEepaknuja myOnuke, To Cy pOAUTEIbU
MOTHBHCAHH]HU Ja JieJie jOII MpUBaTHHUjE MOAaTKe, YUME Ce CTBapa
KOHTHHYHMpPaH TOJCTHI] 32 OTKPHUBakE OCETIHUBUX MH(pOpMaIHja.
Ha Taj maumH, motpeba TpKHINTA 3a CHEHUGUIHUM CalpiKajeM
YeCTO Hajjadya POJUTEIbCKU OMpe3, MITO Pe3ylITHpa HEMPEeKUIHUM
MPUJIMBOM MHTUMHHUX TIOaTaka o Jelu y jaBHOj chepu. Cuctemu 3a
AITOPUTAMCKO T10jayaBame BUIAJBUBOCTH CTBApPajy CHOPMHE KOJMUMHE
oJIaTaka Koju JIaJIeKo MpeBa3uiia3e MojeIMHAuHe OJTyKe MOjeIMHIIA.
Ogako moBehana gocTtynmHOCT WH(OpPMAaIHMja 3ampaBo MPOIIUPY]je
0a3e mojaraka Koje CTpaHU aKTepy MOTY UCKOPHCTUTH 3a Pa3jinuuTe
oOJIMKe eKCcIuIoaralyje, YuMe ¢ UHAMPEKTHO YrpoXKaBa HAIlMOHAITHA
0e30eIHOCT.

Peny6niuka Cpbuja ce cyouaBa ca crieHM(PUYHHM H3a30BOM,
BUCOK CTEIICH YCBajama JUTHTAHUX TEXHOJoruja mehy mutaauma
npaheH je HUCKUM HHBOOM CBECTH O TIOTPEOM 3allTHTE U aJIeKBATHUM
MpeBeHTUBHUM MepaMma. Jlema n mumann y CpOuju mokasyjy U3y3eTHY
JUTHTAJIHY aKTUBHOCT — 4aK 86% IOomysanuje y3pacra o AEBET 10
17 roguHa CBAaKOJTHEBHO KOpUCTH MameTHe Tenedone. [ToceOHO je
3abpumaBajyhe mro 3Havyajan yneo miuahe neue (41% y yspacry
JICBET 10 JeceT roauHa u 72% y y3pacTy jegaHaecT J0 JABaHAECT
TO/IMHA) MOoceayje Mpoduiie Ha IPYIITBEHUM MpeKaMa WU TejMHHT
miaTdopMamMa, Hako je IpOoIHcaHa CTapoCcHa TPaHMIIa 32 BEhHHY HHUX
13 rommaa (Kuzmanovi¢ i dr. 2019, 11). IHTeH3UBHO TUTHTATHO
npucyctBo jerie y CpOuju He mpatu cpa3MepHa WHOOPMHUCAHOCT
ponutesba. MHOTH pOIMTEJBH HE IOCENyjy 3Hama W BEIITHHE
HEOIXOJIHE 3a 0e30€/HO YINpaBbakhe OHJIAJH aKTUBHOCTHUMA CBOjC
nere. TeXHUYKU anaTh, TMOMyT ,,pOAUTEIHCKE KOHTPOJIE”, KOPHUCTE CE Y
M3Y3€THO MaJIOj MEPH — Marbe OJ IETHHE YUYECHUKA TOTBPplyje IBUXOBY
MIPUMEHY, IITO j€ 3HaTHO MCIION TIpoceka Apyrux 3emasba (Kuzmanovié
idr. 2019, 13).
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Haxo Cpbuja mocesmyje TpaBHA OKBHpP, IPBEHCTBEHO y BUILY
3akoHa 0 3amTuTH nogaraka o maHocTu — 33JII1 (Zakon o zastiti
podataka o li¢nosti [ZZPL] 2018), xoju je yckmahen ca [JITIP
perynaruBoMm (General Data Protection Regulation — GDPR), kao
U JpKaBHE MEXaHH3Me MonyT HanumoHamHOr KOHTaKT LIEHTpa 3a
0e30eqnocT aere Ha mHTEpHETY (European Union 2025), y mpakcu je
yowbHB ja3 m3Mmel)y mpomnuca u \BUX0oBe HMITIeMeHTanje. Husak HuBo
CBECTH pOJUTEJha CyrepHIle J1a HHCTUTYIIHOHAIIHE Mepe joIl YBEK
HUCY JIOBEJIE 10 CYIUTHHCKE MPOMEHE MOHAIlakha Ha HUBOY TOPOIUIIC.
[IpoGiniem HHUje camo y 3akoHuUMa, Beh M y W3a30BHMMa HUXOBOT
cripoBoljera, HEIOBOJLHOM pa3yMeBamy jaBHOCTH U CBOJEBPCHOM
KyJTYPOJIOIIKOM OTIIOPY TIpeMa AUTHUTAITHO] 0e30eMHOCTH. YIIpaBo
Taj ja3 unHU nonatke aene y Cpouju pamnuBuM. Heperynucan mpoTox
nHpopmalja omoryhaBa paznuautuM cybjekTuma, yKbydyjyhu n
CTpaHe MPOTUBHHUKE, /1A IPUKYIIJLEHE MTOAATKE 00jeAMHE U 310ynoTpede,
LITO HHAUPEKTHO YrpoxaBa 6e30eTHOCT IprKaBe.

MEXAHMU3MHU JUTUTAJTHOT
IMPOPUINCAIBA U HAZA30PA

Wnpyctpuja ornammBayke TexHonoruje (adtech) u nocpenHunu
y TproBuHu nogamnuma (data brokers) oapxaBajy KOMIUICKCHY MPEXY
KOja aKyMyJiipa €KCTCH3WBHE KOJWYMHE JIMYHUX MOJlaTaKka MyTeM
TEXHOJIOTH]ja 3a nmpaheme, ykibyayjyhn aurnramae komaunhe (Archbold
et al. 2021, 857). OBaj mporec o0yxBara CBe BPCTE OCETIBHBUX
nHopMaIrja — o AeMorpadCKuX KapaKTEPUCTHKA MOy T PEIIUTH]e
U pace, MPEKo MOJUTUYKHUX ONpEAesbeiba U 3APABCTBEHOI CTamba,
Ia cBe J0 MPEHHU3HUX MOoAaTaka O TPEHYTHO] JIOKAlUjH KOPHUCHHUKA
(Sherman 2024). Kao 1 y roTOBO CBUM JPYyTUM CETMEHTHMA, JCIa CY
OBJIe M3JIOKeHa HajBeheM pu3nky. 300T CBOT y3pacTa, OHa HE pa3yMe]y
y TOTIYHOCTH KOMIUIEKCHOCT JWTHTAIHOT OKpPYXEHha U HeMajy
KamaiuTeT J1a IOHOCe NH(OPMHUCAHE OJITTYKE O 3allITUTH COTICTBEHE
npuBatHoctu (Archbold et al. 2021, 858).

IIpakca mwepeHTHMHra J0Jaje EKCTCH3WBHE MOAATKe Y
KOMepIMjajiHe 0a3e 0e3 3Hama poJuTesha, Npyxkajyhu aetajbHE
nHbOpMaIje O ACIH O ILMXOBUX HajpaHHjux rogwHa. Te Oasze
caapike rmogarke 3a nu4Hy unentudukanujy (Personally Identifiable
Information — PII), nadopmaryje o JOKaI¥ju U JTHEBHUM pyTHHaMa,
MOPOAMYHE OJHOCE, Ma YaK M OCETJbMBE OMOMETPHjCKE MOJATKE
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TIOTYT OTHCAaKa MPCTHjy Win taHoBa (Stephenson et al. 2024). OBako
BeJIMKa 30MpKa IojaTaka O JICIM HCIIOCTaBJha Ce Kao KJbydYHa 3a
pa3Boj HalpeIHUUX KananuTeTa BellTauyke uHTenurenuuje (artificial
intelligence — AI) u anropurama. Co(TBep 3a nperno3HaBame JInla ce,
Ha MpUMeEp, MOXKe 00y4JaBaTH Ha OOMMHHUM KOJICKIIMjama JACUjUX CIHKa,
mTo omoryhasa gyropouny naeHtudukaiujy u npaheme nojennHamna
kako crape. Hanaree, camu Al amatu mocTajy ,,0pyxkje” 3a pa3TudnTe
o0JHKe eKcIIoaTalyje, yKIbydyjyhu Kpeupame Win U3MeHy CIIHKa U
CUMYJIalljy eKCIUTMIUTHHUX pa3roBopa ca aeuoM (Missingkids 2024).

Komepumjanna arperanmja nedjux moparaka, IOCIEIICHA
HIEPEHTHHIOM, TEHEpHIEe JOCTyNMaH W CTpPaTelIKh peJieBaHTaH
o0aBemTajHu pecypc 3a CTpaHe MPOTHBHHUKE. Hempwujareshcku
Jp>KaBHU aKTEPH MOTY MIPUCTYITUTH OBUM KOJIEKIMjaMa KO3 TPIKHIITHE
TpaHCaKI¥je WIH JIeTaJlHe METO/Ie IPUKYIIbamba, YUME Ce CTMMUHHUIIES
norpeba 3a KomIuiekcHUM cajoep-ynaauma (Office of Public Affairs
2025). OBakBa HHCTpYMEHTaNIM3alUja oiaTaka oMoryhasa u3rpaimy
eBoJyupajyhux npoduia mnojeauHana oj ASTUEBCTBA JI0 OAPaciior
nmoba, mpyxajyhn MoryhHOCTH 3a TyropodHy eKCIUTOaTaIldjy mogaTraka
y CBpXe IIHjyYHAXKE, YIIEHe WU orepanja yrumnaja. 3a PemyOmuky
CpOujy To 3Haum na Ou 3HauyajaH aeo Oyayhe pamHe cHare, BOjHOT
0co0Jba U IP’KaBHUX JIMAEpa MOrao OMTH MPEBEHTUBHO NPOQHIUCAH
Ofl CTpaHe CIOJPHUX SHTUTETA, IITO JUPEKTHO HapyIlIaBa HALMOHAIHY
OTHOPHOCT W KOMIUTHKYj€ KOHTPaoOaBeIITajHy 3allITUTY.

Onaj oOaBemrTajHM KamuTal MpPEACTaBjba OINEPATUBHY
ocHoBy 3a OCHUHT (Open Source Intelligence — OSINT) n
COLIMUHT (Social Media Intelligence — SOCMINT) ctpareruje.
WHTterpanujoMm pasiuyuTHX I[OJaTaka ca APYLITBEHUX Mpexa,
CTpaHH aKTepH KOHCTPYHIIY COPUCTUIIMPAHE TICUXOJIONIKE JOCH]jee
KOjU OTKPHBAjy HHTUMHE pamuBOCTH nojeauHna (Stephenson et al.
2024). Obapemrajun pan Ha ApymTBeHHM Mpexkama COLIMUHT,
Kao TOJICKYIl 0OaBemTajHOr paja u3 orBopeHux m3sopa OCUHT,
omoryhaBa mpuUKyIUbake U aHalU3y MH(MOpManuja ca miarhopMu
kao mro cy dejcoyk (Facebook), Uncrarpam (Instagram) n TukTok
(TikTok) (OSINT 2025). Tako reHepucaHu MOAANHN IIOMAXY Y U3rPailbU
KOMIUICTHUX TICHXOJIOIIKUX Tpoduiia KOju Pa3oTKPUBAjy JIUYHA
yBepema, EMOIMOHATHE peakIlije U MoJelie TIprjeMa uHpopmariija
(Stegen 2025, 248). HaBenenu npouiin nMajy cTpaTeliKy MIpuMeHy
y pPerpyToBamy JbYACKHUX H3BOpA, JUIUIOMATCKUM IIPEroBOpHUMa
U LWbaHUM omnepanujama yTtuunaja (248). IlormyHo mo3HaBame
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TICUXOJIOMIKOT Tpoduia oMoryhaBa TeXHWKE MaHUITyNIaIHje Koje
pPa30TKpHBajy CKPUBEHE PAmUBOCTH TNPOUCTEKIIE H3 cajJpikaja
JeJbCHOT Yy AEeTHICTBY. IlyTem aHannse moparaka w3 IIEPEHTHHTA,
MIPOTHBHMIIM MOTY HACHTU(PHUKOBATH crieupruIHe ciaboCTH, MOMyT
MOPOJINYHE JMHAMHUKE, 37PaBCTBEHHUX MPOOJIEMa HIIH ITCUXOJIONTKUX
Tpayma (Stephenson et al. 2024). Takse napopmanuje omoryhasajy
pa3Boj MEPCOHAIN30BAaHUX TAKTHKA COIHM]aTHOT MHXKEHEPUHTA, IITO
MIPE/ICTaBJba MPETHY JEMOKPATCKUM MpOIecHMa W HAIMOHAITHO]
koxe3uju. Ctpane ciryx0e usrpal)yjy JocHjee Koju mpare eMoIuje
Y Be3e I0jeIMHIIA O/ pol)era, KoprucTehr eMOLMOHAIHE OKHIa4e 3a
perpyTanujy wim yieny oyayhux Hocuiana oceT/buBUX (QyHKIHUja Ipe
HETO IITO OHH YOIIIITE CTyIE HA JTyKHOCT.

[Topen HemocpenHe MaHHWITyJalMje, IUTUTAIHH TParoBU
omoryhaBajy ¢opMmy ,,TpajHOr Haa3opa” KOJH MOXE TpajaTh
neueHujama. Ca HaIIpeTKOM NPEIUKTHBHE aHAIMTHKE, IIOUYeTHE 00jaBe
pOIUTEIba EBOJIYHPA]Y Y ajiaT 3a COLUjaTHO COPTHPAhE U MOHUTOPUHT
oynyhux renepanuja (Stephenson et al. 2024). Komnanuje 3a aurutainu
Hanzop (dataveillance) kpenpajy npoduie Koju ce TUCTpUOynpajy
areHIjamMa 3a 3alollbaBakbeé W OOpa30oBHUM HHCTUTYIH]jama,
kopucrtehn anroputve 3a npenBubhame o OymyheM ToHamamy WU
nojannoctu nojenunua (Haley 2020, 1010). Pacte 3a6punyTocT u 300r
JIPKABHOT HA/I30pa KOju 00je/Ihmbyje MoIaTKe ca Mpexka, MaMeTHUX
ypebhaja 1 MeIMIIMHCKHUX KapTOHA, YeCTO MOTIOMOTHYTOT 3aKOHMUMA KOjU
3aXTEeBajy JIOKAJHO CKJIQJNIITEH-E MOAaTaka Pay JIAKIIeT MPHUCTyIIa
ciyx6u 6e36emnoctn (Feldstein 2020, 2). CBeoOyXBaTHO TUTHTAITHO
KaTaJOrM30Bamkbe HAIMOHAJIHUX JbYJICKHX pecypca omoryhasa
MPOTUBHUIIUMA J1a ,,KYJTUBUILY  TOjeIMHIE TOIMHAMA TIPe HEro
IITO OHU MOCTAaHy CTPATEIIKH PEJICBAHTHU, YUME CE€ KOMIIPOMHUTY]E
[EJOKYIIaH CHUCTEM WHCTUTYIHja U MelyJbylIcKa WHTEpaKirja Kao
KOHCTaHTHA TadKa MOTEHIIHjalTHe eKCIUIoaTaIlHje.

IFEOIMOJIMTUYKH YTHULAJ
N UTHO®OPMAIIMOHU PAT

OceTJbMBU JIMYHU TIOJAIM, KOjU YKJbY4Uyjy Tpelnu3He
TeOJIOKAIINjCKe TTapaMeTpe (HIIp. ca BOJHUX 0OjeKaTra) WM WHTHMHE
MI0j€ANHOCTH, MOTY OUTH MHCTPYMEHTAJIM30BaHU O] CTPaHE CTPAaHUX
MIPOTUBHHKA Yy CBPXY NPHCUIIC WIN yIIEHE T0jeINHaIa Ca IIPHCTYIIOM
MOBEPJbUBUM HalMoOHANMHUM HHpopManujama (Sherman 2024).
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[llepeHTHHT HEHAMEPHO OTKPHUBA JeTaJbe O MOPOIUYHIM PyTHHAMa U
JMYHUM PAalBUBOCTHMA JIeIe, YMME OBU MOAIM MTOCTajy JTOCTYITHH 3a
o0aBemTajHoO NpUKyIbame. OOube HHPOpPMaLja O eMOLMOHATHIM
cTarkbuMa ¥ obpacuyMa nmoHalama oMoryhasa CIIOJbHUM aKkTeprMa
Jla pasyMejy IMCHXOJIONIKEe Npoduie MmojeauHalia, Mmro je KibydHa
OCHOBA 3a CIIpoBOheme omepanuja ytumaja (Stegen 2025, 248). OBu
MOJIAIl C€ KOPHUCTE 3a KOHCTPYHCAe BHCOKOIIEPCOHATM30BAHHUX
nokymaja ,,puimnra” (phishing)' v qpyrux MeToa JUTMTAIHE OOMaHe
YCMEpPEHUX Ha POIAUTEJbE KOjU 3ay3uMajy CTparelike MO3ULHje Y
BJIaJUHOM CEKTOPY, BOjCIH WJIM KPUTUYHO] HHPPACTPYKTYPH.

Excren3uBHO 00e0ambUBabhe TIOPOANIHUX T10jEJHHOCTH CTBApa
ONITHIMAJTHO OKPYKEIbE 3a OIlepallfje MPUKyIbarba 00aBeITajHuX
roj1aTaka MmyTeM JbYICKUX u3Bopa (human intelligence — HUMINT).
OBU mojjany oNaKIaBajy WACHTU(PHUKAIN]Y TI0jeINHAIA Ca TOPOAUNIHAM
pambuUBOCTHMA (HIP. 3IPABCTBEHH NMPOOJIEMH HIJIM KOMIIPOMHUTYjyhn
JeTaJby U3 MPOULIOCTH), GUHAHCH]CKUM MPUTUCIUMA WU JTUIYHUM
TajHaMa IOTOJHUM 3a YIIEHY U perpyToBame. PU3HK 011 ,,MHCajIePCKIX
peTHkH” ce yBehapa kama Cy MeTa IMPUITaTHUIN BOjCKE U 00aBEIITajHUX
CITYOH, jep HBUXOBHU MTPUBATHH KUBOTH TI0CTAjy pambUBE TauKe KPO3
KOje CTpaHU aKTepH BpIIe nputrcak. HedopmanHo nespeme canpxaja
Ha MPEKHU TUPEKTHO MOoxpHBa 6€30eJHOCT IpKaBe KOMIPOMHUTOBAKEM
WHTETPUTETA U JIOjaJTHOCTH KJBYYHOT 0C00Jba, YUME CE JYTOPOUHO
cinabe onOpaMOeHN KanaruTeTH JIp KaBe.

[lcuxonmomKky Mojmany NPUKYIUBCHH ITyTeM IMIEepPEHTHHTa
omoryhaBajy Kpeupame epHUKACHUX MPOTAraHIHUX KamIlama M
nesuHpopmanyja (Stegen 2025, 252). OBa nojaBa ce MOXE MOIBECTH
noz a3y CHHTETHYKE MpONaranje, Kojy KapakTepuilie ynorpeba anara
BELITaYKe MHTEIUTCHIINjE 38 KOHCTPYHCAhE YBEPIbUBOT, alld JaKHOT
canpxkaja (Kazi¢ 2025, 108). ¥ mupem 0e30€THOCHOM KOHTEKCTY,
OBaKaB BUJI JEJTIOBama I10CTaje HHTETPATHU 1€0 XUOPHIHOT paToBama,
I7Ie ce KPO3 CHHEPTH]y HACWITHUX M HEHACWIHUX CaJipyKaja HaCTOj!
JIeCTaOMIIN30BaTH BPETHOCHU TeMeJb HamaauyTe apxkase (Pordevic i
Miljkovi¢ 2025, 169). PasymeBameM MCUXOIOMIKUAX Npeapacyaa yHyTap
MOITyJIalyje, CTPaHU MIPOTHUBHUIIM MOTY OOJTMKOBAaTH HApaTHUBE KOjU

! @uuMHT je BpcTa MHTEPHET MpeBape KOjoM HaraaadH, JIKHO ce TpecTaBibajyhu
Kao TIOBEpJhbHBA MHCTHUTYLHja WK ocola (0aHKe, APYIITBEHE MpPEXKE, CEPBUCH),
o0Mamyjy KOPHCHUKE KaKo OM yKpasli OCEeTJbUBE MOJIaTKE MOIYT JIO3UHKH, OpojeBa
KPEIUTHHUX KapTULa WM HHCTATNpAIN Maauio3Hu codreep (Microsoft 2026).
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MOJIPUBA]Y MOBEPEHE Y MHCTUTYIHje. [ICHXOOoIIKa IITeTa MPOUCTEKIIA
U3 MIEPEHTHHTa MTOCTaje CTPATEIIKO OPYKje Y OonepainjaMa CTpaHor
YTHILIAja, [Ie Ce KOPUCTHU 32 MHTCH3UBUPAE YHYTPAIIbHX JAPYIITBEHUX
koH(umkara (Stephenson et al. 2024).

[Ncuxomnonike nHMGoOpMaIyje, IpyITBEHH 00paCIM U YHYTPAIIbH
KOH(GIWKTH CTAaHOBHUINTBa (YKJbYUyjyhu u wmiame), caapskaHu
y ToJanMMa TMPOHMCTEKINM W3 IEPEHTHHTa, MPYKajy CTPAHUM
MPOTHBHUIIUMA CO(PUCTUIIMPAHA CPEJCTBA 3a YCIMECIIHO H3BONCH:C
ornepanyja HHQOPMAIIMOHOT paToBama. To MOXKe YKJbYYHBaTH MHKPO-
[IUJbaHy MpOIMaraHjay ycMmMepeHy Ha crenuduuHe nemorpadcke
rpymne, npoayOJsbuBame mocTtojehux apymTBeHWX Tonena (HIIp.
Mehyrenepariijcku KOHQIUKTH OKO MPUBATHOCTH, TIpaBa POIUTEIhA
HAaclpaM IpaBa JeTeTa) WM CHCTEMATCKO MOJPHUBAKE MOBEPCHA
JaBHOCTH y BIIay, MEJHje M JEMOKpaTCKe mpolece. 3a JpiKaBy
oyt Cpbuje, Koja ImpoJia3u Kpo3 JeMOKpaTcke peopMe U TexH Ka
npuctynamwy EY, oBakBe crioJbHEe MaHHUITyJIalMje 3aCHOBaHE Ha JIAKO
JOCTYITHUM JIMYHUM ITOJIalliMa MPE/CTaBIbajy 3Ha4ajHy NPETHY 10
JIEMOKPATCKy CTaOWITHOCT, JIPYIITBEHY KOXE3Wjy W HAI[MOHAIIHY
6e30ennoct (Eurochild 2025). Ctpanu akrepu MOTY KOPHCTHTH OBaj
METO/T 3a PUTAjEHO OOIMKOBAE CTABOBA JABHOCTH M MHTCH3UBUPAHHE
JPYIITBEHUX CYKOOa y3 HMCTOBPEMEHO YpyIIaBame IMOBEpeHA Y
HaI[MOHAJHE MHCTUTYIU]e, YaK U 0e3 JUPEKTHUX cajOep Haraaa Ha
uHppacTpykrypy. [locTeneHo cinadibeme IPYIITBEHOT JSIMHCTBA, Y
KOMOWHAIHMjH ca 0CIa0JbeHUM TEMOKPATCKUM HHCTHTYIHjaMa, CTBapa
BEJIMKY MHAUPEKTHY TPETHY 110 JPKaBHY 0e30eJHOCT. Y reonoIuTHYKN
OCETJHUBOM PErHoHy monyT bankaHa, Ifie ce MCTOPHjCKE TCH3HjE
JIaKO MOTY IOHOBO pacIulaMCcaTH, 0Baj oOJIMK HH(OpMaIOHOT para
3aCHOBaH Ha MOJAIMMa MPEJICTaBJba TOCEOHO aKyTaH pU3HUK 3a Oyayhy
crabuHocT U 6e30eHoCcT Cpouje.

KOHTEKCTYAJIHE PAIbUBOCTHU
N U3A30BU Y YIIPAB/BAIBY INIOJALIUMA
Y PEIIYBJINIU CPBUJN

HMako cy OOMEHYTH pH3HUIM TJIO0AJTHU TIO0 CBOM OOHMY,
OHH TompuMajy crenuduany XuTHOCT y Pemybmumu CpOwuju.
JenwHCTBEHM TIpECEK BUCOKE AUTHTATHE aHTXKOBAHOCTH MJIAIUX U
MamKa ,,IMTUTATHE XUTHjeHe” KOJI pOJINTesha CTBapa IUIOIHO TIIO 3a
excrutoaranujy. Jlok rpahanu rnoxymiaBajy jga ce 3aliTUTE O CIIOJBHUX
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MpeTHH, JoMaha nmpaBHa u 6e30eHOCHa HHPPACTPYKTYpa U Jajbe ce
0opu ca 3HaUYajHUM Npa3HUHAMa y 3alUTHTH.

VYera PenyOnuke CpOuje caapku onpeade O 3allTHTH
npuBatHocTH (4. 41) u nmogaraka o suuHoctH (ui. 42) (Ustav
Republike Srbije, ¢l. 41 i1 42, 2006). OBe oapende npeacTaBibajy
OKBHpE 32 MIPHUKYThAHE IMMOAaTaka KOju IMITUTE JIMUHE HH(OPMAIIH]je 01T
370yTIoTpede, OCHUM Y CiTydajeBUMa HEOITXOTHIM 32 Bol)ermhe KPUBHYHOT
MIOCTYIIKA WJIM 3alITUTY HanuoHanHe 0e30ennoctH. Cpduja ox 2019.
roguHe npumemyje 33I1J1, xoju je y Benukoj mepu yckiaheH ca
Omnmrom ypenbom EY o zamrutu nonaraka (General Data Protection
Regulation — GDPR) (Peri¢, Radovi¢, and Petrovi¢ 2025). 3akoH o
3aIUTUTH MIOAATaKa O JINYHOCTH 3aXTeBa MIPUCTAaHAK KOPUCHHUKA IIPe
obOpane ronaraka, ai Hamehe JofaTHE yCIIOBE 3a IPUCTaHAK | Jaje
cy0OjeKkTrMa TMpaBo Jia 3aXTeBajy MOTIYHO YKIIamamke HH(popMaimja
(,,mpaBo Ha 3abopa”). 3a mamonernuke miahe on 14 roguna,
HEOITXO/aH je MPUCTaHaK poxuTeba 1K craparesba (Letslaw 2024).

IToBepenuk 3a uHpopManuje oJ1 jaBHOT 3Ha4Yaja U 3aIITUTY
[ojlaTaka o JITYHOCTH j€ MPUMapHU PEryaarop 3a 3alUTUTY [1oJaTaka y
Cpbuju, ca UCTpaXHUM, KOPEKTUBHUM ¥ CaBETOAABHUM OBJAIInemrMa
CIWYHUM HaA30pHUM Tenuma y okBupy [JIITP. Mehyrtum, mako
[ToBepenuk cripoBony nHcnekiyjcke Haazope (731 y 2023. roqunan) u
nzpuye onomene (51 y 2023. ronunn), 6poj MOKPEHYTHX MPEKPIIajHIX
nocrymnaka (cBera jgecer y 2023. roguHu) Jenyje HeJI0BOJBHO ¢ 003UpOM
Ha 0OMM TIOTEHITMjATHUX KpIema. [loBepeHuk ce Takolhe cyodasa ca
MIPaBHAM M3a30BUMa, YKIJbYUyjyhn Ty>k0e MUHHCTapCTBA YHYTPALTEHIX
ITOCJIOBA TTOBOZIOM Hajsora 3a Opucame nonaraka (Peri¢, Radovié, and
Petrovic 2025).

VYrpkoc MehyHapogHUM HMHCTPYMEHTHMA 3a JbYJCKa IpaBa,
kao mto cy Konsenmuja YH o npaBuma nerera (wi. 16 u 19), xoja
LITUTU IpUBAaTHOCT aeue, KoHBeHIMja 0 3alUTUTH JIMLa Y OZHOCY
Ha ayTOMarcKy oOpamy auyHuX monmaraka (Zakon o potvrdivanju
konvencije o zastiti lica u odnosu na automatsku obradu li¢nih podataka
[ZPKZL] 2010) u KouBennuja Caera EBpore o 3amTuTu zeue ox
cekcyatHoT uckopuithaBama 1 cekcyasiHe 3noynorpede (Jlanzaporte
KOHBEHIIM]a), KOja KPpUMHUHAIN3Yyje OHJIAjH Jedjy nmopHorpadujy u
T pyMuHr” (grooming)?, CpOuju TpeHyTHO HEIOCTaje CBeOOyXBaTaH

2 T'pyMHUHT je Ha3WB 32 NPOLEC KOjUM Hajuenihe MOYnbe CEKCYATHO 37I0CTABIbAE
Jielie, a IpeBOAU ce Kao ,,BpOoBame” Wil ,,HaMamJbuBame”. To je mpolec y kojeM ce
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3aKkoH O MpaBUMa JeTeTa. YMECTO Tora, NMpaBHE oapende Koje ce
THUYY JAele ACO Cy Pa3IMIUTHX HAllHOHAIHHUX 3aKOHa (00pa3oBame,
3IpaBCTBO, COLMjasIHa 3aTHTa UTA.). [lopen Tora, riaBHO Ha30pHO
teno, CaBer 3a MpaBa JeTeTa, 0CTaje HEaKTUBAH YIPKOC TTOHOBHOM
ocHuBamwy y Mapty 2023. romune (Eurochild 2023).

TpeHyTHU IIPaBHU CUCTEM IIpYy’>Ka OICEKHY OIIUTY 3alUTUTY
rmojaTaka, ajld He yCIleBa Ja YCIOCTaBH crnenuduyHe u poOycHe
CTaHJap/Ae KOju OM 3alUTUTWIM JUTUTAJIHY MNPHUBATHOCT JeLe Yy
cuUTyalnMjama KajJa pOJIMTEJbH JeJle HHXOBe mojarke. Takobe,
MEXaHU3MHMa 3a CIIpoBohere 3aKOHA HEJIOCTaje KamaluTeT Aa ce
n3bope ca MacoHomrhy npakce mepeHTrara. OBO cTBapa 0CETIHEUBO
OKpYXKeIe Koje oMoryhaBa cTpaHuM MPOTHBHUIIIMA OpOjHE MPUITHKE
3a eKCIJI0aTalyjy IPUKYIIJbEHUX OCETJbUBUX IOATaKa O ACLH.

Peny6nuka Cpbuja nocenyje cajoep-0e30eIHOCHN CUCTEM KOjH ce
KOHTHHYHPAHO pa3BHja, ajli Ce CyodyaBa ca M3a30BHUMa KOjH IPOU3UIIa3e
KaKo M3 CIIOJbHUX TMPETHH, TAKO U U3 CUCTEMCKHX CIIO)KEHOCTH Y
yIpaBJbamy MoJlaliiMa. 3BaHUYHU HAllMOHAHH TIOJIAIU YKa3yjy Ha
CTPYKTYpPHY DPamHBOCT KOja C€ OIela Yy APaMaTHYHOM IIOpacTy
MOTPOLIHE MOOMIHOT MHTEPHETA U TUTUTAIIHE IIOBE3aHOCTH, IIPU YEMY
caoOpahaj moOunHor naTepHera y CpOuju Oenexu eKCIIOHSHIH]aTHH
pact (RATEL 2024, 22). Mako nomahe 3akOHOAABCTBO MPYKa OKBUP 32
00pOy POTHB BUCOKOTEXHOJIOIIKOT KPUMHUHAJA, €()UKACHOCT HHEroBe
MIPUMEHE YeCTO je MpeaMeT akageMcKux nebdara. [ToceOHO ce nctuue
3a0pUHYTOCT y BE3M Ca OIEPATUBHUM Kanauureruma HanunonanHor
HEPT (Computer Emergency Response Team — CERT) na ogroBopu
Ha MaCOBHY €KCIUIOATalMjy MoJaTaka Koja je ojlaKIIaHa ePEeHTHHIOM
(Dennis 2024). OBaj ja3 nu3Mely 3akOHOJaBHOT OKBHpA U ONIEPATUBHE
CTBapHOCTH CTBapa CTPaTEeIIKM NPOCTOP KOjU CTPaHH aKTEpH
KOPHCTE 32 MPHUKYIJbakhe MCUXOJONIKUX IoJIaTaka U CIpOBOheHme
coducTUIMpanux ornepardja yrumaja (Stegen 2025, 248). Ilopen Tora,
MMTamke AUTUTAIIHE TpuBaTHOCTH Y CpOHju HEPaCKUANBO je TTOBE3aHO
ca ynorpeOoM HampenHux (GOPEeH3MYKHUX U HAA30PHUX TEXHOJIOTH]a.
CrpyuHe aHajM3€ U U3BELITAjU OpraHU3alja LUBUIIHOT JAPYIITBA CBE
yerrhe 0TBapajy NUTama 0 aJeKBATHOCTH HA/I30PHUX MEXaHHU3aMa KOjU
perynuiny npuMeHy coQUCTUIIMPAHUX ajlata 3a MPUKYIUbake MojiaTaKa

MTOTEHIIMjATHN CEKCYalTHH 3JI0CTaBJbad CIpPHjaTesbyje C JETETOM H 331001ja BEeroBO
MOBEPEH-E KaKo O MOKYIIA0 /1a Ta YKIbY4YHU y (CEKCyallHe) 3710CTaB/bauyke aKTHBHOCTH
(Nacionalni kontakt centar za bezbednost dece na internetu 2023).
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(Risti¢ 2023, 17-19; Amnesty 2024). Ca cTaHOBHIIITa HAIIHOHATHE
0e30eTHOCTH, NPHUMAapHU HM3a30B HE JIGKH CaMO Y IOCEIO0BambY
OBUX KamamureTa, Beh y ,aepuuuTy mnoBepema’ KOjH HHXOBa
HEeTpaHCIapeHTHa ynoTpeda Moxe u3a3Batu koj rpahana. Kana jaBHoct
MEPIMITHPA J1a HHCTUTYIIMje HEe TIOCTYNajy ca rmojalnuMa Ha TOTIYHO
jacaH ¥ KOHTPOJIMCAH HAaYMH, JOJIa31 JI0 11a/1a IOBEPEeha, MTO AUPEKTHO
yTH4Ye Ha COPEeMHOCT I0jeIMHAIIA /1a YCBOje OCHOBHE Mepe ,,IUTUTAITHE
xurujere” u 0e30emHocHe mporokoie (Ristic 2023, 15). lomatHe
KOMILIMKALHj€ Yy OBOj OOJIACTH y3POKY]jy JOKYMEHTOBAHU IIPOITYCTH
y BEJIMKHUM jaBHUM 0Oa3zama IoaTaka, KOju HarjiamaBajy TeXHUYKE
U CHCTEeMCKe caboCTH HAIMOHAIIHE JIMTUTATHE WHOPACTPYKTYpE.
KonmenTpanuja oceT/pbuBUX Toaaraka rpahana y oOjekTmMa Kao
mro je /IpkaBHU jaTa mEeHTap, Hako yCMepeHa Ka HHXOBOj 3alITUTH,
MCTOBPEMEHO CTBapa 3HayajHy METY 3a MOTEHIMjaIHy €KCIUIOATaIN]y
u HeoBnawmhenu npuctyn (10). Y TakBUM OKOJIHOCTHMA, €poO3Hja
MOBEpEea JaABHOCTH MpepacTa y CTpaTeliky pambrBOCT. CTaHOBHHUILITBO
KOje HeMa MoBepema npeMa goMaheM cucTeMy yIpaBibamba MoaluMa
IOCTaje MOMIOKHU]E CTPAaHUM OTIepalijaMa yTUIaja U eKCILTIOATaIH]j
roJlaTaka oJf CTpaHe CIOJbHMX akrepa. M3 Tor pasmora, OTIIOpHOCT
0e30ennocHor cucrema CpOuje OUPEKTHO 3aBUCH Off jadamba
TPaHCIIaPEHTHOCTHU JTUTUTAIHOT HaJ30pa U yCIOCTaBJbaba POOYCHUjUX
MeXaHHM3aMa 3a 3aIITUTY TI0/1aTaKa O JIUYHOCTH.

Kpo3 6pojue nomahe u mehynapoane naunujaruse PerryOnmka
Cpbuja mokaszyje mocBeheHOCT 3allTHTH JACIle Ha WHTEPHETY U
MON3akby CBECTH O IUTHTAIHUM pH3UIMMa. HarmoHaIHH KOHTaKT
LeHTap 3a 0e30eqHOCT Jele Ha WHTEPHETY CIYXKH Kao KJbydHa
HanyoHanHa nHunujatusa ox 2017. ronune, npyxajyhu caBetogaBHy
noApiiky, mpociehyjyhu ciydajeBe 3moynorpede HaIJICKHUM
WHCTUTYIIMjamMa U CIIpOBOjichr MpeBeHTHBHE eAyKallfje y IIKoIama
(European Union 2025). Opranuzanuja YHULE® (United Nations
International Childrens Emergency Fund — UNICEF) Cp6uja Takohe
aKTUBHO capalyje ca qpKaBHUM M IIPUBATHUM CEKTOPOM Ha U3TPAIHU
3amrrnhenor gurutainHor npocropa 3a aeny (Unicef Serbia 2017).
OBu nporpamu ykJpyuyjy miargopme nomyrt ,,[lamerno u 6e36enH0”,
Kpo3 koje je y 2023. ronunu ob6aBbeHo 120 eqyKaTHBHHUX NpeaBamba
mupoMm CpOuje, ooyxBarusmm 7.800 yuennka, 1.000 pomutersra u 300
HacraBHHKa (European Union 2025).

Cpb6uja je Takohe nornucHuna bynumnemrancke KOHBEHIHjE
0 cajoep xpumuHany u Jlanzapore koHBeHLUje, Te capalyje ca
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Hnarepnonmom (Interpol) Ha mpojektrma kao mto je CrnpedaBame
mrerHor yrunaja (Disrupting Harm), ycMepeHUM Ha Cy30Hjame OHIajH
cekcyanHe ekcruioaranuje aere (OSINT 2025). Yrpkoc nmoxBajHUM
Haropuma, Mpa3HuHe U Jajbe noctoje. CBecT jaBHOCTU O cajoep
0e30eIHOCTH Ce TOoIpaBJba, ajiu je U Jajbe HepoBosbHA (Dennis 2024).
MHOTH poIMTeIbH HEMa]jy JTOBOJHHO 3HAMA O OHJIAJH IPETHaMa H PETKO
KOpHCTE TEXHUYKe KOHTpoJie. McTpakuBarma ykasyjy Ha TO Jia Jiena
YECTO MOMAXKY POUTEIHUMA Y TUTUTATHUM 3a7alMMa, [IITO OTKPUBA
neUIMT 3Haka KOJ| OIPACINX KOjH TPEHYTHE MHUIIMjaTUBE MOXK/a HE
pemaBajy eduracHo (Kuzmanovic i dr. 2019).

Wako wHUIMjaTUBe 3a TpeBeHLHjy liepeHTnHra y CpOujn
I0Ka3yjy CHa)XKHY HaMepy W IIUPOK OOyXBar, CTAJIHH W3a30BU Y
eAyKalju poanuTesha U ciada MpUMeHa TEXHUYKUX Mepa 3allTHTe
yKa3yjy Ha TO Jia OBU MPOTPAMH jOIII YBEK HUCY JOCTHUIIIHA pa3Mepy
NOTpeOHY 3a MPOMEHY PaCIpPOCTPabEHOT MOHAIIAkhA U MUHUMU3UPAHE
pY3WKa o u3Narama Imoaaraka. lIporpam 3a 3alTUTy OMIITE
0e30eTHOCT Ha MHTEpHETY He 0aBU ce COPUCTHIIMPAHUM METoaama
KOje HampeoHW aKTePH KOPHICTE 3a IMPUKYILUhALE U 3JIOYIMOTpeOy
roJlaTaka Koje CIy»H Kao OpyXkje y laJbuM yCMEpPEHUM OIlepariyjama.
To ykasyje Ha TO Jga TPEHYTHH MPHUCTYI, YIPKOC MO3UTHBHUM
CHT'HAJIMMa, JIeJlyje HealleKBaTHO 32 HCTOBPEMEHO Cy30Mjambe MacOBHE
Mpakce MIEPeHTHHTa W COPUCTULIUPAHUX METOAa EeKCIuloaTaluje
rojlaTaka oJi CTpaHe CTpaHWX MPOTUBHHKA. Ped je o Tpum ¢ BpeMeHOM
y K0jOj je IPHUKYIUbakhe ToJaTaka OpKe Ol pacTa CBECTH jaBHOCTH. To
MPAKTUYHO 3HAYM JIa 3HAYajaH Je0 CPIICKOT JIPYIITBA 0CTaje U3TI0KEH
WHIAPEKTHUM PHU3UIMMA M0 HAI[HOHAIHY 0e30€HOCT, jep BHXOBH
MOZIAM OTHYY Y OTBOPEHE U3BOpe (open-source) rae NOCTajy Jaku IJIeH
3a eKCIUIoaTalujy.

CTPATEHIKE ITPEITIOPYKE 3A JAYAIBE
HAIIUMOHAJIHE OTIIOPHOCTHU

Kako 6u ce Ha ajieKBaTaH HAYMH OJITOBOPUIIO HA MHIAMPEKTHE
MMIUTMKalKj€ IIePEHTHHTa 110 HallMOHaHy 0e30enHocT PemyOmmke
CpOuje, HeonxonaH je cBeoOyXBaTaH U KOOPJHWHHCAH CTPATCHIKH
npuctyt. OBe cTparenike mpenopyke (oKycHpaHe Cy Ha CHAKCHHC
MIpaBHUX OKBHpA, yHarpeheme cajoep 3amrTuTe, MpOMOLIHjy TUTUTATHE
MUCMEHOCTH M TIOJICTHIIAE Mel)yHApPOTHE capaibe.
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JloHomeme moceOHOT 3aKoHa O TIpaBUMa JeTeTa Tpedaio Ou
Ja rpezcTaBiba npuoputer CpOuje y JoOMeHy 3allTUTe Je4juX IpaBa.
HeormxoHo je 1a 0Baj HOBM 3aKOHCKH aKT 00yXBaTH MHUTamba JUTUTAIHE
MIPUBATHOCTH, HICPEHTHHTA U PUCTAHKA JIeTeTa KPO3 jeAMHCTBEHE U
cBeoOyXxBaTHE MpaBHE oJ[peide, yMecTo Kpo3 pparMeHTHpaHa 3aKOHCKa
penrema. 3akoH OM Tpebayio Aa caapskKu jacHE MPOIIHCE O ,,IIpaBy Ha
3abopaB”, Koje OM Jelia MoTyia Ja OCTBape HAKOH CTHIarha IYHOJIETCTRA,
yrMe OM UM ce oMoryhmito nma 3axteBajy Opucame cajapikaja Koju
cy obOjaBunu poaurtessu win Tpeha nmuuna. Taxohe, [loBepenuk 3a
nH(OpMalFje 01 jaBHOT 3Ha4aja v 3alITUTY [OAaTaKa O JUYHOCTH MOpa
nooutu Beha cpescTBa, HaNpeHNje TEXHUUKE ajare U crenudpuyHa
oBnamrhema 3a Bolheme MCTpara M CAaHKIIMOHHUCAIE MPEKpIIaja y
ClTy4ajeBMMa IIEPeHTHHTA U eKcIutoaranuje nogaraka o xenu (Perid,
Radovi¢, and Petrovi¢ 2025). HeorrxoaHo je 1a OBO TeJO MPErru3HO
nedunHIIe CBOje HAMJICKHOCTH Y BE3U Ca POAUTEIHCKUM JI€JbCHEM
rnoxaraka u 006e30eau epuKacHo MOCTyName M0 CBUM NMPUMIBECHUM
npuTyxoama.

[IpaBHM cucTeM 3axTeBa MporpaMe KOHTHHYHPAHE eayKaluje
(doKycupaHe Ha IUTUTAIHY NIPUBATHOCT, IEPEHTHHT, KA0 ¥ Ha MUTamka
arperanyje M eKCIuloaTalyje 1mojaTaka y KOHTEKCTY Je4juX IpaBa
1 HaloHaliHe 0e30eJHOCTH, HaMEehCHE MPUITaJHULIIMA MTOIUIH]E,
cynrjama u tyxkuoruma (Gatto, Corsello, and Ferrara 2024). OBo 6u
oMoryhHio CynTHIHHjU ¥ e(pUKAaCHHUjU TIpaBHH OJIrOBOP Ha CaBpeMEHE
nuruTaiHe mperme. [lopen Tora, morpedHo je ma Bmama Cpobuje
WHTEH3UBHpa Hanope Ha yckiahuBamwy CTaHAap/a 3allTHTE MOoaTaka
Y TUTHTAIHUX yCIyra ca okBHpuMa EBporicke yHUje, HapO4HuTO ca
AKTOM 0 auruTanHuM yciyrama (Digital Services Act — DSA). OBom
Mepom CpOuja Ou ocTBapuiia 00JbM HAJ30p HaJ| OHJIAJH IIaTGopMamMa
KOj€ MOCIYyjy Ha leHOj TEPUTOPHjH, Kao U e(UKACHH]e MEXaHU3Me 32
cy30mjame IMTEeTHOT caapskaja u 3JI0ynoTpede momaTaka.

VYnopeno ca mpaBHUM pedopmMamMa, HEOTIXOJHO je YTBPAUTH
KPUTHUYHY TEXHUYKY WHOpacTpykrypy. Opranm 3aaykeHU 3a
HalMoHaNHy 0e30eaHOCT Tpebao Ou J1a UMIICMEHTUPAjy PUTOPO3HE
Mepe cajOep 3alTuTe Kako OM OCUTypald BUTAaJHE ApKaBHe Oasze
noJlaTaka U OCHOBHE yCIIyTe, y OKBHPY HMHHIIMjaTHBE 3a oj0paHy
KpUTHYHE WHPPACTPYKType. 3aIllTHTa OBHUX CHCTEMa IIOCTaje
CYHITHHCKA jep OM Xakepyn MOIJIM ITOBE3aTH yKpaJeHe IMOJaTKe ca
nHpOpMaIjaMa NPUKYIUbEHUM ITyTeM LIEPEHTHHTA PaIu Kpenpama
KOMIUIEKCHUX mnpo¢una nojeaunana (Dennis 2024). Ilpumena
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MIPUHITUTIA ,,MHTEeTPUCaHe 3amTuTe nonaraka’ (data protection by
design) m ,,mompa3dymeBaHe 3amTute monaraka’ (data protection
by defaulf) mopa nocrarun obaBe3Ha 3a CBaKy IWTHUTAJIHY YCIYTy
1 np>xaBHU cucteM. OBO Mmozpa3zyMeBa NOJACTHIAEE MUHUMH3AIH]e
nojaraka (MPUKYIUbakh€ CaMO HEONXOJHUX HWH(pOpMaIuja) y3
MIPUMEHY CHa)KHE CHKPHIITHje U ApyTrux 0e30eaHocHuX Mepa. [lopen
TOTa, TOTPEOHO j€ pa3BUTH ONEPaTUBHE JIAHOBE KOjU OW CIIpEUmIn
MIOCPEJIHAKE Yy TProBuHU mnomanmma (data brokers) nma mpopnajy
uHpopmanuje o rpahanuma Cpbuje crpanuM npotuBHUIKMMa (Sherman
2024). ITotpebHO je na AprkaBa YCIIOCTaBH CTPOIe IMPOIEIype 3a
3alITUTY jaBHUX 0a3a rojaraka ca uHpopManujama o rpahaHuma oj
Heonanthenor npuctymna. CBako Ifypeme Mmojaraka M3 JIp>KaBHUX
perucrapa Koje ce momaynapa ca WHQpopMmarijama u3 IIepeHTHHTa
omoryhaBa cTBapame IeTajbHUX Tpoduia Koje HEeNpHUjaTesbCKU
SHTUTETU MOTY JIaKO 3JI0yTIOTPEOUTH.

Jyropo4Hu HIMYHUTET IPYyIITBa 3aBHCH O]l CHCTEMCKOT 3a0KpeTa
y o0nacTH JUTUTallHEe MHMCMEHOCTH W 00pa3oBama. Y TOM IUIbY
HEOTTXOHO j& CIIPOBECTH KaMIIamke 3a MOAU3ahE jJaBHE CBECTH KOj¢
Ou jacHO yKa3alsie Ha TO KaKo IIEPEHTHHT KOMIIPOMHUTYj€ HAIIMOHAIHY
0e30enHocT. OOpa3oBHU calpkaju Tpeba aa MpeAcTaBe IMpUMEpe
W3 CTBapHOI CBETa M KOpUcCTe e(eKTaH NPHUCTYIl KpO3 HapaTHhB
(storytelling), kako Ou 00jaCHIIIM HA KOjU HAYMH CE PYTHHCKO JICJbCHHE
cajJpkaja TpeTBapa y omacHo Kopulheme mnojaraka Kao opyxkja
(weaponization of data) n mocraje TpajHa 6e306eTHOCHA PaFHUBOCT.
AxnieHar Tpeba CTaBUTH Ha KOJEKTHBHY Oe30eQHOCT Halvje W
ayropodte nocnenune o oyayhaoct neue. I[Topex Tora, Tpeda yBectn
00aBe3Hy IUTUTaJHy MMHCMEHOCT y OOpa30OBHU CHCTEM, O]l PaHOT
JIETUECTBA JI0 ajoneciieHiuje. O0pa3oBHU nporpamM Tpeda aa o0yuu
YUYCHHKE KPUTUYKOM MPOMHUIILIbAhY O OHJIAJH CaJIpKajy, YIIPaB/bamby
HpuBaTHOWINY M pa3syMeBamy TPajHOT JUTHTAIHOT OTHCKA.

[TapamenHo ca CHCTEMCKMM Mepama, HEOIXOTHO je
MH(OPMAIIMOHO OCHAKHUTH POAUTEIHE KPO3 MPAKTUYHE U KYJITYPOJIOLIKA
npuwiarofjeHe pecypce Koju omoryhaBajy HemocpeaHy HpHUMEHY
CTpaTeryja 3amTHTe IPUBATHOCTH, MOMYT TEXHUKA 3aMyhrBama Jnia
WM cTpore KoHTpoje Mmerarnonaraka PII. ¥V oBoM kKoHTEKcTy, jaBHE
muaHocTH U uHpIyeHcepu y Cpbmju HOce moceOHYy NIpyIITBEHY
OZITOBOPHOCT Jia CBOjUM IIPHMEPOM IIPENBOJIE MPOMOLIN]Y ETHYKOT
LIepeHTHHra 1 aurutainHe nuckpeuudje (European Union 2025). Ha
MakpoIuiaHy, HamoHaiHa 6e36equoct CpOuje Mopa OUTH momynpTa
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MHTEH3MBHOM IIPEKOTPAaHUYHOM capaimboM. 1o moapasymeBa jadyame
napTHepcTaBa ca MHCTUTynMjama nonyt EBponcke ynuje, YHULIED,
Wnrepnona u EBponona (Europol), NpBEHCTBEHO y OKBUPY pa3MeHe
OMepaTUBHUX O00aBeIITajHMX TMoAaraka o COPUCTUIUPAHUM
obnuIMMa JUTUTaIHEe eKcIutoaTanyje aere. Jla Ou ce oBH Haropw
MaTepHjaIr30Balii, HEOIXOAHO je 00e30euTH KOHTHHYHPaHy TOAPIITKY
pa3Bojy TEXHUYKHUX KaranuTera JoMahnx oprana peaa u 00aBerTajHux
areHIuja, ca moceOHnM (hoxycom Ha yHanpeheme aurutanHe GopeH3nke
u ekcriepruse y oonmactuma OCUHT u COLUIMUHT ananutuke (Conti
et al. 2024). Hanocnerky, Biaga CpoOuje Tpeba na ce Ha Mel)yHapoaHO]
CIIEHU TIO3MIIMOHHPA KAao 3aroBOPHUK DIOOATHHMX CTaHAapaa 3a
3aIITUTY JUTUTAIHUX NpaBa jene. OBaKBO CTPATEIIKO EI0BakbEe UMa
3a IIUJb HE caMo 3allITUTY TI0jenHAaIa, Beh U CHCTEMCKO OTpaHHYaBame
HEKOHTPOJIMCAHE EKCIUIOaTalH]je IMoaTaKka oOf CTpaHe KOMEPLH]aTHIX
WU ApKAaBHUX aKTepa, YMME C€ CYLUTHHCKH 4yBa WH(OPMaLHUOHHU
cyBepeHutet u OynyhHocT Hanuje y uHpopMarioHoM J100y.

3AK/bYYAK

HlepeHTHHT naHac mpeBa3wia3d OKBUPE MPUBATHE MTOPOJHYHE
MpaKce U 1MocTaje KIbyuyHH (akTop y IOMEHY HalHoHaIHe 0e30eJHOCTH
Penyonuke CpOuje. HexoTHUHO Kpewpame TpajHuX JUTHTATHUX
UJICHTUTETA JICIIe, Y3 CHCTEMCKY arperamujy OCeT/bUBHX I0JlaTaKka
OJ1 CTpaHe KOMEPIHjaTHUX EHTUTETa, IpeTBapa JUIHE HHPOopMaIlije
y cTparemike obaBemTajHe pecypce. CIIOJbHH aKTepu OBE H3BOPE
MOTY KOPHUCTHTH 32 IICUXOJIOUIKO MPOpMINCame, JyrTOpOYHH Ha30p
U omnepanuje yTuuaja, YuMe ce IOTEHIUjaIHO YIrpoXKaBa HHTETPUTET
KJbYYHOT 0CO0Jba U CJIa0M JIPYIITBEHA KOXE3H]a.

CrnenupuyHOCT JUTUTATHOT OKpyxkewa y CpOuju oryena
ce y Hecpa3Mmepu n3Mel)y HHTEH3UBHOT Kopuirhema HHTEpHETa KO
MIIQInX ¥ JAeduimra IMTuTaaHe THCMEHOCTH Ko poauresba. Mako je
nmomahu paBHH OKBHp y BEIUKOj MepH yckialeH ca meljyHapoHuM
cTaHAapauMa, eQuKacHOCT cy30ujama HeraTuBHUX edekara
HIEPEHTUHTa OrpaHUYCHA je OACYCTBOM ClelH(pHUIHE JIETUCIATUBE O
npaByMa JIeTeTa, Kao M M3a30BUMa y UMILIEMEHTaIUju TocTojehux
mpomnuca. ¥ TOM KOHTEKCTY, IUTAkE TPAHCHAPEHTHOCTH AP KABHUX
MeXaHn3aMa HaJ30pa MOoCTaje KIbYYHO 3a N3rPpajby jaBHOT MTOBEPEHHA.
Jleduuut Tor noBeperma He MPeACTaB/ba CaMo YHYTPAIIbU IPYIITBSHN
npobieM Beh W CHUCTEMCKY pamUBOCT KoOja cinabu IpyLITBEHY
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OTIIOPHOCT, YHHEhN CTaHOBHUIITBO MOJIOKHHUJHUM CO(DUCTHIINPAHUM
CIIOJBHUM TPUTUCIIUMA ¥ MaHUITYJIAIW)U MTOJAIMMA.

CyouaBame ca OBOM I10jaBOM HHj€ HCKJbYUHBO NHUTarE
VHIUBUAYATHE 3alITUTE IPUBATHOCTH, Beh MMIIepaTUB HAllMOHAITHE
0e30enHocTH. M3rpaama ApyITBEHE OTIIOPHOCTH 3aXTeBa MPOAKTHBAH
MIPUCTYTI KOjU 00jeInIbyje jadarke TpaBHUX MEXaHW3aMa, yHarpeheme
JP>KaBHOT YIIpaBJbamka MOJalMa U CUCTEMCKY JUTHTAIHY €IyKalujy.
3amruTa aurutaaHe OynyhHoctn Hajmmahux rpahaHa CyIITHHCKH
j€ TpelyClIoB 3a OYyBamkEe IyrOpOYHE CTAOMIIHOCTH U MHTETPUTETA
Penyonuke Cpbuje y r1iI00aIHOM HHPOPMAILIIOHOM TOPETKY
3aCHOBaHOM Ha MOJjanyMa.
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INDIRECT IMPLICATIONS
OF SHARENTING ON THE NATIONAL
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Resume

The global phenomenon of “sharenting”, defined as the extensive
sharing of minors’ personal data on the internet by parents, represents
a complex indirect threat to national security. Although the motives
for sharenting are predominantly uncritical and driven by current
social trends, the outcome is the creation of a digital footprint for
future generations, which compromises their long-term information
sovereignty. In the Republic of Serbia, digital risks are further amplified
by the misalignment between the high rate of digital engagement among
youth and the deficit of parental knowledge in information security.
While direct consequences, such as identity theft, are well documented,
this paper argues that cumulative data resulting from sharenting serve
as a strategic intelligence resource for both state and non-state actors.
The systemic collection of this information enables sophisticated
psychological profiling, extensive surveillance, and targeted influence
operations, which can compromise key state personnel and undermine
societal cohesion. Existing vulnerabilities in the national cybersecurity
system, coupled with challenges in legislative implementation, create
an environment vulnerable to data exploitation. Countering these threats
requires a coordinated strategic approach that integrates strengthening
legal frameworks, technical protection of critical infrastructure, and
systemic digital education. Mitigating the risks arising from sharenting
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is not merely a child protection measure but a necessary step in

preserving national security.

Keywords: sharenting, national security, information warfare, personal
data protection, strategic resilience.
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