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Apstrakt: Pitanje razvoja sistema odbrane predstavlja veliki izazov za kreatore strategija u zemljama 

različitog ekonomskog, tehnološkog, društvenog i političkog razvoja, kao i za akademske i 

profesionalne istraživače, kao i pojedince koji te strategije sprovode. Izazovi koji su pred njima, 

prisutniji su nego ranije, jer, pored političkih pitanja, mnoge kategorije utiču na razvoj strategije 

nacionalne bezbednosti i odbrambenih strategija, kao što su nove tehnologije, ekonomske krize, 

politički uticaj i društvene promene. Ovaj rad istražuje aktuelnu literaturu o razvoju strategija 

nacionalne bezbednosti i strategija odbrane i najznačajnijim izazovima koji mogu da utiču na razvoj 

strategije nacionalne bezbednosti i strategije odbrane Republike Srbije. U drugom delu, na osnovu 

prepoznatih izazova, razmatraju se oni najvažniji u formi intervjua sa stručnjacima i akademicima iz 

oblasti odbrane i nacionalne bezbednosti, visokoškolskim nastavnicima strategijskog menadžmenta i 

profesionalcima iz oblasti odbrane, bezbednosti i informacionih tehnologija. 

 

U radu se zaključuje da su izazovi širokog spektra i različitog nivoa značaja. Ipak, najvažniji izazovi 

politike i procedure upravljanja rizikom; demografija (ljudski resursi) i obrazovanje; sajber rat, sajber 

kriminal i sajber terorizam; ekonomske krize i budžeti za odbranu; javno zdravlje i globalne 

zdravstvene krize; kao i klimatske promene. Pored toga, takođe, sagovornici su izdvojili ulaganje u 

obrazovanje ljudskih resursa koji bi bili sposobni da razvijaju strategije nacionalne bezbednostt i 

odbrane. 

 

Ključne reči: Savremeni izazovi, sistem odbrane, Republika Srbija, nove tehnologije, ljudski resursi. 
 

Contemporary Challenges for Defence System of the 

Republic of Serbia 
 

Abstract: The issue of development of defence systems gives a hard time to strategy developers in the 

countries with various level of economic, technological, social, and political development, same as to 

the academic and professional researchers and the individuals who implement those strategies. The 

challenges in front of them are more present than before, as besides political issues, many categories 

are influencing national security strategies’ and defence strategies’ development, such as technology 

development, economic crises, political influence, and social changes.  

 

This paper researches current literature on national security and defence strategies development and the 

most significant challenges that influence the development of national security strategy and defence 

strategy of the Republic of Serbia. In the second part, based on acknowledged challenges, the most 

important ones are discussed in the form of interviews with defence and security experts and 

academics, strategic management higher education teachers and the professionals in the field of 

defence, security, and information technologies.  

 

The paper concludes that the challenges are wide-ranging and are of various levels of significance. 

Nevertheless, the most important challenges that emerged are: demography (human resources) and 

education; risk management policies and procedures; cyber war, cybercrime, and cyber terrorism; 

economic crises and defence budgets; public health and global health crises; and climate change. 

Moreover, the interviewees singled out as the crucial category: the investment in education of human 

resources that would be capable of developing national security and defence strategies. 
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Introduction 

 
During the first two decades of the 21

st
 century, defence systems of various countries have been facing 

same challenges that would shape future defence strategies. Defence systems have to adapt to a variety 

of emerging changes in technology, global economy, social environment and new risks like ongoing 

global health crisis that shaped last three years.  

 

Various studies identified key challenges as fast technological development, economic crises, social 

changes and the necessity for new approaches and commitment to risk management (Layton, 2015; 

Knezović, Cvrtila, Vučinović, 2017). In the first part, from in depth analysis of the international 

literature this paper aims to single out the challenges for the national security and defence that are 

important for the defence system of the Republic of Serbia. In the second part, the most important 

challenges are accentuated with the analysis of the interviews with defence and security experts, higher 

education teachers and researches in the field of defence, security and strategic management, and the 

professionals in the field of information technologies. 

 

The most important aspects that are going to be analysed are: risk management policies and 

procedures; cyber war, cybercrime, and cyber terrorism; economic crises and defence budgets; public 

health and global health crises; demography (human resources) and education; and climate change.  

 

1. Literature review on the defence systems’ challenges  
 

In regard of national security and defence, today’s countries and societies are facing considerably 

higher number of threats, difficulties, and other issues that should be taken into the account in creating 

and implementing national security ad national defence strategies. Multi-polarity of the modern world 

brought up the need for much broader approach to building national security and defence strategies, 

than focusing solely on military strategies and military preparedness (Dinicu, 2020). 

 
1.1. Public health and health global crises 

 

The onset of Covid 19 pandemic that lasts for more than two years started to emphasise the importance 

of public health strategies for coping with epidemics and pandemics alike (Dinicu, 2020). Even though 

the world at the beginning of the 21
st
 century saw several epidemics (SARS, MERS, and Zika virus), it 

seems that the onset of the first pandemics since the Spanish flu in 1918 caught the world by surprise 

(various world organizations, countries, societies, health experts, and the general public alike).  

 

Not only the global health crises may influence national security strategies development, but the issues 

as sedentary lifestyle, inadequate diet, and stress may influence the health of a population in a way that 

can disrupt business processes and defence capabilities (Nang, Martin, 2017).  

 

1.2. Risk management policies and procedures  

 

Covid 19 pandemic also revealed that preparedness for eventual major events (epidemics, wide range 

forest fires, floods, earthquakes, etc.) and development of timely numerous strategies by the proper 

authorities is of the utmost importance (Layton, 2015). Many authors agree with Heide (2022) that the 

“risk management techniques, such as screening, profiling, or precautionary measures, have 

increasingly determined security practices”. Risk management is extremely important in preserving 

energy security (Mara, Nate, Stavytskyy, Kharlamova, 2022) which is currently becoming more 

obvious with the onset of armed conflict between Russia and Ukraine.  

 

1.3. Information technologies 

 

One of the main issues for development of a national security strategy and defence strategy is the 

question of emerging technologies and their influence on different states and societies (Kononov,  

Zhukov, 2020). Regarding new technologies, key points are IoT, crypto currencies, cloud computing, 
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etc. that can enable accelerated development of business and innovations (Pătrașcu, 2021). However, 

implementation of new technologies brings new, unprecedented threats like cyber attacks. 

 

Cyber security and cyber attacks 

 

Cyber space is becoming one of the most important elements of business processes in various 

industries. Regulating the cyber space includes issues that include privacy, interests of national 

security, governments, non-governmental organizations, and private companies (Greiman, 2016; 
Kovács, 2018; Овчиников, 2020). With the widespread usage of cyber space, the danger of cyber-

attacks increases significantly, as a new, “untraditional” type of threats. Not only the cyber-attacks on 

critical infrastructure, but attacks on companies, transport, financial markets, educational institutions, 

health centres and hospitals, and other institutions are the threatening factors for the security of a 

country or a society (Carr, 2016; Gnatyuk, Gnatyuk, Kononovich, Kononovich, 2016; Nacita, Reith, 

2018; Bobric, 2021).  

 

Cyber war 

 

Development of information technologies enables real life war, led in physical space, to be transferred 

to cyber space. The Republic of Serbia (then a part Federal Republic of Yugoslavia) was a part of one 

of the first conflicts that had some cyber war elements in which the hackers from Serbia, Russia, and 

China took part on one side and the hackers from NATO countries and Albania were on the other 
(Denning, 2001). 

 

Cyber terrorism  

 

Similarly, the threats of cyber terrorism are arising, where terrorist groups are trying to spread fear 

between citizens of attacked cities, towns, and countries. Cyber terrorism can be defined as “the 

convergence of terrorism and cyberspace” (Denning, 2001). 

 

1.4. Economic crises and defence budgets 

  

Defence budgets are becoming more significant in times of perceived danger of military attack and the 

popular support for increasing those budgets surges in times of real or perceived threat as it is a case of 

Lithuania or Estonia (Gečienė-Janulionė, 2018; Veebel, Ploom, 2018). They are often influenced by 

economic crises and the necessity to balance the financial capabilities of a state and military requests. 

 

1.5. Social disturbances  

 

Religious fundamentalism 

 

One of the threats for the security of countries and societies is the rise of religious fundamentalism, 

especially in multi-religious countries with the emphasis on Islamic fundamentalism, with the 

emergence of inter-religious dissimilarities, disagreements, and disputes (Shia vs. Sunni Islam; Russian 

vs. Ukrainian orthodoxy, etc.) (Corradi, 2016).   

 

Illegal immigration 

 

Political and social instability in the Middle East, Africa, Afghanistan and other countries, especially a 

conflict in Syria, brought numerous waves of illegal immigration to Europe, with the Balkan countries 

as a primary route to Western Europe (Estevens, 2018). This problem is of an essence for creating 

national security strategies of the countries in the Balkans, but also European Union countries.  

 

1.6. Demography, human resources, and education 

 

There are two areas of importance concerning demographic landscape of a country, one is the number 

of citizens in a country and the other a quality of human resources that supports not only the 

development of national security strategy and defence strategy, but have the capacity to implement 

those strategies (Obreja, Ștefan, Metea, 2018). One of the crucial problems for the countries with the 

social and economic background similar to Serbia is so called brain drain - emigration of the educated, 

knowledgeable, skilled, and motivated workforce (Obreja, Ștefan, Metea, 2018). In addition, the 
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quality of human resources increases innovations, businesses development, same as economic and 

social wellbeing of a society.  

 

Many authors state that the reform of education system is needed in order to develop particular traits in 

younger generations that would accommodate national security and defence strategies, with problems 

arising in clash of conservative and modernist educational approaches like in Russia (Kislyakov, 2018). 

US Department of Defence creates strategies in investing in STEM (Science, Technology, Engineering 

and Mathematics) programs for the students to “inspire, cultivate, and develop exceptional STEM 

talent through a continuum of opportunities to enrich our current and future DoD workforce poised to 

tackle evolving defence technological challenges” (DoD, 2021). 

 

1.7. Climate change  

 

Climate change is very important issue for the development of national defence strategies because it 

presents a “complex suite of interrelated risks that can be disaggregated to food security, water 

security, energy security, human security and political instability” (Farbotko, 2018). The consequences 

of rising sea levels, temperature change may bring catastrophic events like major floods, fires, and 

extreme weather conditions that can affect, for example, water supply (Dalgaard, 2017). Climate 

policies should be included in national security strategies and national defence strategies (White, 2020). 

 

2. Research  

 
The scope of study and data collection 

 
Methodology and methods 

 

For this study, 20 defence and security experts, higher education teachers and researches in the field of 

defence, security, and strategic management, together with the professionals in the field of information 

technologies were contacted for the interviewes. Five potential interviewees declined the participation 

due to illness or other engagements.  

 

The purpose of the empirical part is to develop a list of the most important challenges for the national 

securitz and defence strategies development for the Republic of Serbia. The interviewees were 

conversed with in the period of January 17, to 21, 2022 through unstructured in person interviews with 

the answers recorded by the authors.  

 

Description of the sample 

  

For the purpose of this research, fifteen participants were interviewed. Demographical information of 

the sample is presented at Table 1.  

 

Table 1. Demographic variables (Source: author) 

Code 

Name 

Field Expertise  Position  Gender Age 

P1  Management Strategic management Full professor M 44 

P2  Security  Risk management Risk manager M 42 

P3  Defence  Strategy development Associate professor F 57 

P4  Information technologies Cyber security Consultant M 41 

P5  Defence  Strategy development Full professor M 58 

P6  Information technologies Technology development Associate professor F 46 

P7  Security Strategy development Full professor M 56 

P8  Management Human resources management Associate professor F 51 

P9  Defence  Strategy development Associate professor F 58 

P10  Security Risk management CEO M 48 

P11  Information technologies Strategy development Consultant  M 40 

P12  Information technologies Technology development Manager M 44 

P13  Management Strategic management Researcher M 51 

P14  Security Cyber security Manager M 51 

P15  Defence Strategy development Researcher M 38 
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Table 1. shows that eleven participants were male and four female. Nine participants were members of 

academic community (seven professors in various rank and two researchers), and six were from 

professional community in the fields of security, information technologies, and risk management.    

 

Survey design 

 

The interviewees were given a list (Table 1) of the most important challenges for the development of 

defence systems acquired from the researched literature and had the opportunity to express their views 

on the importance and the influence of those challenges on the development of the strategic defence 

system of the Republic of Serbia. 

 

Table 1. The list of challenges to the defence systems’ development presented to the participants 

(Source: author) 

The List of Challenges  

Risk management policies and procedures 

Economic crises 

Demography (human resources) 

Education 

Cyber war 

Cybercrime 

Cyber terrorism 

Religious fundamentalism 

Public health and health global crises 

Climate change 

Defence budgets 

Illegal immigration 

 

4. Results 
 

The participants in the first part of the interview were presented the list of observed challenges with the 

task of creating the rank for the recorded challenges. Based on their ranking of the challenges, a final 

list of challenges is created based on the precedency (Table 2).  

 

Table 2. The list of challenges to the development of the defence system of the Republic of Serbia 

presented by the priority (Source: author) 

Rank The List of Challenges by Priority 

1.  Human resources 

2.  Education 

3.  Demography 

4.  Risk management policies and procedures 

5.  Cyber war (attacks) and Cybercrime 

6.  Public health and global health crises 

7.  Cyber terrorism 

8.  Climate change 

9.  Religious fundamentalism and illegal immigration 

10.  Economic crises and defence budget 

 

The interviewees agreed that the demographic issues (like emigration and aging of population) should 

be treated as a separate challenge from human resources (in terms of knowledge, skills, abilities and 

motivation for continuous learning and career development and drive for achievement, which would be 

beneficial for development and implementation of national security and defence strategy).  

 

Participants P1, P3, P7, P9, P13 and P14 emphasised that in times when demographic landscape is 

changing, with aging population and emigration, the keys of social, economic, and technological 

development are the existent human resources and building knowledge, skills, and abilities through 

lifelong learning. Only educated population can be able to develop, implement, and promote national 

security and defence strategies that can be beneficial for a state and the society as a whole. Participants 

P3 and P9 stated that the Republic of Serbia in 2020 adopted national security strategy and national 

defence strategy that are taking into the account the human resources as a key element of strategies’ 
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development and implementation (Република Србија, 2020; Република Србија 2020a). Participants 

P4, P10, P11, and P12 stated that it is necessary to develop new talent capable to tackle cyber attacks 

and develop cyber defence strategies for the state, military, government institutions, businesses, 

hospitals, and educational institutions. P2 and P10 accentuated the need to develop more risk managers 

for government institutions, local authorities, military, police, businesses, etc, in order to be proactive 

in case of major unwanted events (epidemics, floods, earthquakes, conflicts, etc.). Participant P1 

emphasised development of human capital that would be able to develop strategies for coping with 

climate change (engineers from programs like environmental protection, environmental management, 

waste management, etc.). Participants P1, P10, and P11 also emphasised further development of 

programs that are including supply chain management as a crucial factor in various unwanted events 

(conflicts, floods, earthquakes, etc.). Participant P8 stated that the human resources development 

should be a crucial point of any strategy development, because without the people there are no results, 

the participant especially emphasised development of capabilities of all individuals in a country or a 

business, not only the development of talent.  

 

Also, participants stated the importance of focusing on building educational system based on both 

STEM and social sciences that would be beneficial for future policy creators and implementations alike 

which would attract both female (especially in STEM) and male students, and the students from the 

various regions.  

 

Participant P14 emphasised the necessity for adoption of digital defence strategies. Participant P14 also 

emphasised the need for creating cyber-security strategies that are becoming of outmost importance for 

any country, including the Republic of Serbia.  

 

5. Discussion 

 
There is a difference in cultural approach to education of future generations in terms of awareness of 

national security and defence, as some Russian approach is rather conservative and focuses on 

rebuilding “old” values (Kislyakov, 2018), United States clearly emphasises science and innovation as 

keys to future national security and national defence (DoD, 2021).  

 

One of the solutions for developing a proactive approach to possible threats is structuring so-called 

resilience of companies, states and societies - the ability on facing a variety of predictable and 

unpredictable threats and hazards (Dalgaard, 2017). 

 

One of the focal points from both existing strategies, research and interviewees is the necessity for 

creating digital defence strategies (MoD, 2022).  

 

6. Limitations and scope of further research 

 
This research is limited by the methodology and the sample, additional studies should include in depth 

examination of the most significant challenges for the development of the defence system of the 

Republic of Serbia, and implementation of robust statistical analysis.  

 

7. Conclusion  
 

Besides political issues, many categories are influencing national security strategies’ and defence 

strategies’ development, such as risk management policies and procedures; cyber war, cybercrime, and 

cyber terrorism; economic crises and defence budgets; public health and global health crises; 

demography (human resources) and education; and climate change. 

 

Based on acknowledged challenges, the most important ones are discussed in the form of interviews 

with defence and security experts and academics, strategic management higher education teachers and 

the professionals in the field of defence, security, and information technologies. They emphasised the 

most important category for development of national security and national defence strategies, mainly 

the human resources that develop policies and procedures, build and implement cyber defence systems, 

create and implement military budgets. The investment in education of current and future generations is 

the key for building educated workforce, professionals and experts who will be able with their 
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knowledge, skills, and abilities to develop and implement successful national security and defence 

strategies.  
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