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Caoricemax

CmpykmypHe npomene usazeéame OUSUMATU3AYUJOM Y HANOHCKOM NOMbY uzmehy
opoicase u Opyumea OoHele cy KONepHUKaHcke mpauncghopmayuje y cghepu nonumuuke
KOMYHUKayuje u ouniomamuje. Y 006y ymMpestceHux u cneyupuyHo yKpumeHux me-
0uja c6aKOOHesHO ce Merba 00HOC MONU, NoIUmMuKe, BpeOHOCMU, UOeHMUMema U Cu-
myayuonux Gakmopa, epaoehu cumbOonuuke MmexaHusme NoOpyKa Kojuma ce
popmynuwe, 061uKyje u Oucmpudyupa apmukyIayuja ROTUMUYKUX UHmepeca u npo-
epama. Unghnayuja oezunghopmayuja, 1axcuux ecmu, 21acuna, pama u CnuHosa, y3
CHONOBE HEBUOHUBOE OUSUMATIHOZ YIMUYAA JIYKABO KOPUCTIU OMBOPEHU OUSUMATHU
NPOCMOop KAao OKEUp NOTUMuUYKe U OUNIOMAMCKe KOMYHUKayuje y Kojoj ce yubanum
cajoep akmueHOCMUMA U CKPUBEHOM NPONACAHOOM CIMBAPA]y CONCMEEHe UHCIMUNLY-
yuje, opeanuszayuje u unmepectre epyne. Omyoa y cpeduwimy Hauez paoa cnocoo-
HOCm Oparcage oa ce 00ynpe BUPYCHUM HANAoUMa, CMpaHoj Nponazamou, YeH3ypu
MeMaMPENCHUX AKMUBHOCIU U NO3UYUOHUPATLY meMd OHe6HO2 pedd. Y KoHBepeeHm-
HOM OKPYHCerY, OUSUMAIHa OUNIOMAmuja no4uea Ha KOMOOUDUKAYUJCKO] 02uyu
oenosarsa, npu wemy Mol ycmepasara nopyka nocmaje nojce/bHa 0CoOOUHA, wmo
hemo KoHKpemuuje ananu3upamu Ha KapakmepucmudHuM cmyoujama ciyuaja.

Kwyune peuu: nonumuxa, nponazanoa, yeH3ypa, opyuimeeHe mpeoice,
oueumanua ouniomamuja.
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YBOJI

Bumerogummsu opykaHu KOHQIUKTH y YKpajuHU, U3paesicko 6omoOapao-
Bame ['a3e u par ca IlanectunoM, Benuku rpal)aHcku U CTYIEHTCKU MPOTECTU Y
Typckoj, Makenonuju, And6anuju u Cpouju, y3 6pojae Kpuse criabujer HHTEH3UTeTa
(CroBauka, Mahapcka...), mokaszajim Cy BaXHOCT yNpaBibamba WHPOpPMaIjamMa 1
KOHTPOJIE MOJIUTUYKOT KOMYHHUIIMPama, IMOCeOHO ca/ipkaja Ha APYIITBEHUM Mpe-
xama. [IpoGriem HUje HOB, jep Cy c€ MTHOHUPCKU OOPUCH MOTITM YOUUTH JOIII Y TPpa-
haHcko] TOOYyHH U ,, HCHACWITHUM JIEMOHCTpaIfjaMa” Koje Cy mpepaciie y HapoaHy
peBonyuujy y Pymynuju (neuem6pa 1989. ronune), na 6u ce kpo3 ,,000jeHe peBo-
naymmje” y opojuum apxkasama (I pys3uju, Kuprucrany, YkpajuHu 1 HU3y aparicKux
Jp>KaBa) BUJEa CHara JpyITBEHUX MpeKa U FbUX0Ba yIora y ypyIlaBamby HaIHo-
HAJIHUX CyBepeHuTeTa.! Y TaKBUM CUTyalijama, Ha JIeiy je KOMOWHOBAH CKYII He-
HACWJIHMX CTparervja W TAKTHKA KOj€ BPIIEe KOMYHHKAIHU]CKY MOOWIM3AIIH]Y
[UBHJIHOT APYINTBA, y3 HHTEPHAIIMOHAIM3AIH]Y ¥ TI03UB Ha moMoh. CTpyKTypa vH-
TEpHET KOMYHHUKAIIM]e IPOMEHHIIA j€ TOKOBE User generated content-a iy capxaja
KOje cTBapajy rpahaHu Kao KOPUCHHUIIM KOMITjyTepcke Mpexe. To 3Haum 1a je y ca-
BPEMEHOM JIPYIITBY, MapajeTHO ca MEJHCTpUM Audy3ujoM QUIATHPAaHUX MOpYyKa,
oMoryheHa u BbUX0OBa HEKOHTpOIHcaHa audy3uja o cTpaHe MojeIuHala U Tpyma
KOjU MOTY MMaTu omacHe 6e30eqHocHe Hamepe. [IpuTrcak Ha TOHOCHOIIE TTOJTH-
TUYKHX OJUTyKa MOCTA0 je MHOTO CHAKHUJU U arpECUBHH]H, jep OyKa Koja CTIKE U3
JMTHTATHOT OKpYXKema IiJba Ha QYHKIH]y 00e30ehnBama JerunTuMuTeTa y KOH-
TEKCTY Ueje ,,0 BIAJamy ¢ OHE CTpaHe HAIlMOHAITHE apxkase’ (Ziirn, 1998).

Kana je moyeTkom mocinenme JeneHuje IponuIior BeKa aMepHYKH MTOJTUTH-
xonor [lozed Haj mmahu (Joseph Nye, Jr.) y akamemcku BokaOyrap yBeo mojam
,MeKa Moh” (soft power), Ka0 HajIaKIIX HAYHH J1a ONHIIE HEBUIJBUBH JUILIOMAT-
CKH yTHUIIA] U pelaljy ca MEeANjuMa U JTHOepaITHOM, aMEPUIKO-IIEHTPHYHOM TJI0-
OanmM3aImjoM Kpo3 JUCKypCe MoIUTHIapa, 0e30€IOHOCHHUX SKCIIepaTa U MEJTU|CKIX
aHAJTMTUYapa, MOTJIA CMO TPOYUTATH OpOjHE KPUTHUYKE KOMEHTape. Y BpeMeHUMa
pacmiazsia Mel)yHapoHOT 1paBa, IUpemha arpeCUBHUX €THO-HAIIMOHAIN3aMa, PacTa
MUTPATOPHUX KPETama, BEIMKOT HAOpy>KaBamba JIpJkaBa U IIEPMaHEHTHUX OpyrKa-
HUX KOH(IIMKaTa, MmojaJana ce CyMma y e(UKacHOCT HOBHX OOJIMKA YTHIIamka Ha
CTBapHOCT. XapBap/ICKN HAYYHHUK MIPBH j€ yKa3ao Ha ,,BU/IJbUBE, aJT1 HEONTUIIJbUBE”
eeKTe TUTIOMATCKO-TIOJIUTHYKE TIpoTIaran/ie, 3axpaspyjyhu kojoj ce ciuka o Mohu

4,,060jeHa peBoiyImja” je TEPMHH KOjU C& KOPUCTH 33 OIIUCUBAISE CEPUje MACOBHUX MIPOTECTA U
MOJIUTHYKUX TIPOMEHA KOje Cy CE JIOTOAMIIE Y BHUIIE 3eMajba IIMPOM CBETA Y TIEPHOJY O KACHUX
1990-ux no nanac. Ha3us nmotuye o1 Tora mTo Cy y4eCHHUIIN OBHX IPOTECTa KOPUCTHIHN ofpel)eHe
60je kao cumOoIIe CBOjHX MOKpeTa (Hip. ,,Hapanuacra pesonynunja” y Yipajunu, ,,Pyxudacra pe-
Bonyuuja” y I'pysuju, ,,Tynunancka pesoiynmja” y Kuprucrany).
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MIPOjeKTyje, MPU YeMy ,,JIBE CTBAPU MOTY YBEJIMKO MoBehaTtu Win yMamUTH CIIO-
COOHOCT OMJIO KOT' EHTUTETA: MPBO, BIACTUTH JETUTUMHUTET Y OUMMa CBOJUX IIOje-
JMHAYHKUX YIAHOBA U JIPYTO, HeHA BEPOAOCTOJHOCT y ounma apyrux cuia” (Nye,
2004: 27). Meka Mmoh ka0 aHaIUTHYKA KaTeropyja MPOU3BOAN Pa3InIUTOCTH YHY-
Tap u Mehy ApymTBUMa, MOCTajyhy HICOIONIKYM HHCTPYMEHT JpKaBa Koje je Ipu-
MEmY]Y, JOK €BEeHTYaJIHU KOH(IUKTH YMHE IEMOHCTpaHjy ,,TBpae mohu” (hard
power) 1 Hacuba. ,,JJoOpOBOBHM NpUCTaHAK HA UHOIUTPUPAHE HAMETHYTHX
ujeja y jaBHO MHEHE TapreTUpaHuX JPYIITaBa U JpKaBa MHOTO je e(UKaCHUjH,
TPajHUjU U HEBUJBUBH]U O] CBUX JIPYTUX JUCIIO3HIM]a MOhH.

CymTruHCKHM NpeoOpakaju MOJIUTHYKE jJaBHOCTH HACTAIIU CY 110jaBOM HH-
TepHeTa, MoceOHO HACTaHKOM cajoepcriejca (cyberspace), Koju je oAcTakao OpojHe
JIEMOKPATCKO-TEOPHUjCKE M MPAKTUYHE NIPOMEHE y CBUM cepama KOMyHUKAIH]e.
MacoBHO yMpexaBarme KOMITaHH]ja, OPraHU3alija, YHUBEP3UTETa, HEBIIAJANHOT CEK-
TOpa, OpraHa BiacTH, amOacana, 6e30eIHOCHUX areHIja, alld U OOUYHHX JbYIH,
OTBOPWJIO j€ UIMAarvHapHU MPOCTOP CBUMA HA IUIAHETH (I10/ YCIIOBOM Jia IMajy CJI0-
OomaH npuCTy HHTEpHETY).® 3a Masby paj BasKHA je U KOHCTATallija TeopeTHyapa
KaKo ,,0HJIajH KOMyHHKAIMja HE yTHYE CaMO Ha HaMeTame ofipel)eHNX TeMa NaKimbH
JABHOCTH M Ha OOJIMKOBAIbE JaBHOT MIbEHha, Beh 1 Ha oiHOC M3Mel)y npeicTaBHuKa
U MIpeACTaBbeHUX, myOnuke u emurepa” (Kamps, 2011: 277:327). V 3auapanom
KpYTy IJI00ATHOT ayIUTOPHjyMa pacTe ja3 u3Mel)y OHUX KOjU Kpenupajy 1 OHUX KOjH
npumMajy uH(pOopMaIHje, ITO 3HAYH JIa IEPMAHEHTHO PAcTy HAllETOCT, AHKCHO3HOCT
U CTpax NpUMapHUX MHTEPECHUX TPyIa, CBe Bulle 00y3eTnx codom. Teopetnyapu
meanja Mekombc (Maxwell McCombs) u Illo (Donald Shaw) cy naBHO u3Henu
MUIJBEHE KaKo ,,MAaCOBHU ME/IMjU MOXK/Ia HUCY TAaKO YCIICITHU Y TOME J1a Hac yoese
1ITa J1a MUCIIUMO, KAaKBE CTAaBOBE J]a UMaMO O Pa3HUM I0jaBaMa U JbYHMA, aJld Cy
M3y3€THO YCIICIIHHU y TOME JIa HaM HaJIoXKe O YeEMY J1a MUCIIUMO, O KOjUM T10jaBama
na Gopmupamo MunUbewa U ctaBoBe” (Bogdani¢, 1996: 121). Bbuxos ponpunoc
je y 3anaxkamy Kako Meauju oapelyjy ,,JHEBHM pen” U aKkTyeJHOCT TeMa 3a pas-
MUILJbaKke, 3aXBajbyjyhu demy je dopmymnncana meopuja oneenoz peoa (agenda
setting theory), Koja caMO OCHaXyje Te3y Jia Ca CBAKOM HOBOM TEXHOJIOTHUjOM Y MO-
JICPHOM JAPYIITBY pacTe KOMYHHUKAIIWjCKH YTUIIA].

> ®panmnycku punozod IMjep Bypauje (Pierre Bourdieu) MHOTO panuje je 0BO BHICO KPO3 Hame-
Tamke cuMOoIMYKe Mohw, jep je OHa ,,Hemperno3HaT/biuBa, TPaHC(HOPMICAHA U JIETHTHMU30BaHA
¢dopma npyrux obnmka mohu.” Bourdieu, P. (2012). O drZavi. Predavanja na Kolez de Frans 1989—
1992, Raisons d’agir — Seuil, Paris; Bourdieu, P. (1977). O simbolickoj mo¢i. Annales. Economies,
societes, civilisations, tom 32, br. 3, Armand Colin, Paris.

¢, Taj HauesTHN CI000MaH MPUCTYIT OTPAHUYCH je: a) TEXHOJOIIIKAM HHBOOM JIPYIITRA; 6) MEIHj-
CKUM CIIOCOOHOCTHMA; B) pacIojiarameM XapasepoM u codreepom u r) Mel)ycoOHO 3aBuCHUM
YCIIOBHMA, Kao IITO je Ha IIPUMEp, COIMjaTHO-eKOHOMCKH cTaryc.” Bumu y: Kamps, 2011: 284.
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[Iponec komonuduKanuje 3axBaTuo je 1 cepy jaBHe KOMyHHUKAIH]e, IIpe-
TBapajyhu nnpopmaiyje, eTMYHOCT, HICTUHUTOCT U jaBHU HHTEpeC Y poly Koja ce
00MHKyje y ckiany ca norpedama Hapyuuona.” OTyaa quriiomare npuiarohasajy
CTPYKTYpY U CaJip’kaj HOpyKa HAMEH-EHUX MOJIUTUYKO] JABHOCTH, Aajyhu UM 1o-
KeJbHY TMHAMUYHOCT, YBEPJBHBOCT M BU3YEJIHOCT. 3a pa3jiMKy Of BpeMeHa Kiia-
CHYHE LITaMIle, paJuja U TeJIeBU3Hje, Cajla HacTaje HOBa IMyOIMKa, Y KOjOj CBaKU
YUECHHMK UMa MOT'YhHOCT J1a MX KOHTAKTUPA, Jaje CBOja 3amaxama 1 Hya1 HH}op-
manuje.® To 3Ha4M 1a Cy MHTEPHET U MOOMIIHE aIlTHKAIHje, Y3 CEMUOTHYKY Hap-
LUCOUTHOCT TEJIEBU3HM]CKUX CIIMKA, MPeMOAeNupain obpacie KOMyHHKaIuje,
3HauajHo oapehyjyhu nepueniujy u edexre AeaoBamba NOIUTHUKUX akTepa. [Ipo-
¢ecopka Tarjana TanaBauku lypomuh Takole noaceha na »xuBUMO y BpeMeHy y
KOj€M CHHTAarMme ,,JJMruTaaHo JPYIITBO, IUTUTATHY Tpal)aHuH, TUTUTATHA MEAUjH,
KOMIIjYTepCKU MEJIj!, HHTEPHET JAPYIITBO M CIIMYHO, HUCY CaMO je3UUKU U3pasH,
Beh npeacTaBibajy Mase napagurme 3Hauema HHPOpMaTHuKO-MPEKHOT APYIITBA”
(Tepavicki-Duronji¢, 2017: 9). UnTepHeT je 0CHOBHA TEXHOJIOTH]a HHGOPMAITHO-
HOT JPYILTBA U LIEHTPAJIHA MallluHa y cajoep OKpyKewY, Ca BAXXHUM IpOoIaraHi-
HUM noTeHnujasoM. Kontpona kBanurera U AOMeTa IJIaCUPaHUX MH(POpMaIija
CYLITHHA je MeKe MOhH, jep y CYyNpOTHOM Jpyra cTpaHa Jo0uja IaHcy Ja, Ija-
cupajyhu cBoje miysuje, yrnpasiba MaXXKikbOM jaBHOT MHEeHa. L{uib oBor pana je aa
JIONIPUHECE pa3yMeBamy HapaTuBa MOJUTUYKO-TUIIOMATCKOT KOMYHHLIUPAba y
100y IpYLUITBEHUX MPEka, MOCEOHO y KPU3HUM M KOH(IMKTHUM CHTyanujama.’

ETUKETHUPAILE /JPYI'X HA IPYIITBEHUM MPEKAMA

[IpucycTBO Ha APYIITBEHUM MpekaMa je y TUIUIOMATHju BepH (QUKaliuja
COIICTBEHOT TIOCTOjama, Mel)yHapoIHe BUIJbUBOCTH M CHAre y TMHAMUYIHOM, Me-
hycoOHo moBezanom apymTBy. OHO je Ba)KHO, jep OTBapa KOHTAKT ca OOMYHUM

7 CymtiHa KOMOTU(HKAIH]E je y TIPOMEHH JApyInTBeHe QyHKIH]e, jep ce HHpopMarrjama Koje Cy
nMajie IPHOPUTETHO COLMjaTHY AUMEH3H]y cajia 10/1ajy eKOHOMCKA M TIOJIMTHYKA BPETHOCT Y Ka-
MMUTAJIUCTHYKOM MaHUPY CTHIama MpoduTa Kao Kpajmer muba. [llomana 3y6od HaBoan ucrpa-
KHBawa ,,KOHTpoue yma” amepruke [{VIA-e, o xojuma je ,,JbyIICKH MaTepHjall IPOMEHJBUB™, TaKO
,»J1a C€ HeuHja JINYHOCT, AEHTHUTET, CBECT U CIIOCOOHOCT camoo/ipel)era y Be3H C BIACTUTHM I10-
HaIIakeM MOXKE 3POOUTH, YKIIOHHTH M 3aMEHUTH KOHTpOJIoM criojba.” (2020: 343).

8 ,BpojHE KOPHCHHUIIM IPYIITBEHUX Me/Hja, IIOCEOHO APYIITBEHUX MpPEKa, YKIbYUyjy Ce Y JHII-
JIOMAaTCKe MpoIiece U y CTAJHOM Cy JIHjaJiory ca JWIUIoOMarama ca KOjuMa aHaJIM3Upajy MUTama
Koja cy paHHje OMiIa pe3epBrCcaHa UCKJbYYHBO 3a Pa3roBOPE M3a 3aTBOPEHUX BpaTa’, KOHCTATY]Y
namm teopernyapu (Nikoli¢ i Baltazarevic, 2019: 22).

*VcTpakuBayy KPU3HUX KOMYHHKAIMja HCTUYY KAKO YIIPABJbAEe KPH30M Y KOHMIMKTHUM CH-
TyalnujamMa Mo)ke OUTH ITUTAbE )KUBOTA, jep y CYLITHHH KPH3e€ j€ ,,1a Tpeda O/UTyIHTH, ajli Jia HUje
jour ommyueno” (Milasinovic i KeSetovic, 2009: 8).
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rpahanuma u rpaljaHkama, KOju caMu Tparajy 3a HaYMHHMa CaMOIPEACTaBbamba
U camoocTBapuBama.'’ ¥ mpakcu, oBe criennpuuHe BUPTYCITHE 3ajSIHHUIIEC HAj-
yemrhe OKyIbajy JIMYHOCTH CIIMYHOT MHTepecoBama. Bianajyhe enure mopajy
pa3yMeTHu Jia ce OBJE paau O CUMOOJIMYKOM CTamnamy UHCTpyMEHTalHe Mohu
MpeXka U TpaJulMOHaIHe MOhM JIp)KaBe, Tako J1a HAA30p HaJ cajpKajuMa OMo-
ryhaBa monu¢ukanyjy noHamama, 0e3 yera Huje Moryhe yrnpaBibaTH KpU3HUM
cutyanujama. [1aBHe HHCTpYMEHTAJIHE MpEXe Cy y pyKaMa IoOanHux uH(o-
KOMIIaHHja, IITO 3HAYM U Ja je Moh y lbUXOBOM BiacHUINTBY. [ IpuBu koju ce oOu-
JaTo HYOW j€ J1a YOBEK CIO0OTHO OTyuyje Kako he, Kajga, KOIHUKO U ca KUM
KOMYHHULIMPATH, 11ahajyhu 13/1B0jeHOM a)KE-OM COIICTBEHO OMXEBUOPAITHO yCMe-
paBame. ,,OHO IITO PYIITBEHE MPEXKE YNHU JEJMHCTBEHUM jeCcTe MOTYhHOCT KOjy
NPY’Kajy KOPUCHHUIIMMA J[a CBOj€ KOHTAKTE YYMHE BUIJbUBUM, ILITO MOXKE JOBECTH
710 TIOBE3MBakba ca MOojeAMHIIMMA ca KOjuMa ce TO MHaue HUKa1a He Ou J0rouio”
(Boyd & Elison, 2008: 211). JaBHa cdepa ce Tako mokiamna ca moJIuTHYKO-Tap-
TH]CKMM Hamepama CUMOOJIMYKe JOMUHAIIY]E, IITO 3HAYH J1a TUIJIoOMaTaMma Mpexe
Hy/le KOMYHHMKALIMOHU MPHUKJbYYaK Ka TPAHCHAIIMOHAIHOM ayauTopujymy. Tume
ce n3berapajy yCcku pUITEpU HALIMOHATHUX MeIHja U BEIITO IJIETy UJeje U CTa-
BOBU KOju He Ou Tpebaso 1a ce 3BaHMYHO OTKPHUBAJY.

EBporicka noimTHyKa clieHa ce JaHac yHU(PHIIMPA TAKO IITO C€ MOTUTHYKU
craB Hamehe U3 jeJHOT LIEHTpa, JJOK C€ €BEeHTYAIHU JMCOHAHTHU TOHOBHU YTHIIA-
Bajy WM UCKJbYUYjy U3 cajOep mpocTtopa. Ha nmpumep, U3 BUCOKHX MOIUTHYKHUX
LEHTapa MONM IPBO CTHIKE 3BAHUYHO YIIO30PEH-E, KOj€ CIY KU Kao OTy4YHa U He-
CyMIbUBA YME-CHUIIA: ,,Pycuja opranusyje cajOep Haraie Ha (ppaHirycke OonHuie”,
yno3opasa npeacenuuk Emanyen Makpon (Emmanuel Jean-Michel Frédéric Mac-
ron) Ha TuxToxy 20. ¢peOpyapa oe ronuHe. OBO ce HACTaBJba HA IPETXOTHE CyMIbE
u3 2022. u 2023. ronune, kaaa je Harmonanua arennuja 3a 6e36eqHoct uH)OP-
Maronux cuctema (ANSSI) ymozopuna 1a je TpuaeceT 31paBCTBEHUX YCTaHOBA
OUJI0 MeTa Halaaa TaKo3BAaHUM ,,yansomware” BUPyCHUMa, IIITO je U3a3BaJio Or-
poMHe (pUHAHCHjCKe IITeTe U 00jaBJbUBakHE MOBEPJHUBUX NOAATAaKa HA MHTEP-
Hery.!! CienuduvHOCT CTPYKTYype KOMyHHKAlMje HAa MpEXama je y HUXOBOj
JIeLIeHTpaIn3alyju, IITO 3HaYM Ja HALMOHAIHE YCTaHOBE IIOCTajy pamuBe 300T
,,CBe Behe Mel)ycoOHe moBe3aHOCTH ¢ APYyruM MHPOPMALMOHUM CHCTEMHUMa’.
W3Bop unpopmanmja OuTaH je 3a BUXOB KPeIUOUIHTET, jep ako cy ynyheHe u3

10 ITa He Gu OIILITO 10 TIOjMOBHOT Pa3MHUMOMIIAKEHA, IO APYIITBEHAM MpeKaMa oapasyMeBaMo
BeO cepBHC KOjH TIOjeIMHITIMA U TpyIiaMa oMoryhyje 1a u3rpajie cBoje npoduiie y orpaHudIeHUM
CHCTEeMHMa U JIa Ce MOBEXKY ca JPyruM KOPUCHUIIMA.

U TeHepanHu TUPEKTOP OBE HAIIMOHATHE YCTAHOBE M3IBOJHO j€ KA0 KAPaKTEPHCTHKE OMACHOT BH-
pyca To J1a ce 3aCHHBA Ha ,,[Iellakby [TOBJIaYHOM MPEXOM, Y KOjeM Halaaqd He [[IJbajy HUKOT 110-
cebHo, Beh cBe yommreHo” (France Inter, 10. jyn 2023).
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HEKe MOJIMTUYKE CTPaHKE WK ITaba MOJIUTUYKOT Bohe, M ’bUX0BA BEPOJOCTOJHOCT
he 6utn Beha. KomyHukarujcke criocOOHOCTH HOCHOLIA 3HAYEHha ITOPYKE YTUUY U
Ha Op3MHY M O0MM HEHOT HIMpEHa. 3a Kpeupame CIuke o Jpyzom OUTHO je na
M3BOP MOpYKE y>KUBa BUCOKY pemyTanujy (yrien), jep he y rom ciayuajy Behu 6poj
Jbyi OUTH KOHTAMHHHUPAH BEHUM IPONAraHIHUM yTUIIajeM.

Crpareruje v TeXHUKE HAMETamba TeMa J1aJbe CE KOPUCTE 32 OPraHN30BaAILE
mmpe, npoesporicke arense. Ha TukToky ¢hpaniycku npeaceanuk Emanyen Mak-
POH IOBEO j€ aKIIKjy ONTy>KuBama Kpemsba 1a ,,MaHUITyJIUIIIE HAIIUM MUIBEHEM
MyTeM JIAXH KOje IIMpHU Ha APYITBEeHUM Mpexama” (Le Monde diplomatique,
anpun 2025). MoOunu3aiujy noIuTHIKOT poctopa y @paniryckoj o6e30ehyje
Bueunym, cryx0a 3a HaA30p U 3aIITUTY OJ] CTPAHUX AUTHTATHUX yTHIAja. baBehu
Cce 3aIUTUTOM KpennOuiIHUX MH(popmanuja, beHu areHTu y ¢pedpyapy 2024. (He-
KOJIMKO MECEL Ipe eBPOICKHUX U300pa), CaoMIITaBajy Kako je Ha Jieny: ,,CTPyK-
TYUpaH U KOOPAMHUPAH Hamaja HNpOpPYCKOI MpomaraHgHor MexaHumsma’. Bect
mmpoM EBporie, anu u minanerapHo, npey3umajy OpojHu Menuju, Tpynaehu ce na
TaKo CTEKHY CUCTEMCKO NoBepems-e. MicroBpeMeHo, BueuHym OTKpUBa HHTEH3UBHO
JIeTIOBALE TIPOPYCKE Mpexke TaKHUX Menja, Ha3BaHe [lopman Kombam, Koja misba
€BPOIICKY U YKPAJUHCKY IyONIUKy. Y31u3ame TuruTaine nponarasae Oyja Ha uH-
TEpHEeTY, ajii (paHIlyCKa areHIuja noceOHo u3Baja ,,HajMame 193 cajta koju y
MOYETKY MOKPHBAjy MPOCTOP PYCKUX M YKpajUHCKUX JokanuTera”. KoHTpona je
coucTupaHna, a y Mpakcu ce 3anaxa Beh J1aH HakoH 1To je Pycuja mouena na
paKkeTupa yKpajuHCKe TepUTOpHje. YMPEKEHH CajTOBH HE IPOU3BOJIEC OPUTMHAIHU
canpxaj, Beh mpeHoce nepcyasuBHe HH(OPMAIHje U3 TPU TUIIA IT0Y3JaHUX U3BOpa:
HaJIora PyCKUX WJIM IPOPYCKHX aKTepa Ha JPYIITBEHUM MpeKaMma; PyCKHUX HOBUH-
CKHUX arcHIlyja 1 3BaHMYHMUX BEO CTPAaHUIIA JOKAIHUX MHCTUTYIM]jA WIIH [TOpTaja.
TexwuinTe nponaraHJAHUX HapaTHBA je MO3UTUBHO IMPEICTABIbAE ,,CIICLIUjATHE
BOjHE oIepaliije” U ONTyKuBambe YKpajuHe U leHux nujaepa. Cajoep rpyrme xoje
MIPUMAapHO JIeTyjy Ha OBOM I0JbY (DYHKIIMOHUIILY HA jJACHO] XUjE€papXHjHu U CTPYK-
TYPH OATOBOPHOCTH, y3 MAaKCHUMAaJIHO KOpHIIheme ayToMaTu30BaHUX OOTOBA M
Jbynckux Tponosa.'? ITopran pravda-fr{.Jcom unsbao je AupeKTHO Ha HpaHILYCKY

12V ucTpakuBamkMMa MOJUTHYKE jJaBHOCTH, M3BOPE HH(POPMAILIHja PA3IIHKYjeMO 110 CTENEeHY yTH-
1aja Ha Jpyre, ITO ce u3paxkaBa moHaepoM yTuiaja. llto je moHAep HeKor momuTHyapa (Iui-
JIoMare) BUIIH, TO je M YTHI] Ha jaBHOCT BehH, a OH je y JAMPEKTHO] peslalliji ca HHBOOM
KOMYHHUKAaTHBHOCTH, KPEAUOUITUTETa, APYIITBEHOT yIVIeaa U MOBEpEHHa.

13V eBpornckoM JUCKypCy mojam 6om (01 po-00T) ce OAHOCH Ha HEJbYICKE 00jeKTe, OHOCHO
ayTOMAaTH30BaHE areHTe, YMjH je MPUOPUTETHH 331aTaK ]a CHMYJINPajy HHTEPAKIIHjy ca peaTHuM
ocobama.
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JaBHOCT, ca MHUCHjOM HeHe nonapusanuje.'* [lnan aqMuHucTparopa je Ouo mro
LIMPH JIOCET IyOIIuKe, 112 je Mpeka KoOMOMHOBAJIa BUILE TEXHHUKA, KA0 IITO Cy TEO-
pHja celeKIrje MPOpyCKUX NPOMaraHIHuX MOpyKa NpemMa pa3InduTUM UJbHUM
rpynamMa peuuiigjeHara, MacoBHa ayToMaTu3alyja y JUCTpUOyLUju caapxaja u
onTUMM3aLMja npeTpaxuBada. O0jaBbUBambE caapikaja ce BpIuu nomohy kd0Ba,
LITO 3HAYM J1a HeMa 1oceOHe peslakiyje v HoBUHapa, Beh Ja ce BeCTu IUCTpH-
Oyupajy U3 jeHOT IIEHTpa Ka CBUMa Koju ux 0e3 mpoepe npeHoce. Canpxkaju cy
UCTH, YaK U MECTa Ha KOjuMa ce miacupajy gotorpaduje u Buaeo-TeKcToBu. 1
MOpeJ1 BEJIMKOT TPYyZa, 32 HEKOJIMKO Mecel (PpaHIlyCKH CajT je 3a0eIeKuo TeK
Herrro Butie o7 12.000 mocera, mTo 3Ha4M Aa HUje OCTBAPHUO IIaHUpaHe edekre.
VY u3Bewtajy ¢gpanimyckor Cenara o6jaBibeHoM y jymy 2024. unak ce ynozopana:
,» YKOJIMIKO HUCMO y MOTYhHOCTH J1a MPEM3HO MPOLEHUMO JIOMET U yTULIA] jeIHE
orepaluje yTHiiaja, ycMepaBame MaXikhe JaABHOCTH M ME/IHja Ha HeHO MOCTOjambe
(...) MOXE KOPHCTUTH MPOTHUBHUKY, KOJH TaKO CTBapa WIy3ujy O YIapHOj CHa3U
Behoj Hero 1iTo 3aucta jecte” (Le Monde diplomatique, atipun 2025).

Cauke o /[pyeuma opraHW30BaHO MpaBe U PyCKe CIElHjaIHn30BaHE KOM-
nanuje, Mehy kojuMa ce uznBaja Aeenyuja 3a ucmpasxcusarbe unmeprema n3 CaHkT
[erepOypra. McTpaxkuBaun oBe BpcTe KOMyHHKAIHja CBEI0YE KaKO OJaB/e ,,CTO-
THHE JbYIM 32 JoMahe U CTpaHe reocTparelike MoTpede pycKe BiaJie ajby OrpOMaH
Opoj komeHTapa u naxuaux Bectu’ (Zelenkauskaite & Niezgoda, 2017). Crpyumaiu
crieryjaan3oBane cajoep jeaunune Kacnepcku aHanu3upaim ¢y y CBOM U3BELITajy
3a 2022. roguHy aKTUBHOCTH Y €ajoep MpoCcTopy, yno3opasajyhu Ha UHTEH3UBHU]Y
MOJIUTHYKY KOMYHHUKALIM]Y Y JJAHUMA U HeZleJbaMa KOje Cy MPETXOANIIE OPYKaHOM
cyko0y."* Onpa je 24. hebpyapa yciienno CHaXaH Tajac ransomware u wiper Ha-
nasa (MaJBepoM 3a Opucame MoaaTaka), Koju ¢y IHPOM YKpajuHe HECEIEKTHBHO
nioralan pa3nuuurTe BojHe, 6e30e1HoCHe 1 IBMIIHE eHTuTeTe. Heku cy 6umm 6p3uy,
CO(UCTUIIMPAHH U YECTH, AJIU MOIITO CE BbUXOB MHTEH3UTET OIMaxX CMambHO, YKpa-
JUHIT HUCY HH CXBaTHJIM Jia Cy MeTa cajoep arpecwuje.

HcroBpemeHo, obaBelITajHa 3ajeiHUIa YKpajuHe YII030paBaia je Ha IpU-
IpeMy Opy>KaHUX JI¢jcTaBa MPOTUBHUKA, Ipeay3uMajyhu mpunpeme 3a IuruTaaHu
KOH(MIUKT. Y cajlep 3ajeqHunu YkpajuHe je opopmibeH Behu Opoj HE3aBUCHUX
cajoep rpymna, GpopMHpaHHUX ca LIUJBEM yIa/laka Y HeMpHujaTeJbCcKe Mpexe U 00j-
aBJbUBabA HUXOBUX MOBEPJHUBUX I0JATAKA, KAKO OU Ce UICOIOIIKH KOMIIPOMHU-

4 Ha cnuyaH HaYWH TapreTupa ce ayAuTOPHjyM ITOTCHIMjATHO HHTEPECAHTHUX 3eMaba. Ommax
Ce OCHHBAjy NMOPTAJIM HA APYTHM TepUTOpHjama, Ha mpuMep: pravda-de[.Jcom: Germany, Austria
and Switzerland; pravda-pl[.]Jcom: Poland; pravda-es[.]com: Spain; pravda-en[.Jcom: United King-
dom and the United States...

15 Uzemrraj je meo Kaspersky Security Bulletin-a (KSB), koju cBake rofuHe q0HOCH mpeaBulama
1 aHaJN3e KJbYYHHX ITPOMEHA y CBETY cajoep Oe30eqHoCTH.
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TOBaJIe U ETUKETUPAJIC KA0 ,,HeTIpHjaTeJbH JeMOKpaTuje”. Y mpakCcH Tako HacTaje
MOJIAPU30BaHA CIIMKA O MAaHUXE]CKOj MO3auHU KOH(IIUKTA, Y KOjOj CE€ CyIapoM
n00pa u 371a (1pHOT U 6eNor) UIIycTpyje Kpaha HIeHTUTETa, HAMEHCKO OTBapame
JaKHUX BeO CTpaHUIA U TOIJIaBa Je3uH(opMalnnja KojuMa ce 3amaribyje cy-
HITHHA CyK0oOa. Y KOMYyHHKAIIMjCKUM HaJMETabuMa yueCTBY]y CBU aKTEpH, a KO-
pHUCTE ce TOTajJHEe METOJ¢ YHHUIITaBama MPOTUBHUKA, YKIbyuyjyhu mormyHo
Opucame 1 YHHIITaBake HEMPHjaTesbCKHX MojiaTaka. Biase japHo 010ujajy u mno-
MHCAa0 Jla CTOj€ U3a OBAKO ,,CaMOOPraHU30BAaHUX I'pyIa”, aji TajHO YMHE CBE Ja
uM omoryhe aa ycnemHo ckpehy komyHukamuje nporuBHuka. Onpehene rpyre,
kao 1mto cy UT eojcka Yxpajune unu Killnet, 3BaHMYHO Cy TOZpKaHE O BIaJe
(puHaHCHjCKHM, OPTaHU3AIMOHO, TEXHOJIOIIKH, KaJPOBCKH, OjayaHe Mporarati-
HUM TUMOBHMa), IITO je OMOT'YhHJIO0 1a BUXOBH Tenecpam KaHaau 100Ujy HA MU-
JMOHE MpaTuiala MUpoM CBeTa, mupehu CIuKy o npaBeHO] 010paHH KOjoM ce
LITUTE U €BPOIICKM MHTepecH. AHamuTuyapu Kacnepckor cy nzpadyHaiu jaa je
TtokoM 2022. ronune npocedad DDoS nanax tpajao 18,5 caru — ckopo 40 myTa
nyxe y nopehemy ca 2021. roguHom (oko 28 munyTa).'®

Beha cuna nmogpasymeBa u Behe cajbep jequnuie, na tako y Kunu 6poj
Jby/IM KOjU ce OaBe OBaKBUM KpeupameM HH(pOopMalija npeasu 1Ba MUInoHa. Pe-
JIeBaHTHU U3BOPHU TBPJIE Ja ,,KUHEecKa Biaa npeko [lapruje S0L roquime ocTBa-
pyje npoaykuujy ox 488 MUIMOHA KOMEHTapa Ha AUTUTAIHUM Iuiargopmama’.!’
Opranu3oBaHe apMyje TPOJIOBa IIMPOM IUIAHETE HACTO]j€ J1a IPEy3MY CBaKH KyTaK
HAIllUX JKUBOTA, ONTUMU3yjyhu norpedy by 3a ca3HambHMMa MUMO JIMYHHUX UC-
KycTaBa. [I[porHOCTHYKM MOZEH Y KOje MH(POPMATUYKE KOPIOPALIUje YIIaxXy CBe
BUIIIE HOBIA KPEeHpajy Mpelu3He HaBUTraluje ca JMHKOBHMA KOjHU IMyOIHKy BOJE
Ha Beh KkpeupaHe ajgpece ca NOKeJbHUM eMOoIlijaMa, morpedbama, HaBuKama u jke-
Jpama. Komeprmjanuzamnuja Meauja, y3 mupeme yooTpede ApyIITBEHUX MPEkKa,
BOJIM HECTAjamby T3B. ,,uyBapa Kanuja” (gatekeeper), ITO 3HAUU U Kpaj MOHOIIONA
TPaJULMOHATIHUX MEANja y KOAUPay MOIUTUYKH BaXKHUX MOjMOBa. Jlururtamuu
MEJIUjH Ce 3Ha4YajHO PA3JIMKY]y O KJIACHYHUX MeNuja: ,,yOp3aBajy HCIIOPYKY BECTH

'8 [luspanu xakepcku Hamag paau oHemoryhapawa ycmyra (DDoS) pyiu Beb cajToBe U cepepe
TaKo IITO OMETa MpEKHe yciyre, Tpomiehn pecypce armmkanuje. Hamanaun nperniasibyjy cajt
MHOIITBOM IT0/1aTaKa, MITo oHeMoryhasa ()yHKIIMOHAITHOCTH BeO cajTa MM MOTITYHOT H30aliBarba
n3 mpesxe. Lnb je na ce mpobujy y 6a3y moaaraka v Ipey3my U YHHIITE CBe 0€30€JTHOCHO BaKHE
nHpopMmanmje.

17 BoToBame U TPOJOBAKE CY JaHAC MMPUCYTHH Y TOOPOM JICNy CBETA, aJli CE O TOME Y jABHOCTH
HepaJio TOBOPH, jep ce Ha Taj HauWH MPHU3HAje Ja ce IEMOKPATCKU OKBHD Kperpa YIpaBJbambeM
nHpopmanujama. Ha nmpumep, nponemyje ce 1a je y AzepOejiaHny Ha OBUM ITOCJIOBUMA aHTaKo-
BaHo oko 50.000 seymy, y Yipajuru oxo 40.000, Mpany oko 20.000, Bujetnamy u Typckoj mpeko
10.000. Bume y: King, Pan & Roberts, 2017: 484-501.
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U CIMYHOT cajJpkaja yMECTO Jla MX MPOBEpaBajy Kpo3 MOhaH Mpolec dyBamba
Bpara. [1yOnuka He yeka, a TUTuTalIHu MeIUjH 300T CBOje Op3HHE KPTBY]Y KBaJIHU-
TeT uHpopMaija 6upajyhu camo oHe Koje cy moj uHTepecantne” (Jevtovié i
Mari¢, 2022: 819).

HpymTBene Mpexe omoryhaBajy Hermocpeane KoHTakre Mely monutud-
KHUM MapTujama, TUpeKTHE Be3e MOIUuTHYapa, MeJija u JUIJIOMaTHje, ajld U OTBO-
peHe penainuje ca rpallaHCKOM 3ajeHUIIOM. Buille HOBIa 3HAuYW W BHIIE
BUJIJBMBOCTH, 1A HE YYy/IU IITO BEJUKE JpXKaBe MOAMKY YJIOre y TaKMUYCHY 3a
moh. Byuer Pycuje 3a 2025. obyxBara 137,2 munujapau pyOasba 3a GpuHaHCUpabe
Jp>KaBHUX TEJIEBU3MJCKUX KaHaja, Melrja U MHTEpHET Ipojekara, mro je 15,9
MUJIMjapId BUILE HETO MPETXOIHE TOANHE.

VY jaBHOM AMCKYypCy cajoep OKpyKema, IoIUTHIKe 60pOe He 1001]jajy OHU
KOJHU Cy y IpaBy, Beh OHU KOjU KOPUCTE CTpaTeruje U TEXHUKE KOMITjyTepU30BaHe
nponaranje (computational propaganda). Meaujcke MaHHITy/Ia1Mj€ Cy HajyCHel-
HUje KaJia 1a/1ajy Ha TJ0 IyHO He3Hama U Heo0aBeIITeHOCTH, 1a cykob Pycuje u
VYKkpajune npencraBiba J00ap NpuMep TUTUTATHOT MapkeTuHra. [Ipoceuan EB-
POIJbAHUH CKOPO Ja HEMa HUKAKBUX 3Hama O UCTOpHUjU Jlpyror cBeTckor para,
KOja je CUCTeMaTCKH U OpyTaiHo perymrpana. Hakon ckopo ocam jenenuja of
BEJIMKUX CTpa/iamba CTaHOBHUIITBA oHjammker Cosjerckor Casesa (CCCP), cBect
0 )KPTBOBAaKY jeHOT HApOJia CKOPO Ja He MOCTOju, Oail kao Hu cehama Ha Ooraty
KIbWKEBHY, CIIMKAPCKY, My3UUKY U IPYTY YMETHUYKY HPOILIOCT PycKe KylType.
OTyza OHM TEIIKO MOTY pa3yMeTH PYCKYy MO3ULHUJy U OJHOC IpemMa YKpajuHH,
cTBapajyhu HU30BE CTEPEOTHUIIA KOJUM C€ je/IHA CTpaHa yHamnpen ocyhyje kao HO-
cuinail 31a. [IpymTBene Mpexe gajbe TpoQUIUIy HUbaHy IEepPCIEeKTUBY, Koja ce
y3 OCPEOBAE IPYTUX IJIAaTGOPMHU, MOTUTHUKUX OOTOBA M Ay TOHOMHMX areHara
00JIHKYje y CpeICTBO yTHIlaja Ha jaBHO MHerbe (Woolley & Howard, 2016).!® Ha-
paTuBU O ylarambUMa BEJIHKUX CHJIa Y MEKy MOh 4eCTo IPUKPHUBAjy CTBApHE UTPe
Mmohu y peannoj nomutuuy. [Ipumepu naxxHor W3BEIITaBakba c€ MUHUMU3UPA]Y
wm npehytkyjy. Ha npumep, kana noBunapka Pyt Enkpues (Ruth Elkrief) un-
TEPBjyHIle HEKaJalIker (PpaHIlyCKOI MUHHUCTpA CIOJbHUX MocioBa Benpuna
(Hubert Vedrine) o ,,iBe pycke pakeTe Koje cy BepoBaTHo nane Ha [Tosseky” (LCI,
15. noBembap 2022), sxenehu na ,,cazna na i je to [lyTuHoBa cBecHa ommyka”.
Bucoku caroBopHUK joj TUIJIOMATCKH Cyrepuile Ja ou Tpedalo ,,ipBO IPOBEPUTH
uHpopMaLyjy”, ajdu OHa TO He JKeJH Jia nociyia. Kajga ce ycraHoBHUIIO Kako je

18 By u Xayapy To 0o0janimaBajy Kao Boljerbe TOMUTHKE Y KOTOBUMA, TIIE ,,ay TOHOMHH arc¢HTH,
OIIPEMJbCHH BEJIMKHM CKYIIOBHMA IOJaTaKa Be3aHUM 3a Hallle TIOHAIIAke KOJH Cy NMPHUKYIbEHH
y3 nomoh Internet of Things, pazie nocpeacTBOM ApYIITBEHUX Meuja J1a O1 ce MoBe3ajy ca Hama

y B€3H ca MOJIMTHYKNAM MTUTambAMa 1 aaTePHATUBHUM HJICOJIOIMIKIM Npojektuma’. Bumie y: Wool-
ley & Howard, 2016.
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BECT IUTACHPAHA U3 YKPAJUHCKUX U3BOPA U /1A j€ JIAXKHA — HUje/1aH 3araHu MEIH]
0 10j BUIIIEC HUJE )KEJIEO J]a TOBOPH.

»JlajTe Taxuma peaHocT o 24 cara U UCTUHA je HuKaaa Hehe ctuhu”,
TBpauo je ['eberc, mpe HeITo Mame o1 jeHor Beka. Jlanac je qpymTBeHUM Mpe-
’Kama JIOBOJbHO CaMO HEKOJIMKO MUHYTA MPEIHOCTH, YUME TapreTUpaHa cTpaHa
OuBa MacMBU3MpaHa U PEAKTUBHA Y J1aJb0] KaMIlambU. 3aMarbuBame IPaHnuLa U3~
Mely ¢dakara u GUKIHje Urpa Ha JJAKOBEPHOCT ayAUTOPUjyMa, a by je Moryhe Ko-
PUCTUTH CaMO aKO MO3HAjeTe HEroBy CTPYKTYpY. JlOK y KIacHYHMM HOBHHAMa
uMare camo jeHy BeCT IHEBHO, Ha MOpTajluMa ce OHa y OpojHUM MoaHudUKaLu-
jaMa mojaBJbyje M BHILE JECETHHA IyTa. J|pyIITBEeHH IMjarpaM HEYMUTHO ce
Kkpehe ka ucxoarMa Koju cy y CKIIajly ca MOoKeJbHUM (IIPOjeKTOBAaHUM) CTAaBOBUMA
ajyroputama Koju CKeHUpPAjy, IPUKYIJbajy U o0pal)yjy CBakor 4iaHa JUTUTATHOT
rieMeHa. Mitaau mocebHo Xpie y aMOujeHT HOBUX Me/uja, He cxBaTtajyhu na je
OH Yy BJIACHUIITBY METaKOPIOPATUBHOI KAITUTAJIA.

HAJ30P U HEH3YPA 'Y TUT'UTAJTHOM 10BY

[Tocmartpajyhu uctopujcku pa3Boj LeH3ype, MOTIIO OM ce KOHCTAaTOBaTH
KaKo je OHa OJyBEK IpaTuiIall JbYJACKOT JIPYILITBA, alli 1a j€ BUIJbUBOCT PUCYT-
HOCTH paciia ca ayTopuTapHOIIhy MOJTUTHYKOT cucTeMa. Y JpeBHO] ATHHH, O-
TyKoM cyauja Aepormara cBe [Iporaroprne Kiure Koje ¢y CyMmale y MocTojame
00roBa jaBHO cy criaJbMBaHe, a OU KacHUje MHKBU3UIIM]a, y3 oApiiky Karonmuke
L[PKBE U Ka0 MHCTUTYIIM]ja IIEH3ype, 3BaHUYHO 3a0pamuBaia, ocyhuBana u Kax-
baBajia CBe KOjU Cy UMallu Apyraudje ctaBoBe u uzeje. [IpBa ypenda koja ce oa-
HOCHJIa Ha ,,IIUPEHE TAKHUX BecT JoHeTa je y Enrmieckoj 1275. rogune, na ce
Moyke pehu kako of] Taja Tpaje 6opba 3a HaA30pOM U KOHTPOJIOM HH(pOpMaIja y
jaBHoM mpoctopy (Bjelica i Jevtovi¢, 2006: 42)." Hekonuko HapeIHUX BEKOBA
(mob6a pykom mucaHUX Kibura) nporehu he y goMuHaIMju pKBE, KOja je IeH3y-
pucalia CBak1 caJip:kaj Koju OU JJOBOJHO Y MUTAkE FleHY MON J1a yIipaBiba APYIIT-
BoM. Mehytum, otkpuhem ['yTeHOeprose mrammnapceke npece JI0ILIo je A0 MojaBe
W3JaBama MPBUX HOBMHA, aJTd U MAaCOBHE MPOAYKIIM]je KIbUTa, TAaKo Ja je Opury o
LIEH3ypH TIpey3ena Jip>kaBa, crapajyhu ce aa uaeje, mporpame u obpacie moHa-
mama cBeJie y KoHTponucane okBupe. Ha mpumep, y Hemaukoj je 1524. yBenena
o0aBe3a CBaKOr' BJIaCHMKA IITaMIapHje Aa mpubaBu o00peme BIaCTU Mpe HEro

1 Bjenuua u JeBropuh KOHTaTyjy Kako ce oBa ypeada HUje OMHOCHIIA Ha MITAMITy KOja Tajia joI
HUje HU 1ocTojaia, Beh ,,Ha Jbyae KOju YCMEHO IInpe BeCTH, a Takoe n Ha ayTope MUCaHUX JIU-
croBa (rmacksuia). Konrpona cajpikaja onakiaBaHa je 3a/{pyKaBambeM JIATHHCKOT je3HKa Kao 3Ba-
HUYHOT, YMMe je IIPKBU oMoryheHa ImyHa KOHTpoJia JPYIITBEHOT )KUBOTA .
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mTo feno Oyae myOnuKkoBaHO, JOK Cy ocTajia (pu3nuku yHuirasana. Hajerpoxa
neH3ypa Owia je y Enreckoj, koja je TpeHyTaK yKuama IPEeBEHTHBHE LIEH3Ype
(1695) nouekana kao jenaH o CBETIUjUX TPEHYTAKa Y HAIIMOHAIHO] UCTOPUjH.

Orpannuenu 06MMOM U TEMOM TeKcTa, pehu hemo jomr 11a je cBaka ApkaBa
Ha CBOj HAYMH HOPMATHBHO ypehuBasa mpocTop cioboe ropopa u myOImKoBama.
Len3ypa je crpoBol)eHa y CBUM IMOJbHMa KPEATUBHOT JICTIOBakha, U3 CTpaxa J1a ou
JjaBHA KpUTHKA ¥ OCHIOpaBambe BiIaaajyhux ujeja Morio Aa yrpo3u (yHKIMOHHCAE
Biactu. OTyza cy ce MperuTale jaBHa u TajHa kKomyHukauuja. [Ipa je npunagana
CBUM rpal)anrma, MOTUTHIKUM [apTHjaMa, YHUBEp3UTETUMA, CHHANKATUMA U CITHY-
HUM JIpYIITBEHUM areHCUMa, a JApyra JUIJIOMaTHji U BUCOKUM HOJIUTHYKUM JIU-
JieprMa, KOju Cy UCTIOJ] MEIIMJCKUX pedriekTopa pean30Baiy NOIUTHYKE TPOrpame
u uzeje. Ha nmpumep, aumniomarcko, anv ¥ (PMHAHCH]CKO, KYATYpHO, BOJHO U Oe3-
6enHOCHO MpubMKaBame JyrocinaBsuje 3amnaay MoJICTULAHO je HeopMaTHUM KO-
MYHHUKAaIjCKUM KaHaiuma. ,,Jlupextop Bbyjopk Tajmca (New York Times) 3a
EBpony Jleo Cynubeprep (Cyrus Leo Sulzberger 1), anpuna 1951. npennarao je
Munosany bunacy na Jyrocnasuja, Typcka u I'puka cTBOpe 3ajeJHUUKH TUIAH O/
6pane ox CoBjeTa, a HELITO KacHU]je Cy pa3MermeHH BojHH aramen” (Mirkov, 2023:
169). [lumiomMaTcko KOMYHHUIMPAKHE OMOTYRIIIO je CTpaTelKy TeonoIUTHYKY IIPO-
MEHY Jp’KaBe, IIITO C€ U3 jaBHE KOMYHHKallMje HHje MOIIO HU HacayTuTu. Hama
Jp>KaBa ce U3/1Baja U 10 YHE-CHHUILIM IITO j€ Ha IPOCTOPUMA HeKajallbe Jyrociasuje
(yHKIMOHKCAIA T3B. CAMOYIIPaBHA LIEH3Ypa, CIIEHU(PHYHA TI0 TOME LITO j€ ,,y UMe
paTHHUKe KJlace, Kao 1 ojiroBapajyha pykoBoCTBa U IPYILITBEHHU CaBETH, IUTUTHIIA
JABHOCT Of1 ,,IPOM3BO/Ia” HOBUHCKHUX, N3/1aBAYKHX, (PUIMCKHUX, TIO30PHUIIIHUX U JpY-
rux kyha koje cy Morye aa y3HeMupe jaBHO Mibemse. [lonuTruika riensypa je crpo-
Bol)eHa Ha MapTHjCKUM (OpyMUMa, OTHOCHO CaBETUMa CaMOYTIpaBbaya U Ipyrum
JPYIITBEHO-TIOJIUTUYKAM OpTraHU3alijaMa, ca 3a/IaTKOM Ja BOIU padyyHa O HJeo-
JIOIIKOj YMCTOTH M TOJMTUYKO] TIPAaBOBEPHOCTH ayTopa M muxoBux aena’ (Perid,
2024: 176). AnconyTHa cio0o/a jaBHE peu je uaeas AeMOKPATCKUX APYIITaBa, ra
MOXKEMO KOHCTaTOBATH KaKO je ca CBAKMM TEXHOJOIIKUM ME/INjCKUM HaIllPEeTKOM
pacia ¥ IpuTajeHa KOHTpoJa caaprKaja KojoM Cy JpiKaBe HacTojalie Ja cauyBajy
CBOJjY yJIOTY KOHTpoJopa. TeopHjcKu, TO ce paBaasio norpedama qprkase 1a caqyBa
0e30enHOCT 3ajeqHHuIIe (,,HAOpYKaHa TAJHOCT ) U JOKTPUHOM O ,,IPYIITBEHO] O
roBopHoctu” menuja. Hopme koje ce mpenopydyjy y jaBHOM KOMYHHUIIUPAY 3a-
CHOBaHe Cy Ha JI0OpOBOJHHOM IPHUCTAHKY yUeCHHUKa Jia Hehe KOPUCTUTH TOBOP
MpPKEE, TIOJUTUYKY HEKOPEKTHOCT U JIaX, aJld CE ca HACTajalbeM MYJITUMeIuja
yo4aBa CBE U3paKEHH]e KpIlIewe 0BUX NocTyara. [lox mnamrom ciobone u3paxka-
Bamha MUIILJbEH-A U IIPaBa JaBHOCTH J1a 3HA, JIMHK]a cJI000/1a rmovena je 1a ce ryowu,
npenaszehu y 310ynorpely of] CTpaHe arpeCuBHUX, HACUITHUX, TUCKPUMHHATOPHUX
U TIPOBOKATUBHUX 0c00a U rpyIia Koje CBUM CpeJCTBUMA HaMehy CBOje CTaBOBE.
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3aTo MeMjcKa Iporaras/ja ca JIpylTBEeHUM Mpexama 1001ja joIl BUILH,
TEXKe MPeno3HaTbUB HUBO. Cajoep OKpyKeHme 3aCHOBAHO Ha ITOBE3aHUM T3B. ,,I1a-
METHUM TEXHOJIOTHjamMa” ¥ OTBOPEHHM MOTYhHOCTHMa 3a pa3Boj, y CMHUCIY Te-
Hepucama 1 00pajie nHpopmaliyja, CBe je Texe HaA3UpaTH, IITO 3Ha4YH J1a hemo
y 6ynyhHOCTH cBe BUIlIe OUTH U3JIOKEHH JIeIOBamY JaKHUX BECTH, TVIACHHA, €3~
uHopmalyja, na 1 OOMYHMX JaXu. 3axBajbyjyhu ocoOnHama cajoep KOMyHUKa-
1I{je Y KOjOj jé aHOHUMHOCT OMTHA IIPEIHOCT, HAMEPHO C€ CTBapa HHPOPMALIOHH
Xa0c, KOjU YHOCH HepeJl y MHTepIpeTalnju nojasa u aorahaja. Bemrauku ce
Kpeupa arMocepa aHTUIIponarasjie, y Kojoj b Huje aa ce ,,Hamehy oapehenu
HapaTHBH, KOJIMKO jKeJba J1a ce ,,3araau’ jaBHU npocTop uHtepHera” (Petrovid,
2018: 13).2° V caBpeMeHOj AUILUIOMATHjH, HHTEPAKIHja ca OPOJHUM jaBHOCTHMA
yKJIama NOTEHIIMjaIHEe MpenpeKe y MpUjeMy U pa3yMeBamy MOpyKa, Ma KOHTaKT
MOCPENICTBOM APYIITBEHUX Mpeska oMoryhasa e()eKTHO 3a10BOJbaBALE MTOJIUTHY-
KHUX UHTepeca. JaBHa TUIIOMAaTHja yBeK BOJM OPUTy O HEraTUBHUM MUIbEHUMA
y JaBHOM IIPOCTOPY, TOCEOHO aKo Ce HhHMa ypyllaBa UMHUII IpyKaBe Yrje HHTepece
3actyna. JluruTanHa nuIIioMaTtHja y BpXY CBOjUX 00aBe3a MMa OpeHIupambe
JpXaBe, a lbera Hema 0e3 MO3UTUBHOT MyOJUIUTeTa U KBAJMTETHUX OIHOCA ca
Menujuma. OTBOpeHa 3a0paHa HUje pelleke, jep PyIIn IeMOKpPaTCKu Kpeauou-
JIMTET, aJIl Y KPU3HUM M KOH(IMKTHUM CHTyalljaMa OHa Ce JIAKIIe youana.

Lensypa je y eBporcke cajoep u MeaujcKe IPOCTOpe CHAKHU]E yIeTana
MOYETKOM PYCKO-YKPajHHCKOT para, KaJa je MO IUIAIITOM 3ayCTaBJbatbha PyCKe
nponarase 3adbpameHo eMuToBame kanana Pama Tynej (Russia Today) n CryT-
wUK (Sputnjik). 3a paznuky on XX Beka, Kaja Cy JpaBe IMPUKpHUBAJIE LICH3YPY
Kao OOJIMK MOJUTHUYKE MPUCTPACHOCTH KOJOM CE CIpedaBa MpaBo Ha Apyrayuje
MUIIJbEH-E, Ha APYIITBEHUM MpeXaMma HauluH MoJiepupama 00jaBa, BUJI€0-Mare-
pHjajia 1 BECTH KOje Cce YTHILABajy WU MpOoIviallaBajy HelmoJoOHUM ,,300T K-
pema ae3uHpopMmanuja U pasgopa Mely myOnukoM” Mokasyje Ja IOCToje
KOHTPOJIOPH Ha ro0anHoM HuBOy.”' TepMUHOIOTHja je BaKHA KaKo OM ce Kare-

20 MHOT0 je JIaKIle U jeJJHOCTABHIje 00eCMUCIUTH ydelhe JbY/IH Y MOIUTHYKIM TIPOLECHMa, HETO
ce TpyauTH j1a onyctany ox Beh ¢popmupanux craBosa u cynosa. Jlamu6op Ilerposuh To nctuye,
3Hajyhu Ja cy mmpom cBeta HajOpOjHUjH KOPUCHUIIM HHTEPHETA ,,MJIa/I1, 00pa30BaHu U OOraThju
OJ TIPOCEYHE TOITyJIaIH]je, IITO 3HAYH U J1a je MOT'YhHOCT 3a MaHWIyJIalljy FbUXOBUM HJigjaMa Be-
POBaTHO Mama y OJHOCY Ha npoceuHy nomyiaujy (2018:13).

2 Mapk 3akep6epr (Mark Zuckerberg), usBpiusu qupekrop Meme, NOYETKOM OBE TOJMHE HAjaBUO
je ,,JIpacTHYHO CMameme LeH3ype” u ykuaame fact-checking cucrema Ha npyIiTBeHHM Mpekama
nionyt @ejcoyka u Mncmaepama. JJOTMIHO ce TIOCTaBIba MUTAE 1 JIU CE CIIy4ajHO HOBA JIUTUTAIIHA
MOJIMTHKA TOKJIaIa ca HeJJaBHUM JioackoM Tpammna y benmy kyhy, win tnme ummminupa aa je y
BpeMe MPETXOHUX aIMIUHHICTpalyja, oIyt one bapaka Obame mimu [loa bajnena, ciodona rosopa
Owua orpaHUUYeHa WITH YakK CyclieHjoBaHa? AKO je TO Ta9HO, MHOTO je pas3Jiora 3a 3a0pHHYTOCT, I10-
ceOHO aKo ce 3Ha Jia je y HapaTuBuMa o jeMokparuju CA/l o3HayaBaHa Kao HEeHa ,,KOJIeBKa”.
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ropHjaiHO 00enexusia CynpoTHa CTPaHa, ITo je OUTHO 300T Mepueniyje myonuKe
— O] CTpaHe 3amaJHUX U YKpajuHCKUX Menuja Pycuja u meHe akiuje cy jacHO
O3HaYeHe Kao ,,TEPOPUCTUUKE” U ,,arPecopcKe’’, 0K je pycKa peTopuKa 3a yKpa-
JUHCKE CHare KOpUCTHJIa I0jMOBE: ,,0aHAEPOBIM U ,,HEOHAIIMCTH . J[pyIiTBeHEe
MpeXKe Cy ce OAMax MOoJeNuIIe, TOCTajyhu pe3epBoapu Mp XK€ U HETOJIEpaHLHje,
CIPEMHH Jia IPONaraHaHo MOJIPKE CBOjY CTPaHy y KOH(IMKTY.

V3 00pasnoxeme ,,3aIlTUTa OCHOBHUX ITpaBa U cinodona”, EBporcka yauja
je 2022. jenHoracHO OTy4MiIa J1a OHEMOryhH Iupeme pycKOr yTHLaja y CBOM
MOJIUTHYKOM IPOCTOPY, MAaHEBPHIITYhH HOPMAaTHBHUM OKBUpPUMA U JIEPETyIalijoM
HAIIMOHAJIHUX MEJH]CKUX NonuTHKa. [TuTame Koje ce mocTaBuIio npeji cBuma, aju
MIOHA]BUIIIE MJIaJUM TPaH3UIMOHKUM wiaHuiama Cpenmbe u Microune Eporie, Ouito
j€: aKo HecTajy TpaHuIle y TOJIUTHYKOM, 6€30€I0HOCHOM, EKOHOMCKOM, KYJATYPHOM
U IMIUIOMATCKOM I10JbY, KaKo je Moryhe 1a ce 3a/ipkaBajy y cpepu koMmyHuKanuja?
AKo cy npoliecu eBporen3alje o oueTKa OBOT BeKa TPajHO MPOMEHHIIN MeJIH]-
CKY MOHYLY, TOCEOHO ca J0JIACKOM APYIITBEHUX MPEKa, MOXKeE JIU TUTUTAIHA aM-
Oanaka mporarasje 3aAp>kaTH, ra 4ak u yBeharu ,,pycko memame” y eBpOICcKe
nocinose? Kako je moryhe na Tako Manu 6poj 1to0anHuX KOMYHHUKAIIW]CKUX KOM-
naHuja KoHTponuiue cse Behu 6poj mehycobnux unrepakuuja? [utama 6ucmo
MOIJIM [TOCTABJbATHU jOII JIyTO, Al KJbYYHO j€ - KO MIMa MOHOIIOJN HaJl KOHTPOJIOM
cazip)kaja IPYyIITBEHUX MpeXka, OJHOCHO MOTY JIU JAp>KaBe CauyyBaTH CBOje KOMY-
HUKAIIMjCKE CyBEPEHUTETE aKo HeMajy Moh 00IMKOBama MOJIUTHYKE BOJbE U Tpa-
Kema petera? ,,Ham napopmMaTuBHA MPOCTOP je HUIITA MAKE 10 T€ONOTUTUYKO
00juILTe HA KOjeM IyOuMo pat”’, ynozopuia je meduia eBpoIrcKe AUIIoMaTHje
Kaja Kanac (Kaja Kallas) 19. mapTa, ynopeauBIu IIHMPEHE JIAXKHUX BECTH ca Ha-
pYIIaBakbEeM TEPUTOPHjTTHOT HHTErpHUTeTa. >

Dejcoyx (Facebook), Teumep (Twitter), Hncmazpam (Instagram), Jymjyo
(You Tube) u Tuk-Tox (TikTok) cy y nOMUTHYKO-AUTIIOMATCKO] KOMYHHKALIMjU Beh
MIPENO3HATH Kao BayKHHU KaHAIIM Koju omoryhasajy ,,00jaBJbUBabE, pa3MEHY U Uy-
Bame HH(pOpMaLmja,” 300r Yera HeKu TeopeTudapu Beh ropope o ,,JUrUTaTHOj AUII-
nomaruju” (Westcott, 2008: 3). 3axBasbyjyhu Tsumepy, Tana aMepudKky KaHIUAAT
3a npencennuka Jlonang Tpamn (Donald Trump) npenomuo je cBecT aMmepuyke
JABHOCTH, 1OKa3yjyhu Kako JpyIITBEHE MPEXKE Pa3BUjalheM KOHTpaHApaTuBa MOTY

22”To conclude, today we put forward a plan to tackle the immediate threat centre and the build-up
European long-term defence. In doing so, we will help European countries meet their NATO capa-
bility targets we do this not to fight the war but to prepare for the worst, defend peace in Europe and
stand strong for a world where might cannot make right, yrosopuia je Hekazia pBa Jjama eCTOHCKe
TIOJIUTHUKE M BHCOKa TpeacTaBHuua EY 3a cospmy nomutuky u 6e36equoct. Kaja Kallas: SPEECH
March 19, 2025 Brussels, Remarks by High Representative/Vice-President Kallas and Commissioner
Kubilius on the White Paper for European Defence and the ReArm Europe Plan/Readiness 2030.
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J1a IPOU3Bey MyOIUIUTET CHAXKHUJHU O] KIIACHYHUX MeHja. Y AUIIOMATCKOM KO-
MYHULIIpamY, OyayhHOCT Mpunaga IMrUTaIHUM Iu1atopMama, ajid Tako He MUCTIe
CBH CTpaTe3u MeAMjCKuX canpkaja. Ha nmpumep, Busujan Bokep (Vivian Walker),
6usmia qupekropka Caseronasue komucuje CAJl 3a jaBHy auruiomatujy (ACPD)
npeasubha aa ,,KOIUKO Tl 1a je TUTUTAHU CBET IOCTA0 peajaH, a MPEHOIICHE
MOpYKa U MPOMOIMja HALMOHAIHUX MHTEpeca y HHPOPMATUIKOM MPOCTOPY IO-
CTaJIM BUJIJbUBH, TPAIUIIMOHATIHN KOHTAKT ,,JIUIIEM Yy JIUIE” 0CTaje CyIITHHA, IUI-
nomarcke komynukauje” (Glas Amerike, 15. mapt 2025).

VY cutyanujama kaja je 3abpamUBaH Ha JPYIITBEHUM MpeKama IpH Kpajy
NPBOT MaHjaTa, npeaceanuk Tpamr je o6ehaBao na he o0HOBUTH c0060ay M3pa-
xaBamwa y CjenumennM [IpxaBama, nogHocehu TyxOy MPOTHB TPU BEJIUKE TEX-
HoJouike koMmmnaunuje: Dejcoyka, Teumepa v [yena (xao Bnacuuka JyTjyoa) 360r
[IEH3ype MPOTUB Bera U Ipyrux KoHsepsarupaia.” [llecT qaHa HAKOH MOHOBHOT
CTyHama Ha Ty’KHOCT, 3a0paHuo je aMepHUUKOM PaTHOM Ba3yXOIIOBCTBY J1a CBO-
JUM perpyTHMa Ipejaje UCTOpHjy LIpHUX nuiioTa u3 Jpyror ceerckor para. Camo
TPHU JlaHa KaCcHHje, ca cajTOBa AP)KABHUX MHCTHUTYIIM]ja TIOYETIe Cy J1a HECTajy Of-
pehene peun (,,pa3IMIUTOCT, HCKIBYUECHOCT, POJI, COLIMO-EKOHOMCKH, HEZIOBOJbHO
3acTyIUbeHH...”). Y DPpPaHIyCKOj, IB€ CTOTHHE YIJIEAHUX MpeJICcTaBHUKA JIH0e-
pasine Oypxoasuje — mel)y kojuma cy 6uBiHM npeaceHuk Pemyomnuke, 1Ba 6uBia
IpeMujepa 1 YNTaB HU3 IPaJOHAYCITHUKA WM TIOCTaHuKa U3 aecHune miu Couu-
JjaJMCTUYKe MapTHje — MO03MBa J1a C€ ,,3aIUTUTE JeBPEejU 3aKOHCKUM MPOJIallCheM
AHTUIIMOHU3MA HOBUM OOJIIMKOM aHTHceMuTusma” (Le Monde, 22. mapt 2025).
Jlpyrum pednma, J1a ce jacaH MOJUTHUYKH CTaB — KOJU 3aCTYIajy U JIEBO OPUjEH-
THUCAHU aKTHUBHUCTHU M YATPAOPTOJOKCHU JEeBpEjU — MPOIJIaCH KPUBUYHUM JIETIOM.

MopasHa naHuka y 100y KJIacHyHe ITaMIle HUje Ouia TOJIMKO OIacHa, jep
je mocTojano BpeMe 3a crpeyaBame HHPOPMAaTUBHOT Xaoca 1 IIcuxo3e cTpaxa. Me-
hyTtumMm, y 100y apyImTBeHUX Mpeska, IpooiieM Ae3uH(OopMHCamba JaBHOCTH 100uja
Ha 3Ha4ajy, jep yMecTo UCTHHUTE HH(OopMalrje y AUTUTAIHHU IPOCTOp yoaIryjy ce
CIIMHOBH, KOjH MOATPEBajy KOHPIUKTHO CTame, IPOBOIMPajyhn HE3a10BOJCTBO

B Teumep n dejcoyx cy nporepaiu TpaMiia HAKOH ILITO Cy HErOBU CIAEAOCHUIIN YITAIH Y aMEPHIKH
Kanuron 6. janyapa, HaBogehu kao pasior 3a0puHyTOCT J1a OM ITpeAceHUKOBE 00jaBe MOICTAKIe
JlaJbe Hacuibe. Y CBOjOj KOMYHHKAIMjH OH CE OCJIarbao Ha KpaTKa CaoMIITeHha 3a ITaMITy Koja
nogcehajy Ha leroBe TBUTOBE, AMCTPHUOyHpaHe MejIIoBUMa 01a0paHuM HOBHHApUMa | TUIIIIOMa-
Tama, Kako OM HAacTaBHO Ja M3HOCH TBPJHE O MOOeIN Ha MPEeTXOJHUM n3bopuma. [Iporony ce
KacHUje npuapyxuia u Mmpexa Crenuem, ctonupajyhu o0jaBipuBame BUICO caipxKaja Koje ,,[pe-
CEJIHUK KOPHCTH 3a camorpomorijy” (3.6.2020).
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U cyko0e.>* Ananmsupajyhu cTame Ha pyCKO-yKPajHHCKOM PATHIIITY, 3aIla3iiId CMO
Jla y HEKUM CHUTYyallfjaMa KOH(IMKT MPBO NMOYHE-E Ha IPYIITBEHUM MpeKama, ra
TEK KacHHUje Ha OOJHOM MOJbY. Y CBUM paTOBMMa BOhEHHM LIMPOM CBETA, MPOIa-
rasja je 6uaa Hezao0MIIa3aH MpaTUIIal], CaMo Ce TO y O0jallImbehbuMa ONpaBiamba
BEILITO MPUKPHBA. TUIIMYHU HAPATHUBU PYCKO-YKPajUHCKHX CYKOOJbaBamba OTKPHIIH
Cy HaM MHOTO NpHMepa CIMHOBAamWa, Je3uH(pOopMaIija, IIIacuHa, yrnorpede cre-
peoTHna 1 reHepanu3aiyja Kao KapaKTepUCTUYHUX TEXHUKA KOje KOpHCTEe pas-
JUYUTU MeJIUjcKkH akTepu. ,,Cykob Ha Kpumy ocrahe ynamheH kao jenan ox mpBux
paroBa BoheHHX MPBEHCTBEHO Ha MHTEPHETY, a HE Ha KIACUYHOM OOJHOM IIOJbY.
On ,,mpeMerirama’ patumra y Jlonbac, nopesa 3BaHUYHUX WHPOPMATUBHUX Ka-
HaJsa (TpajuIOHaHA ITaMIIa, PAJN0, TEJIIEBU3HUja), YIOTY JIOYLIITHUKA [IPEYy3eIIH
cy 6iorepu ca o6e cTpaHe ,,ACTUHE , KOJU TUCTPUOYHPA]y CEIIEKTOBAHUM CIIMKaMa
3nounHa. O6jaBe, OJIOTOBU M BUIE0 CHUMIIM M3a3BaJiu cy joil Behy OyKy U ryX By
y JaBHOM IIPOCTOPY, IIITO j€ OTEKAI0 3BaHUYHUM MeIjUMa J1a HECMETaHO [IPEeHeCy
KeJbeHY MOPYKY, T0CeOHO Yy MOIIeay cBpXe pedepeHyma — aHeKCHje UM jeIuH-
ctBa” (Jevtovic 1 Jevtovié, 2023: 99).

Y Hemauxoj je 1. janyapa 2018. moHeT 3aKkoH ca IIUJbeM perysaiuje JpyuT-
BEHHMX MpeXa, KOjH je IMpeMa OLICHH HEBJIJANHE OpraHu3anuje Xjyman pajmc 6oy
(Human Rights Watch), ,,ioCTaBHO OMacaH MPECEeIaH 3a CBE BaJle KOje JKee Ja
orpanuye cio0o/y n3pakaBamba TAaKo LITO he MpuMopaTyu MprUBaTHE KOMIAHUje Aa
NocTaHy Ap)KaBHa MOIUIMja ropopa. OnMax cy ra Kao y30p NpuUrpiuie Tpu oec-
HPEKOPHO JeMOKparcke 3emibe — Ounnuan, Cunramyp u Pycuja.”* Upouuja He-
MauKUX KOMEHTAaTropa yKasyje Ha YHICHHUIY O KOjOj BpeIu pa3MUILbaTH —
OZIBajarbe JUTUTATHUX MEAN]ja O APYIITBEHUX U MOJIUTHYKUX HHCTUTYIMja BOAU
TPajHOM I'yOMTKY €KCKITy3UBHOCTH y TIOCTaBJbakby arcH/e, YuMe LeH3ypa 1 HaJ30p
O]l CTpaHe JpKaBe HECTajy Kao eIeMEeHT cTabuiIHOoCTH nmopeTka. Ha ¢parmentu-
paHOM, MaHUITYJAaTUBHOM U (DyHJAMEHTAIIHO MIEPCOHATM30BAHOM TPKHUILTY jaBHE
NaKIe, 0TBapa ce OUTKa 3a MOBEpEH-E ayIUTOPHjyMa, IIPU 4eMy he TeXHOJIOMIKH
aJIaTH U BEIITAa4YKa WHTEIMTCHIM]a 1001jaTH CBE 3HAYajHUje yIore.

24 _UYwmHu ce a cy APYIITBA C BpEMEHA Ha BpeMe MOJIOXKHA ITepruoIumMa MopaiHe manuke. Oapelero
cTame, orahaj, mojenHar Wid rpyrma jaBibajy ce, a yop3o OuBajy 03HaY€HU Kao MPETHa JPYIITBRE-
HHUM BPEIHOCTHMA M HHTEPECUMA; FbUXOBY ITPUPOJLY MACOBHH MEJIH]H IIPE/ICTABIbAjy Ha CTUIIM30BaH
U CTEPEOTHIIaH HAYMH; MOpaJHe 3a0paHe yCIIOCTaBIbajy YPEAHHIIM, CBEIITCHUIIH, MOJIUTHYAPU 1
OCTaJIM JIGCHUYAPCKH OPHjEHTHUCAHU JbY/U; IPYLITBEHO PU3HATH CTPYUHballi U3pUUy CBOjE Auja-
THO3€ W peliema; npeaiaxy ce (a jorn yenthe UM ce mpuderapa) HAYMHU peliaBama mpodiemMa; To
CTame MMOTOM HECTaje, IOTHCKYje ce WM moropmasa u nocraje ounrieaauje” (S. Cohen (1972).
Folk Devils and Moral Panics: The creation of the Mods and Rockers. Routledge, London, ctp. 2.
B “Germany: Flawed social media law”, Human Rights Watch, 14. he6pyap 2018.
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3AK/bYUHA PABMATPAIbA

TpanuiponaiHa pa3MHIILIbakba KaKo jJaBHA JUIJIOMATHja YeCTO IPUKPUBA
MporaraH/iHe akTUBHOCTH JJAaHAC CE€ CMaTpajy IpeBa3ul)eHuM, jep Ha ’beHO MECTO
cBe yemrhe osa3u AUTUTAIHA JUIUIOMATHja KOja HEBUIJBMBUM MEXaHU3MHMA
HAJ30pa U MPOAKTHBHHUM JEIOBAkEM Ha APYIITBEHUM MpekaMa OOJIHKyje TOo-
KeJbHE CTaBOBE, BPEIHOCTH, yBepema u ujeje. Madpopmarnmja je moh, a ymeTHoct
MIPaBOBPEMEHOT MEJTHjCKOT TIaCHParha BEIITHHA KOjOM CE CHara JipyKaBe JI0Kasyje
y peasHoOM OKpyXkemy. Moh kommjyTepru3oBaHe mpornarasje BUIMMo y edukac-
HOoCTH MH(popManmoHux akmuja (information operations) Koje mpemay3umMajy op-
TaHW30BAaHM aKTepH (ApKaBHU M HEJIP’KaBHM) Ca IUJbEM MIHpema oapelheHor
yTHIIaja Y TIOJUTHYKOM OKpYKEHY. 3aTO IUCKYpC AMILIOMATHje YKIbYdyje IMo-
TpeOy nepcya3uBHOCTH.

Pan je mokasao aa MOMMTHYKO KOMYyHHUIIUPAHE HA APYIITBEHUM MpexKama,
ca cBe OpojHHjuM Ae3uH(popMaIjama, rmacuHama, hamama u JaKHUM BECTUMA,
MOYKe OWTH OMacHO 3a CTAOMITHOCT JpkaBe. AMOacazie u ocTaja JUIIOMaTcKa
NpeJCTaBHUIITBA Takohe he OuTH akTepu AUTUTAHE AUIUIOMATHje KOja IPOMO-
BUIIE UMUI (CIIMKY) ApkaBe y MehyHapoaHuM ogHocuMa. To 3Ha4M aa ce mpo-
HeAype KIacH4yHe AWIIOMaTHje TpaHchopMuIly W mpuiarohaBajy HOBHM
KOMYHUKAIUjCKUM oOpaciuma. Y TUIIa] KOjU ce pasiiiBa APYIITBEHUM MpeKaMa
MOXKe OWTH M3y3eTaH, a Hallla aHAJIN3a j€ JI0Ka3aia 3Ha4yaj CBECTPAHOT, THHAMHY-
HOT ¥ aKTYEJTHOT KOMYHHUIMpamba ca CBUM aKTepUMa Y jaBHOM IPOCTOPY.

[IpomeHa koja je JoKa3aHa OBHM PaZOM y TIOJIUTHYKOM KOMYHHIIUPAKY j&
nyOWHCKa U TiIo0alHa, jep ce Mmopyke maswy ,,01 CBUX ', ,,0]1 CByrne” H ,;3a CBa-
xora”. [Ipu TOMe ce HeorpaHWUEHO Jielie, yeMepaBajy, Mpojajy, Hapydyjy, oBe-
3yjy, Hagorpal)yjy, aurntanusyjy, AMcTpudynpajyhu Mo3ank Tema, caapxaja u
untepeca. [loeHTa je y unmeHUIN Kako je HH)OPMATHYKU CHCTEM JIUTUTAIN30BA0
KOHIIENT HAI[MOHAIHUX 0€30€IHOCTH, a ¢ 003UPOM Ha OTICET MPUMEHE BEIITaYKe
WHTEITUTeHIMje U coPTBEpCKUX mnporpama y EBporu u cBety, 6p30 ce mpuaro-
haBajy u mpumemyjy pean3ajHUpPaHU KOHLENTH HAMOHAIHUX 0e30€IHOCTH.
Mpexe y TOTUTHYKO-TUIIIIOMAaTCKOM KOMYHHUIIUPAKY MAHbE CIIyKe TPOMOIIH]H
JMjajiora U pa3jIMduTUX CTaBOBa, Beh cy BUIIE y QYHKIIH]H CAMOIIPEICTaBIbambha
1 MOOHMITUCamha UCTOMHIIIJLEHUKA.

[en3ypa wim OWII0 KOju CPOIHU OOIHIIN 3a0paHe y TIpoIieIypamMa KpU3HUX
KOMYHHMKaIl{ja Ha JAPYIITBEHUM MpeXama HUCY TOKEJbHH, jep JOBOJC Y CyMIbY
CIOCOOHOCT AprKaBe J1a ce n300pH ca ONaCHOCTHMA. Perieme je y MpoakTHBHOM,
MIPaBOBPEMEHOM, HCTHHUTOM U OJITOBOPHUM KOMYHHUIIMPAKY Ca CBAKUM aKTEPOM,
jep hemo camo Ha Taj HaUWH KPEeUpaTH MEIU)CKU TIOBOJbHU]Y CIUKY U CIPEUUTH
1ojaBy HacTaHKa MopayiHe naHuke. [lomutnyaka 6opba Ha mHTEpHETY OMhe jenan
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oz 00JIMKa HaIMETama 3a MaXKiby U CarJIaCHOCT JaBHOT MHEHbA, IITO 3HAYU 1A pe-
Hiewe Tpeda TPaKUTH Y OPraHM30BAaHOM U CTPATEIIKHA OCMHUIIIJBEHOM KOMYHHUIIU-

pamby KOjUM C€ IITUTH KOMYHHUKAIMjCKU CYBEPEHHUTET U CIIpeuaBa HACTAHAK
nH(POPMATUBHOT Xaoca.
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INTRODUCTION

The multi-year armed conflicts in Ukraine, the Isracli bombing of Gaza and
the war with Palestine, large-scale civil and student protests in Turkey, Macedonia,
Albania and Serbia, along with numerous crises of lower intensity (Slovakia, Hun-
gary...), have demonstrated the importance of information management and control
of political communication, especially content on social networks. The problem is
not new, as the pioneering outlines could be seen in the civil uprising and “non-vi-
olent demonstrations” that grew into a popular revolution in Romania (December
1989), and through the “colored revolutions” in numerous countries (Georgia, Kyr-
gyzstan, Ukraine and a number of Arab countries) the power of social networks and
their role in the collapse of national sovereignty were seen.*

In such situations, a combined set of non-violent strategies and tactics is
at work that carry out the communicative mobilization of civil society, with in-
ternationalization and a call for help. The structure of Internet communication has
changed the flows of user generated content or content created by citizens as users
of the computer network. This means that in modern society, in parallel with the
mainstream diffusion of filtered messages, their uncontrolled diffusion by indi-
viduals and groups who may have dangerous security intentions is also enabled.
The pressure on political decision-makers has become much stronger and more
aggressive, because the noise coming from the digital environment aims at the
function of ensuring legitimacy in the context of the idea of “government beyond
the nation-state” (Ziirn, 1998).

When, at the beginning of the last decade of the last century, the American
political scientist Joseph Nye, Jr. introduced the term soft power into the academic
vocabulary as the easiest way to describe the invisible diplomatic influence and
relationship with the media and liberal, American-centric globalization through
the discourses of politicians, security experts and media analysts, we could read
numerous critical comments. In times of the collapse of international law, the
spread of aggressive ethno-nationalisms, the growth of migratory movements, the
large-scale armament of states and permanent armed conflicts, doubts about the
effectiveness of new forms of influencing reality increased. The Harvard scholar
was the first to point out the “visible but intangible” effects of diplomatic-political
propaganda, thanks to which the image of power is projected, whereby “two things

4“Colored Revolution” is a term used to describe a series of mass protests and political changes
that have occurred in several countries around the world from the late 1990s to the present. The
name comes from the fact that participants in these protests used certain colors as symbols of their
movements (e.g., the “Orange Revolution” in Ukraine, the “Pink Revolution” in Georgia, the
“Tulip Revolution” in Kyrgyzstan).
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can greatly increase or decrease the ability of any entity: first, its own legitimacy
in the eyes of its individual members and second, its credibility in the eyes of
other powers” (Nye, 2004: 27). Soft power as an analytical category produces dif-
ferences within and between societies, becoming an ideological instrument of the
states that apply it, while eventual conflicts constitute a demonstration of hard
power and violence. “Voluntary consent” to the infiltration of imposed ideas into
the public opinion of targeted societies and states is much more effective, more
durable and more invisible than all other dispositions of power.’

Substantial transformations of the political public occurred with the advent
of the Internet, especially the emergence of cyberspace, which stimulated numerous
democratic, theoretical and practical changes in all spheres of communication. The
massive networking of companies, organizations, universities, the non-governmental
sector, government bodies, embassies, security agencies, and even ordinary people
has opened up an imaginary space to everyone on the planet (provided they have
free access to the Internet).’ For further work, the theorists’ statement that “online
communication affects not only the imposition of certain topics of public attention
and the shaping of public opinion, but also the relationship between representatives
and the represented, the audience and the broadcaster” (Kamps, 2011: 277:327) is
also important. In the vicious circle of the global audience, the gap between those
who create and those who receive information is growing, which means that the
tension, anxiety, and fear of primary interest groups, increasingly preoccupied with
themselves, are permanently growing. Media theorists Maxwell McCombs and
Donald Shaw long ago expressed the opinion that “the mass media may not be so
successful in convincing us what to think, what attitudes to have about various phe-
nomena and people, but they are extremely successful in telling us what to think
about, about which phenomena to form opinions and attitudes” (Bogdani¢, 1996:
121). Their contribution lies in the observation of how the media determine the
“agenda” and the relevance of topics for reflection, thanks to which the agenda set-
ting theory was formulated, which only strengthens the thesis that with each new
technology in modern society, the communication influence grows.

3 The French philosopher Pierre Bourdieu saw this much earlier through the imposition of symbolic
power, because it is “une forme transformée est-a-dire méconnaissable transfigurée et 1égitimée
des autres formes de pouvoir.” Bourdieu, P. (1977): Sur I’Etat. Cours au Collége de France, 1989—
1992, Raisons d’agir — Seuil, Paris, 2012; Sur Le Pouvoir Symbolique, Annales. Economies, so-
ciétés, civilisations, vol. 32, no. 3, Armand Colin, Paris, juin 1977.

¢“This principle of free access is limited by: a) the technological level of society; b) media capa-
bilities; c¢) the availability of hardware and software; and d) interdependent conditions, such as,
for example, socio-economic status.” See Kamps, 2011: 284.
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The process of commodification has also affected the sphere of public com-
munication, turning information, ethics, truthfulness and public interest into goods
that are shaped according to the needs of the client.” Hence, diplomats adapt the
structure and content of messages intended for the political public, giving them the
desired dynamism, persuasiveness and visuality. Unlike the times of the classic
press, radio and television, a new audience is now emerging, in which each partic-
ipant has the opportunity to contact them, give their observations and offer infor-
mation.® This means that the Internet and mobile applications, along with the
semiotic narcissism of television images, have remodeled communication patterns,
significantly determining the perception and effects of the actions of political actors.
Professor Tatjana Tapavacki Duronji¢ also reminds us that we live in a time when
the phrases “digital society, digital citizen, digital media, computer media, internet
society, etc., are not just linguistic expressions, but represent small paradigms of the
meaning of the information-network society” (Tepavicki-Duronji¢, 2017: 9). The
Internet is the basic technology of the information society and the central machine
in the cyber environment, with important propaganda potential. Controlling the qual-
ity and reach of the information placed is the essence of soft power, because other-
wise the other side gets the chance to manage the attention of public opinion by
placing its illusions. The aim of this paper is to contribute to the understanding of
the narrative of political-diplomatic communication in the age of social networks,
especially in crisis and conflict situations.’

TAGGING OTHERS ON SOCIAL MEDIA

In diplomacy, the presence on social networks is a confirmation of one’s
own existence, international visibility and strength in a dynamic, interconnected
society. It is important because it opens up contact with ordinary citizens, who

7 The essence of commodification is in the change of social function, as information that had a
priority social dimension is now given economic and political value in a capitalist manner of gain-
ing profit as the ultimate goal. Shoshana Zuboff cites research on “mind control” by the American
CIA, according to which “human material is changeable”, so that “one’s personality, identity, con-
sciousness and ability to self-determination regarding one’s own behavior can be crushed, removed
and replaced by control from the outside.” (2020: 343).

8 “Numerous users of social media, especially social networks, are involved in diplomatic processes
and are in constant dialogue with diplomats, with whom they analyze issues that were previously
reserved exclusively for conversations behind closed doors,” our theorists state (Nikoli¢ &
Baltazarevic¢, 2019: 22).

?Crisis communication researchers point out that crisis management in conflict situations can be
a matter of life, because the essence of a crisis is “that a decision needs to be made, but it has not
yet been decided” (Milasinovi¢ & Kesetovic, 2009: 8).
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are themselves searching for ways of self-representation and self-realization.!”

In practice, these specific virtual communities most often bring together
individuals with similar interests. The ruling elites must understand that this is a
symbolic fusion of the instrumental power of networks and the traditional power
of the state, so that monitoring content enables behavior modification, without
which it is impossible to manage crisis situations. The main instrumental networks
are in the hands of global info-companies, which also means that power is in their
possession. The illusion that is abundantly offered is that a person freely decides
how, when, how much and with whom to communicate, paying special attention
to their own behavioral direction. “What makes social networks unique is the op-
portunity they offer users to make their contacts visible, which can lead to con-
nections with individuals with whom this would never have happened otherwise”
(Boyd & Ellison, 2008: 211). The public sphere thus coincides with political-party
intentions of symbolic dominance, which means that networks offer diplomats a
communication outlet to a transnational audience. In this way, they avoid the nar-
row filters of national media and skillfully create ideas and attitudes that should
not be officially revealed.

The European political scene is becoming more unified today, with a po-
litical stance imposed from a single center, while any dissonant tones are silenced
or excluded from cyberspace. For example, the first official warning comes from
high political centers of power, which serves as a decisive and unquestionable
fact: “Russia is organizing cyberattacks on French hospitals,” warns President
Emmanuel Macron (Emmanuel Jean-Michel Frédéric Macron) on TikTok on Feb-
ruary 20 of this year. This follows previous suspicions from 2022 and 2023, when
the National Agency for Information Systems Security (ANSSI) warned that thirty
healthcare institutions had been targeted by so-called “ransomware” viruses,
causing huge financial damage and the publication of confidential data on the In-
ternet.!! The specificity of the communication structure on networks lies in their
decentralization, which means that national institutions become vulnerable due
to “increasing interconnectedness with other information systems”. The source of
information is important for its credibility, because if it is sent from a political
party or the headquarters of a political leader, its credibility will also be greater.
The communication skills of the bearer of the message’s meaning also affect the
speed and scope of its dissemination. For creating an image of the Other, it is im-

10To avoid any misunderstanding, we define social networks as a web service that allows individ-
uals and groups to build their profiles in restricted systems and connect with other users.

' The director general of this national institution highlighted as a characteristic of the dangerous
virus that it is based on “phishing, in which attackers do not target anyone in particular, but ev-
erything in general” (France Inter, July 10, 2023).
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portant that the source of the message enjoys a high reputation, because in that
case a larger number of people will be contaminated by its propaganda influence.'

The strategies and techniques of imposing topics are further used to or-
ganize a broader, pro-European agenda. On 7ikTok, French President Emmanuel
Macron led the campaign to accuse the Kremlin of “manipulating our opinion
through the lies it spreads on social networks” (Le Monde diplomatique, April
2025). The mobilization of political space in France is ensured by Viginum, a serv-
ice for surveillance and protection against foreign digital influences. Dealing with
the protection of credible information, its agents in February 2024 (a few months
before the European elections), announced that there was a “structured and co-
ordinated attack by a pro-Russian propaganda mechanism”. The news was picked
up by numerous media outlets throughout Europe, but also globally, trying to gain
systemic trust. At the same time, Viginum revealed the intensive activities of a
pro-Russian fake media network, called Portal Combat, which targets European
and Ukrainian audiences. The rise of digital propaganda is rampant on the Internet,
but the French agency specifically singles out “at least 193 sites that initially cover
the space of Russian and Ukrainian localities.” The control is sophisticated, and
in practice it has been noticeable already a day after Russia began shelling Uk-
rainian territories. The networked sites do not produce original content, but rather
transmit persuasive information from three types of reliable sources: accounts of
Russian or pro-Russian actors on social networks; Russian news agencies; and
official websites of local institutions or portals. The focus of the propaganda narra-
tives is on the positive presentation of the “special military operation” and the ac-
cusation of Ukraine and its leaders. Cyber groups that primarily operate in this
field operate on a clear hierarchy and accountability structure, with the maximum
use of automated bots and human trolls.' The pravda-f[.Jcom portal directly tar-
geted the French public, with the mission of polarizing it.'"* The administrators’
plan was to reach the widest possible audience, so the network combined several
techniques, such as the theory of selecting pro-Russian propaganda messages ac-

12In political public research, we distinguish sources of information by the degree of influence
they have on others, which is expressed by the influence weight. The higher the weight of a pol-
itician (diplomat), the greater the influence on the public, and it is directly related to the level of
communicability, credibility, social reputation and trust.

13 In European discourse, the term bot (from ro-bot) refers to non-human objects, or automated
agents, whose primary task is to simulate interaction with real people.

'4In a similar way, the audience of potentially interesting countries is targeted. Portals are imme-
diately established in other territories, for example: pravda-de[.Jcom: Germany, Austria and Switz-
erland; pravda-pl[.Jcom: Poland; pravda-es[.]Jcom: Spain; pravda-en[.]com: United Kingdom and
the United States...
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cording to different target groups of recipients, mass automation in content dis-
tribution, and search engine optimization. The content is published using codes,
which means that there is no separate editorial office or journalists, but that the
news is distributed from one center to everyone who transmits it without verifi-
cation. The content is the same, even the places where photos and video texts are
placed. Despite the great effort, the French website recorded just over 12,000
visits in a few months, meaning that it did not achieve the planned effects. A report
by the French Senate published in July 2024 nevertheless warns: “If we are not
able to accurately assess the scope and impact of an influence operation, drawing
public and media attention to its existence (...) can benefit the adversary, who thus
creates the illusion of a greater strike force than it actually is” (Le Monde diplo-
matique, April 2025).

Images of the Others are also being systematically created by Russian spe-
cialized companies, including the Internet Research Agency in St. Petersburg. Re-
searchers of this type of communication testify that from here “hundreds of people
are sending a huge number of comments and fake news for the domestic and for-
eign geostrategic needs of the Russian government” (Zelenkauskaite & Niezgoda,
2017). In their 2022 report, experts from the Kaspersky Cyber Unit analyzed ac-
tivities in cyberspace, warning of more intense political communication in the days
and weeks preceding the armed conflict.!* Then, on February 24, a strong wave of
ransomware and wiper attacks (data-wiping malware) followed, indiscriminately
targeting various military, security, and civilian entities across Ukraine. Some were
fast, sophisticated, and frequent, but since their intensity immediately decreased,
Ukrainians did not even realize they were the target of cyber aggression.

At the same time, the Ukrainian intelligence community warned of the
enemy’s preparation for armed action, making preparations for a digital conflict.
A large number of independent cyber groups have been formed in the Ukrainian
cyber community, formed with the aim of infiltrating enemy networks and pub-
lishing their confidential data, in order to ideologically compromise them and label
them as “enemies of democracy”. In practice, this creates a polarized picture of
the Manichean background of the conflict, in which the collision of good and evil
(black and white) is illustrated by identity theft, the purposeful opening of fake
websites and a flood of disinformation that obscures the essence of the conflict.
All actors participate in communication competitions, and total methods of de-
stroying the enemy are used, including the complete deletion and destruction of
enemy data. Governments publicly deny even the idea that they are behind such

15 The report is part of the Kaspersky Security Bulletin (KSB), which annually provides predictions
and analysis of key changes in the world of cybersecurity.
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“self-organized groups,” but secretly do everything they can to enable them to suc-
cessfully intercept adversary communications. Certain groups, such as the /7 Army
of Ukraine or Killnet, are officially supported by the government (financially, or-
ganizationally, technologically, personnel-wise, reinforced by propaganda teams),
which has allowed their Telegram channels to gain millions of followers around
the world, spreading the image of righteous defense that also protects European
interests. Kaspersky analysts calculated that in 2022, the average DDoS attack
lasted 18.5 hours — almost 40 times longer than in 2021 (about 28 minutes).'®

Greater power also means greater cyber units, and in China the number of
people engaged in this type of information creation exceeds two million. Relevant
sources claim that “the Chinese government, through the 50 Cent Party, annually
produces 488 million comments on digital platforms”.!” Organized armies of trolls
across the planet are trying to take over every corner of our lives, optimizing people’s
need for knowledge beyond personal experiences. Prognostic models in which IT
corporations are investing more and more money create precise navigation with
links that lead the audience to already created addresses with desirable emotions,
needs, habits and desires. The commercialization of media, along with the expansion
of the use of social networks, is leading to the disappearance of the so-called “gate-
keepers”, which means the end of the monopoly of traditional media in encoding
politically important concepts. Digital media differ significantly from traditional
media: “they accelerate the delivery of news and similar content instead of screening
it through a powerful gatekeeping process. The audience does not wait, and digital
media sacrifice the quality of information for its speed, selecting only those that are
interesting to it* (Jevtovi¢ & Mari¢, 2022: 819).

Social networks enable direct contacts between political parties, direct
links between politicians, the media and diplomacy, as well as open relations with
the civil society. More money means more visibility, so it is not surprising that
large states are raising the stakes in the competition for power. Russia’s 2025
budget includes 137.2 billion rubles to finance state television channels, media
and internet projects, which is 15.9 billion more than the previous year.

16 A targeted distributed denial of service (DDoS) attack takes down websites and servers by dis-
rupting network services, draining application resources. Attackers flood the site with a flood of
data, rendering the website unusable or completely shutting it down. The goal is to break into the
database and retrieve and destroy all security-critical information.

'7Botting and trolling are present in much of the world today, but are rarely discussed in public,
as it is acknowledged that the democratic framework is created through information management.
For example, it is estimated that around 50,000 people are engaged in these activities in Azerbaijan,
around 40,000 in Ukraine, around 20,000 in Iran, and over 10,000 in Vietnam and Turkey. More
in: King, Pan & Roberts, 2017: 484-501.
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In the public discourse of the cyber environment, political battles are not
won by those who are right, but by those who use the strategies and techniques of
computational propaganda. Media manipulations are most successful when they
land on a soil full of ignorance and misinformation, so the conflict between Russia
and Ukraine is a good example of digital marketing. The average European has al-
most no knowledge of the history of World War II, which has been systematically
and brutally retouched. After almost eight decades of the great suffering of the pop-
ulation of the then Soviet Union (USSR), the awareness of the sacrifice of a people
is almost non-existent, as is the memory of the rich literary, pictorial, musical and
other artistic past of Russian culture. Hence, they have difficulty understanding the
Russian position and attitude towards Ukraine, creating a series of stereotypes that
condemn one side in advance as the bearer of evil. Social networks further profile
the targeted perspective, which, with the mediation of other platforms, political
bots and autonomous agents, is shaped into a means of influencing public opinion
(Woolley & Howard, 2016).!*

Narratives about the investments of great powers in soft power often conceal
real power plays in real politics. Examples of false reporting are minimized or si-
lenced. For example, when journalist Ruth Elkrief interviews former French Foreign
Minister Hubert Vedrine about “two Russian missiles that probably fell in Poland”
(LCI, November 15, 2022), wanting to “find out if this was Putin’s conscious deci-
sion.” Her senior interlocutor diplomatically suggests that she should “check the in-
formation first,” but she refuses to listen. When it was discovered that the news
came from Ukrainian sources and was false, no Western media outlet wanted to talk
about it anymore. “Give lies a 24-hour head start and the truth will never arrive,”
Goebbels argued, a little less than a century ago. Today, social networks only need
a few minutes of advantage, which makes the targeted party passive and reactive in
the further campaign. Blurring the boundaries between facts and fiction plays on
the credulity of the audience, and it is possible to use it only if you know its structure.
While in classic newspapers you have only one news story a day, on portals it ap-
pears in numerous modifications and dozens of times. The social diagram is inex-
orably moving towards outcomes that are in line with the desired (projected)
attitudes of the algorithms that scan, collect and process every member of the digital
tribe. Young people in particular are flocking to the environment of new media, not
realizing that it is owned by mega-corporate capital.

8 Woolley and Howard explain this as politics in code, where “autonomous agents, equipped with
large datasets of our behavior collected through the Internet of Things, work through social media
to engage with us on political issues and alternative ideological projects.” More in: Woolley &
Howard, 2016.

285



Jevtovic, A., Mari¢. K. & MilasSinovi¢, M. Propaganda and censorship...

SURVEILLANCE AND CENSORSHIP IN THE DIGITAL AGE

Looking at the historical development of censorship, it could be stated that
it has always been a companion of human society, but that the visibility of its pres-
ence grew with the authoritarianism of the political system. In ancient Athens, by
decision of the judges of the Areopagus, all the books of Protagoras that doubted
the existence of gods were publicly burned, and later the Inquisition, with the support
of the Catholic Church and as an institution of censorship, officially banned, con-
demned and punished all those who had different views and ideas. The first decree
relating to the “spreading of false news” was passed in England in 1275, so it can
be said that the struggle for surveillance and control of information in the public
space has been ongoing since then (Bjelica & Jevtovi¢, 2006: 42)."° The next few
centuries (the age of handwritten books) would pass under the domination of the
church, which censored any content that would question its power to govern society.
However, with the discovery of Gutenberg's printing press, the first newspapers ap-
peared, as well as the mass production of books, so the state took over the respon-
sibility of censorship, trying to bring ideas, programs and patterns of behavior into
controlled limits. For example, in Germany in 1524, the obligation of every printing
press owner to obtain government approval before a book was published was intro-
duced, while the rest were physically destroyed. The strictest censorship was in Eng-
land, which welcomed the moment of the abolition of preventive censorship (1695)
as one of the brighter moments in national history.

Limited by the scope and topic of the text, we will also say that each state
normatively regulated the space of freedom of speech and publication in its own
way. Censorship was implemented in all fields of creative activity, out of fear that
public criticism and contestation of ruling ideas could jeopardize the functioning
of the government. Hence, public and secret communication intertwined. The first
belonged to all citizens, political parties, universities, unions and similar social
agents, and the second to diplomacy and high-ranking political leaders, who im-
plemented political programs and ideas under the media spotlight. For example,
the diplomatic, but also financial, cultural, military and security rapprochement of
Yugoslavia with the West was encouraged by informal communication channels.
“The New York Times’ Europe director, Cyrus Leo Sulzberger II, in April 1951
proposed to Milovan Dilas that Yugoslavia, Turkey, and Greece create a joint de-
fense plan against the Soviets, and a little later, military attaches were exchanged”

1 Bjelica and Jevtovi¢ note that this decree did not apply to the press, which did not yet exist at
the time, but rather “to people who spread news orally, and also to authors of written papers. Con-
trol of content was facilitated by maintaining Latin as the official language, which allowed the
church full control of social life.”
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(Mirkov, 2023: 169). Diplomatic communication enabled a strategic geopolitical
change of the state, which could not have been foreseen from public communica-
tion. Our state also stands out for the fact that in the former Yugoslavia, the so-
called self-governing censorship functioned, specific in that “in the name of the
working class, as well as the appropriate leadership and social councils, it protected
the public from the “products” of newspaper, publishing, film, theater, and other
companies that could disturb public opinion. Political censorship was carried out
at party forums, i.e. councils of self-governing bodies and other socio-political or-
ganizations, with the task of ensuring the ideological purity and political orthodoxy
of authors and their works” (Peri¢, 2024: 176). Absolute freedom of public speech
is the ideal of democratic societies, so we can conclude that with each technological
media advance, the covert control of content grew, with which states sought to pre-
serve their role as controllers. Theoretically, this was justified by the state's need
to preserve the security of the community (“armed secrecy”) and the doctrine of
the “social responsibility” of the media. The norms recommended in public com-
munication are based on the voluntary consent of participants not to use hate
speech, political incorrectness and lies, but with the emergence of multimedia, in-
creasingly pronounced violations of these postulates are observed. Under the guise
of freedom of expression and the public's right to know, the line of freedom began
to be lost, turning into abuse by aggressive, violent, discriminatory and provocative
individuals and groups who impose their views by all means.

That is why media propaganda with social networks is gaining an even
higher level, more difficult to be recognized. The cyber environment based on con-
nected so-called “smart technologies” and open opportunities for development, in
terms of generating and processing information, is becoming increasingly difficult
to monitor, which means that in the future we will be increasingly exposed to the
effects of fake news, rumors, disinformation, and even plain lies. Thanks to the char-
acteristics of cyber communication in which anonymity is an important advantage,
information chaos is deliberately created, which introduces disorder into the inter-
pretation of phenomena and events. An atmosphere of anti-propaganda is artificially
created, in which the goal is not to “impose certain narratives, but rather to "pollute’
the public space of the Internet” (Petrovi¢, 2018: 13).2° In modern diplomacy, inter-
action with numerous publics removes potential obstacles to receiving and under-
standing messages, so contact through social networks enables the effective

20Tt is much easier and simpler to make people’s participation in political processes meaningless
than to try to make them give up on already formed views and judgments. Dalibor Petrovi¢ points
this out, knowing that the most numerous internet users worldwide are “young, educated and
wealthier than the average population, which also means that the possibility of manipulating their
ideas is probably smaller than the average population” (2018:13).
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satisfaction of political interests. Public diplomacy always takes care of negative
opinions in the public space, especially if they undermine the image of the state
whose interests it represents. Digital diplomacy has branding of the state at the top
of its responsibilities, and this is not possible without positive publicity and quality
relations with the media. An open ban is not a solution, because it destroys demo-
cratic credibility, but in crisis and conflict situations it is easier to notice.

Censorship entered European cyber and media spaces more strongly at the
beginning of the Russo-Ukrainian war, when the Russia Today and Sputnik chan-
nels were banned from broadcasting under the guise of stopping Russian propa-
ganda. Unlike in the 20th century, when states covered up censorship as a form
of political bias that prevented the right to a different opinion, the way social net-
works moderate posts, videos, and news that are silenced or declared unsuitable
“due to the spread of disinformation and discord among the audience” shows that
there are controllers at the global level.?! Terminology is important in order to cat-
egorically label the opposing side, which is significant due to the perception of
the audience — by Western and Ukrainian media, Russia and its actions are clearly
labeled as “terrorist” and “aggressor”, while Russian rhetoric for Ukrainian forces
used the terms: “Banderaists” and “neo-Nazis”. Social networks immediately di-
vided, becoming reservoirs of hatred and intolerance, ready to propagandize and
support their side in the conflict.

With the justification of “protecting fundamental rights and freedoms”,
the European Union unanimously decided in 2022 to prevent the spread of Russian
influence in its political space, maneuvering with normative frameworks and de-
regulating national media policies. The question that arose before everyone, but
especially the young transitional member states of Central and Eastern Europe,
was: if borders are disappearing in the political, security, economic, cultural and
diplomatic fields, how is it possible for them to remain in the sphere of communi-
cations? If the processes of Europeanization have permanently changed the media
offer since the beginning of this century, especially with the advent of social net-
works, can the digital packaging of propaganda contain and even increase “Rus-
sian interference” in European affairs? How is it possible for such a small number
of global communications companies to control an increasing number of mutual
interactions? We could ask questions for a long time, but the key point is - who

2 Mark Zuckerberg, CEO of Meta, announced earlier this year that he would “drastically reduce cen-
sorship” and eliminate fact-checking systems on social networks like Facebook and Instagram. The
logical question is whether the new digital policy coincides with Trump’s recent arrival in the White
House, or does it imply that freedom of speech was restricted or even suspended during previous ad-
ministrations, such as Barack Obama’s or Joe Biden’s? If so, there is much to be concerned about,
especially given that the US has been labeled as the “cradle” of democracy in narratives about it.
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has a monopoly on controlling the content of social networks, that is, can states
preserve their communication sovereignty if they do not have the power to shape
political will and seek solutions? “Our information space is nothing less than a
geopolitical battlefield where we are losing the war”, warned the head of European
diplomacy, Kaja Kallas, on March 19, comparing the spread of fake news to the
violation of territorial integrity.?

Facebook, Twitter, Instagram, YouTube and TikTok have already been rec-
ognized in political-diplomatic communication as important channels that enable
“the publication, exchange and storage of information,” which is why some theo-
rists are already talking about “digital diplomacy” (Westcott, 2008: 3). Thanks to
Twitter, then-US presidential candidate Donald Trump broke the consciousness
of the American public, showing how social networks, by developing counter-
narratives, can generate publicity more powerful than traditional media. In diplo-
matic communication, the future belongs to digital platforms, but not all media
content strategists think so. For example, Vivian Walker, former director of the
US Advisory Commission on Public Diplomacy (ACPD), predicts that “as much
as the digital world has become a reality, and the transmission of messages and
the promotion of national interests in the information space have become visible,
traditional “face-to-face” contact remains the essence of diplomatic communica-
tion” (Voice of America, March 15, 2025).

In a situation where he was banned from social media towards the end of
his first term, President Trump promised to restore freedom of expression in the
United States, filing a lawsuit against three major technology companies: Face-
book, Twitter and Google (as owner of YouTube) for censorship against him and
other conservatives.”® Six days after taking office, he banned the US Air Force
from teaching its recruits the history of black pilots from World War II. Just three
days later, certain words (“diversity, exclusion, gender, socioeconomic, underrep-
resented...”) began to disappear from the websites of government institutions. In

22¢“To conclude, today we put forward a plan to tackle the immediate threat centre and the build-up
European long-term defence. In doing so, we will help European countries meet their NATO capa-
bility targets we do this not to fight the war but to prepare for the worst, defend peace in Europe and
stand strong for a world where might cannot make right”, warned the former First Lady of Estonian
politics and EU High Representative for Foreign Affairs and Security Policy. Kaja Kallas: SPEECH
March 19, 2025 Brussels, Remarks by High Representative/Vice-President Kallas and Commissioner
Kubilius on the White Paper for European Defence and the ReArm Europe Plan/Readiness 2030.
2 Twitter and Facebook banned Trump after his followers stormed the U.S. Capitol on January 6,
citing concerns that the president’s posts would incite further violence. In his communications, he
relied on short press releases reminiscent of his tweets, distributed via email to selected journalists
and diplomats, to continue his claims of victory in the previous election. Snapchat later joined the
ban, halting the posting of videos that “the president uses for self-promotion” (June 3, 2020).
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France, two hundred prominent representatives of the liberal bourgeoisie — in-
cluding a former president of the Republic, two former prime ministers and a
number of mayors or deputies from the right or the Socialist Party — are calling
for “the protection of Jews by legally declaring anti-Zionism a new form of anti-
Semitism” (Le Monde, March 22, 2025). In other words, for a clear political stance
—which is advocated by both left-wing activists and ultra-Orthodox Jews — to be
declared a criminal offense.

Moral panic in the era of the classic press was not so dangerous, because
there was time to prevent information chaos and fear psychosis. However, in the
age of social networks, the problem of disinforming the public is gaining impor-
tance, because instead of true information, spin is inserted into the digital space,
which fuels the conflict situation, provoking discontent and conflicts.?* Analyzing
the situation on the Russian-Ukrainian battlefield, we noticed that in some situ-
ations the conflict first begins on social networks, and only later on the battlefield.
In all wars waged around the world, propaganda has been an inevitable compan-
ion, only this is skillfully concealed in the explanations of justifications. Typical
narratives of the Russian-Ukrainian clashes have revealed to us many examples
of spin, disinformation, rumors, the use of stereotypes and generalizations as char-
acteristic techniques used by various media actors. “The conflict in Crimea will
be remembered as one of the first wars fought primarily on the Internet, rather
than on a classic battlefield. Since the “relocation” of the battlefield to the Don-
bass, in addition to official information channels (traditional press, radio, televi-
sion), the role of informants has been taken over by bloggers on both sides of the
“truth”, who distribute selected images of the crimes. Publications, blogs and vi-
deos have caused even greater noise and congestion in the public space, which
has made it difficult for official media to convey the desired message unhindered,
especially regarding the purpose of the referendum — annexation or unity”
(Jevtovi¢ & Jevtovi¢, 2023: 99).

On January 1, 2018, Germany passed a law aimed at regulating social
media, which, according to the non-governmental organization Human Rights
Watch, “set a dangerous precedent for all governments that want to restrict free-

2«Society seems to be subject to periods of moral panic from time to time. A certain condition,
event, individual or group appears and is soon labeled as a threat to social values and interests; its
nature is presented in a stylized and stereotypical manner by the mass media; moral prohibitions
are established by editors, priests, politicians and other right-wing oriented people; socially rec-
ognized experts pronounce their diagnoses and solutions; ways of solving the problem are pro-
posed (and even more often resorted to); the condition then disappears, is suppressed or worsens
and becomes more obvious” (S. Cohen: Folk Devils and Moral Panics: The creation of the Mods
and Rockers. Routledge, London, 1972, p. 2).
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dom of expression by forcing private companies to become state speech police. It
was immediately embraced as a model by three impeccably democratic countries
— the Philippines, Singapore, and Russia.”? The irony of German commentators
points to a fact worth thinking about — the separation of digital media from social
and political institutions leads to a permanent loss of exclusivity in agenda-setting,
whereby censorship and surveillance by the state disappear as an element of sta-
bility of the order. In a fragmented, manipulative, and fundamentally personalized
market for public attention, a battle for audience trust is opening up, with techno-
logical tools and artificial intelligence gaining increasingly significant roles.

CONCLUDING REMARKS

Traditional thinking that public diplomacy often conceals propaganda activ-
ities is now considered outdated, as it is increasingly being replaced by digital diplo-
macy, which shapes desirable attitudes, values, beliefs and ideas through invisible
surveillance mechanisms and proactive action on social networks. Information is
power, and the art of timely media placement is a skill that proves the strength of a
state in a real environment. We see the power of computerized propaganda in the ef-
ficiency of information operations undertaken by organized actors (state and non-
state) with the aim of spreading a certain influence in the political environment.
Therefore, the discourse of diplomacy includes the need for persuasion.

The paper has shown that political communication on social networks, with
its increasing number of disinformation, rumors, hoaxes and fake news, can be dan-
gerous for the stability of a state. Embassies and other diplomatic missions will also
be actors of digital diplomacy that promotes the image of the state in international
relations. This means that the procedures of classical diplomacy are transformed
and adapted to new communication patterns. The influence that social networks
have can be extraordinary, and our analysis has proven the importance of versatile,
dynamic and up-to-date communication with all actors in the public space.

The change that this work has demonstrated in political communication is
profound and global, as messages are sent “from everyone”, “from everywhere”
and “for everyone”. In doing so, they are shared, directed, sold, ordered, connected,
upgraded, digitized without limits, distributing a mosaic of topics, content and in-
terests. The point is that the information system has digitized the concept of national
security, and given the scope of application of artificial intelligence and software
programs in Europe and the world, redesigned concepts of national security are
quickly being adapted and implemented. Networks in political-diplomatic com-

B “Germany: Flawed social media law”, Human Rights Watch, February 14, 2018.
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munication serve less to promote dialogue and different positions, but rather to serve
the function of self-presentation and mobilization of like-minded people.
Censorship or any related forms of prohibition in crisis communication
procedures on social networks are not desirable, because they call into question
the state's ability to deal with dangers. The solution lies in proactive, timely, truthful
and responsible communication with each actor, because only in this way will we
create a more favorable image in the media and prevent the emergence of moral
panic. Political struggle on the Internet will be one of the forms of competition for
the attention and consent of public opinion, which means that the solution should
be sought in organized and strategically designed communication that protects
communication sovereignty and prevents the emergence of information chaos.
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