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Abstract 

Globalization and accelerated technological development have led to new challenges in the 

protection of personal data. The Internet holds vast amounts of information, which at any 

moment is at risk of potential misuse on various websites, social networks, and platforms. 

The adoption of the EU General Data Protection Regulation (GDPR) marked a significant 

step in addressing this issue. Data related to the health sector—specifically, patients' personal 

data—are particularly sensitive. The concept of personal rights and their protection stems 

from the belief in universal values that apply to every individual. Safeguarding patient 

privacy is essential for preserving freedom and upholding fundamental human rights. It is 

crucial to define the scope and limitations of this protection, balancing the legitimate interests 

of third parties, society, and the state on one side, with the individual rights and interests of 

the patient on the other. In this context, recent amendments in European and Serbian 

legislation regarding personal data protection represent a cornerstone for this research, which 

holds significance for both legal and medical science, as well as practical application. 
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Introduction 

One of the most significant consequences 

of advancements in information technology 

over the past twenty years is the massive 

increase in data collected on individuals. 

The daily collection of billions of data 

points about citizens, their storage in large 

databases, and the processing of this data 

using artificial intelligence have become 

everyday realities. As the volume of data 

collected on individuals grows, so does the 

risk of its misuse. 

The free flow of information is essential, 

but it also poses a significant risk to the 

privacy, independence, and individuality of 

everyone. Placing data at the core of 

industrial development and societal 

management demands a high level of both 

information security and protection of 

citizens' fundamental rights. A robust 

personal data protection system must 

address both the technical aspects of 

securing information systems and the 

coordinated regulatory framework and 

practical application of personal data 

protection at the international and national 

levels. 

A significant step forward in the creation of 

a personal data protection system was the 

adoption of the EU General Data Protection 

Regulation (GDPR). This regulation not 

only harmonized norms and practices at the 

EU level but, since its implementation in 

2018, has greatly influenced the 

development of data protection systems in 

candidate countries.1 The GDPR has had a 

global impact on the evolution of data 

protection systems, including in the 

Republic of Serbia. Under the influence of 

the GDPR, Serbia adopted a new Law on 

the Protection of Personal Data.2 The 

GDPR warrants special attention across 

various fields—legal, economic, 

accounting, healthcare, auditing, and all 

other areas of the digital business 

environment. 

The protection of personal data, as required 

by numerous international and national 

regulations, is crucial for safeguarding an 

individual’s right to privacy. The right to 

personal data protection and the right to 

respect for private life are closely related 

fundamental rights. Patient health data is a 

vital aspect of privacy, categorized as 

highly sensitive information. Therefore, 

processing such data requires special care 

and must always be conducted with respect 

for the interests, fundamental rights, and 

dignity of the person to whom the data 

belongs. By protecting an individual's 

health-related data, we safeguard their 

legitimate interests. This protection 

involves preventing the misuse of personal 

health information, such as illegal or 

unjustified access and use. 

The development of information and 

communication technologies (ICT) and 

their increasing application in healthcare 

sector has made it possible to collect and 

process a large amount of health data of 

persons, which opened the issue of their 

security and protection. ICT in the 

healthcare sector offers numerous new 

opportunities in terms of better and more 

responsible healthcare for individuals 

(consumers, patients, doctors and 

healthcare workers), but it also has 

disadvantages that can negatively affect the 

rights of individuals, their privacy and the 

protection of personal data. This may pose 

a particular risk to the protection of the right 

to privacy and data protection due to misuse 

- illegal and unjustified use and/or 

disclosure of that data. 
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What is Included in the Patient’s’ 

Medical Records? 

Health-related data are considered a 

professional secret for all entities involved 

in the process of ensuring a patient’s right 

to health care. Unauthorized disclosure of 

this data can lead to disciplinary, 

administrative, civil, misdemeanor, and 

even criminal liability. Furthermore, 

because patient medical data may be 

accessible to multiple parties, it cannot be 

disclosed to the public without the consent 

of the patient or individuals authorized by 

law.5 

To understand the protection of a patient's 

right to privacy and the potential liability of 

the health care institution, it is important to 

first examine what constitutes medical data 

that guarantees the right to privacy.6 

According to one definition accepted in 

both European and Serbian law, health data 

is personal data related to an individual's 

physical or mental health, including 

information about the provision of health 

services, from which details about their 

health condition can be derived.2 

In addition to the aforementioned data, any 

other information obtained during the 

diagnostic and treatment process, or in 

connection with the applied treatment 

procedures, is considered personal and 

must not be disclosed to third parties. The 

unauthorized transfer of such data would 

constitute a violation of the right to privacy 

and could compromise the patient's 

integrity. While the scope of this data is 

defined, it is not exhaustive, as new types 

and even categories of data related to the 

patient's health condition and treatment 

may emerge. In this context, a special 

category of data related to the patient's 

genetic status is particularly noteworthy.6 

 

 

Advances in biotechnology have made it 

possible to analyze human genetic material 

to protect, preserve, and enhance health. As 

a result, additional measures are necessary 

to prevent abuses related to the possession, 

use, and disposal of a patient's genetic 

information, which is classified as a special 

category of health-related data. 

At the European and national level, there is 

a whole range of instruments that regulate 

in detail various aspects of the right to 

privacy and confidentiality. Nowadays, in 

personalized medicine era, in the era of the 

digital economy and with the  development 

of information and communication 

technologies, new challenges are emerging 

on how to protect data on the health status 

of employees as patients who are very 

vulnerable and suitable for endangerment.7 

 

The Right to Privacy of Patients 

In the modern digital world, where e-health 

is increasingly advancing, personal health 

data holds significant value. Without such 

data, e-health could not have been created, 

nor could it continue to develop and adapt 

to the constant changes in modern society 

and the digital environment. Health 

services provided to patients must be 

legally regulated and free from any 

arbitrary influence by those who administer 

them. 

The right to privacy of patients stems from 

the general right to privacy, which includes 

the right to protect personal data and serves 

as "an additional guarantee of the 

inviolability of human integrity." In the 

broadest sense, the right to privacy allows 

individuals to decide what information 

about themselves may be disclosed to
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others, how this information will be 

collected, and for what purpose it will be 

used.9 The right to privacy is a fundamental 

human right essential to the functioning of 

both the state and society. This right is 

partof the corpus of personal rights, which 

emerged in the United States legal doctrine 

at the end of the 19th century. It protects the 

private sphere of an individual—

encompassing physical, mental, and 

informational aspects (the collection, 

processing, use, and protection of personal 

data are regulated by law).10 

The state's role in guaranteeing this right is 

twofold: both passive and active. The state 

must refrain from intruding into an 

individual’s private sphere, while 

simultaneously establishing laws to ensure 

the right to privacy. Given that privacy is a 

personal right of citizens, theoretical 

frameworks often distinguish between 

different spheres of privacy—namely, the 

intimate sphere, the strictly personal 

sphere, and the private-public sphere, 

which lies between the first two categories. 
11In the context of citizens' medical and 

health data, we are specifically referring to 

the strictly personal sphere of privacy.12 

The right to privacy in healthcare is realized 

through the legal protection of a patient's 

personal (confidential) health data, 

irrespective of the type of health 

insurance—whether compulsory, 

voluntary, or otherwise. Privacy involves 

the duty to maintain the confidentiality of 

personal health data, where the right to 

confidentiality allows individuals to 

prevent the unauthorized re-disclosure of 

sensitive personal information to third 

parties. Confidentiality forms the 

foundation of the doctor-patient 

partnership, which, in modern law, replaces 

the earlier paternalistic approach and serves 

as a prerequisite for delivering quality 

medical services.13 

 

While ensuring the confidentiality of a 

patient's health information is a duty of the 

doctor, it also represents the patient's right 

to have their personal data legally 

protected. The patient's rights to privacy 

and confidentiality of health information 

are closely tied to the right to personal data 

protection, a constitutionally guaranteed 

right; these rights are mutually dependent 

and interrelated. It is especially important 

that the patient's personal data is legally 

protected during processing. This 

responsibility also extends to healthcare 

professionals, who are obligated to 

safeguard the life, health, privacy, and 

dignity of each patient. 

Many healthcare workers and associates 

participate in the treatment process and 

must be informed about the patient's health 

status to effectively perform their duties 

and carry out necessary procedures. 

Specifically, the details about a patient's 

health status, acquired during professional 

responsibilities, are subject to legal 

protection. 

Data Protection in Information Health 

System 

Over the past three decades, the level of 

regulation in data protection and 

cybersecurity has significantly increased. 

To ensure effective governance, it is 

essential to differentiate between sector-

specific laws that regulate health data 

processing, general data protection laws 

(such as GDPR), and laws that govern 

personal data processing, which may have 

direct or indirect implications for health 

information systems (e.g., e-Privacy). 

Sector-specific regulation laws are crucial 

as they provide clear guidelines for 

processing personal data for health-related 

purposes and often serve as the legal 

foundation for such activities. These laws 

may address specific public health tasks
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(e.g., cancer registries) or regulate the use 

of health information in clinical or medical 

settings (e.g., electronic health records), 

with subsequent secondary use of the data 

for public health purposes. Data protection 

necessitates the development and 

implementation of such laws, as they help 

ensure maximum transparency and 

democratic legitimacy.14  The application of 

general data protection laws, particularly 

broader legislation, presents significantly 

greater challenges in the context of health 

information systems. 

Under general data protection legislation, 

the processing of personal data for health 

purposes is privileged. This applies not 

only to the processing of data for health 

protection ("vital interest") but also to the 

use of personal data for public health 

purposes. For example, the introductory 

statement of Article 46 of the GDPR states: 

"The processing of personal data shall also 

be considered lawful when it is necessary to 

protect an interest that is essential to the life 

of the data subject or another person".15 

Certain types of processing may also serve 

important public interest grounds and vital 

interests of the data subject. This includes, 

for example, processing necessary for 

humanitarian purposes, such as monitoring 

epidemics and their spread, or in situations 

of humanitarian emergencies, particularly 

during natural disasters or man-made 

catastrophes. 

While information security has traditionally 

focused on data integrity and availability, 

data protection has been primarily 

concerned with processing confidentiality. 

In recent years, these areas have 

increasingly converged, with regulatory 

acts such as the GDPR imposing strict data 

security requirements on data controllers.16 

 

 

The regulation specifies that personal data 

refers to any information relating to an 

individual whose identity is either already 

determined or can be determined.17 An 

identifiable individual is one who can be 

directly or indirectly identified through an 

identifier, such as a name, identification 

number, location data, network identifier, 

or through one or more factors specific to 

the individual’s physical, physiological, 

genetic, mental, economic, cultural, or 

social identity.18 

It can be concluded that the EU General 

Data Protection Regulation applies 

exclusively to living natural persons (not 

legal entities) whose identity can be 

determined based on certain personal 

characteristics. This means the Regulation 

does not apply to individuals who cannot be 

identified or who present themselves under 

a false identity, which is particularly 

relevant in the context of the internet 

community and individuals who "hide" 

behind fake online profiles.19 

Since its primary focus is protection, the 

Regulation specifies what constitutes a 

violation of privacy. A privacy violation 

refers to any security breach that results in 

the accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure, or 

access to data that has been transmitted, 

stored, or otherwise processed.18 Therefore, 

legal compliance requires that any activities 

involving the processing of personal data 

must adhere to the provisions of the EU 

General Data Protection Regulation and 

respect basic human rights and freedoms. 

Data processing refers to any activity or set 

of activities performed on personal data or 

sets of data, whether automatically or 

manually. This includes actions such as 

collection, recording, organization, 

structuring, storage, modification, retrieval, 

inspection, comparison, disclosure by
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transfer, dissemination, or otherwise 

making data available, as well as matching, 

combining, restricting, erasing, or 

destroying data.19 In essence, this means 

that any use or handling of data can be 

classified as a processing operation. This 

means that controllers (and processors) 

must implement appropriate security 

measures to prevent the accidental or 

intentional compromise of the personal data 

they hold. Controllers should recognize that 

while information security is often equated 

with cybersecurity (protecting networks 

and information systems from attacks), it 

also encompasses other aspects, such as 

physical and organizational security 

measures. Effective organizational and 

technical measures to protect personal data 

are crucial for maintaining the trust of 

individuals whose data is processed, and 

they will help public health systems secure 

public support and cooperation from data 

subjects. 

Measures may include not only technical 

solutions—such as encrypting data both at 

rest and in transit—but also a 

comprehensive approach to identity and 

access management or data governance, 

which involves classifying data (e.g., as 

Top Secret, Confidential, or Public). A key 

aspect of protection is the strict 

management of administration and access 

rights. Public health institutions—and 

healthcare institutions in general—often 

fail to enforce a stringent "need to know" 

principle. 

Regulations like the GDPR do not specify 

exact security measures. Instead, they 

require controllers to implement a level of 

security that is "appropriate" to the risks 

posed by the processing. Public health 

authorities and other stakeholders in the  

 

 

sector should take this into account, 

considering the latest developments, 

implementation costs, and the nature, 

scope, context, and purpose of the process. 

Given that the public health sector is often 

tasked with processing sensitive personal 

data, such as health and physical well-being 

information, data subjects will expect a 

very high level of security for such 

operations. Additionally, a lack of funds for 

data security measures is not an excuse, 

provided those measures are necessary to 

achieve an "adequate" level of protection. 

An important issue is how to handle data 

compromises that lead to accidental or 

unlawful destruction, loss, alteration, 

unauthorized disclosure, or access to 

personal data. This includes injuries 

resulting from both accidental and 

intentional acts. Institutions of any size or 

setting can easily become overwhelmed by 

a data breach. Therefore, public health 

institutions are advised to plan for such 

eventualities, potentially conducting cyber 

incident simulations. A data breach plan is 

essential, with a clear allocation of tasks 

and responsibilities, including a 

communication strategy for breaches. 

An important tool in this effort is regular 

penetration testing, conducted by an 

independent third party.20 In simple terms, 

the data controller should invite "ethical 

hackers" to identify weaknesses in the 

system. Many countries have IT security or 

cybersecurity agencies that can assist 

public health institutions in establishing 

these protocols. For institutions that serve 

operational purposes, a disaster recovery 

plan is also critical and demanding.
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Protection of Patient Data 

Personal health information is a critical 

element of privacy. This data represents a 

special and very sensitive category of 

information. Therefore, the processing of 

such data is particularly sensitive and must 

always be conducted in a way that 

preserves the interests, fundamental rights, 

and dignity of the individual whose data is 

being processed. The right to the protection 

of personal health-related data is the right 

to protect an individual’s legitimate, moral, 

and economic interests. This includes 

safeguarding personal health data from the 

risk of misuse, as well as from 

unconstitutional, illegal, or unjustified 

access and use, and from sanctioning illegal 

use and abuse.21 Individuals (patients) are 

increasingly losing control over personal 

data related to their health condition. 

Numerous EU regulations include 

provisions on the protection of an 

individual’s data related to their state of 

health. However, there is currently no 

regulation that specifically addresses the 

issues of personal data protection related to 

health at the European level. The GDPR 

aims to facilitate the flow of health data 

while ensuring the protection of personal 

(health) data from the risk of misuse, as 

well as from all illegal, unwanted, and 

unnecessary access and use of that data. In 

other words, a high level of protection for 

health-related personal data must be 

ensured. It is essential to continually 

strengthen and develop new technologies 

and monitoring mechanisms that enable the 

detection and sanctioning of potential 

violations of the fundamental right to the 

protection of personal data related to 

health.22 

 

 

 

Health services provided to patients for 

different purposes must be legally 

regulated. The obligation of confidentiality 

and storage of personal data about the 

patient and his health condition opens 

several important, complex and sensitive 

legal and ethical issues. The successful 

development of cross-border health 

services also depends on the trust of the 

users of these services (patients) that their 

privacy will not be compromised, that is, 

that their health data will be used and 

protected in an appropriate manner.23 

Directive 2011/24/EU on the application of 

patients' rights in cross-border healthcare 

(hereinafter referred to as Directive 

2011/24/EU) addresses the cross-border 

transfer and protection of personal data 

related to patients' health. This Directive 

establishes rules to facilitate access to safe 

and high-quality cross-border healthcare 

and to promote cooperation in the 

healthcare sector between member states, 

while fully respecting national 

competencies in the organization and 

provision of healthcare.24 According to 

Article 14 of Directive 2011/24/EU, the 

Union supports and facilitates cooperation 

and the exchange of information between 

member states, acting as part of a voluntary 

network that connects state authorities 

responsible for e-health, as appointed by 

the member states. 

The goals of the e-health network are to: (1) 

provide sustainable economic and social 

benefits of European e-health systems and 

services, with interoperable applications 

aimed at achieving a high level of trust and 

security, improving the continuity of 

healthcare, and ensuring access to safe and 

high-quality healthcare; (2) develop 

guidelines on a standardized list of data to 

be included in patient summaries for use by 

healthcare professionals to enable 

continuity of cross-border healthcare and
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ensure patient safety; (3) establish effective 

methods for enabling the use of medical 

data for public health and research 

purposes; and (4) support member states in 

developing common measures for 

identification and verification to facilitate 

the secure transfer of data in cross-border 

healthcare.23 These goals are pursued with 

full respect for data protection principles as 

stated in Directives 95/46/EC and 

2002/58/EC.  

The protection of personal data, as 

mandated by numerous international and 

national regulations, is crucial for 

safeguarding the right to respect private 

life. The right to personal data protection 

and the right to respect for private life are 

two distinct yet closely related fundamental 

rights. 

According to the established practice of the 

EU Court, the right to personal data 

protection must be balanced with other 

fundamental rights. This right is essential 

for ensuring respect for private life. 

Personal health information is a critical 

aspect of privacy. This information 

constitutes a special and highly sensitive 

category of data. Therefore, the processing 

of such data is particularly sensitive and 

must always prioritize the interests, 

fundamental rights, and dignity of the 

individual whose data is being processed. 

The right to protect personal health-related 

data includes the protection of an 

individual’s legitimate, moral, and 

economic interests. This encompasses 

safeguarding personal health information 

from risks of misuse, as well as from 

unconstitutional, illegal, or unjustified 

access and use, with appropriate sanctions 

for illegal use and abuse.21 However, 

individuals (patients) are experiencing 

decreasing control over personal data 

related to their health condition. 

Numerous EU regulations include 

provisions for protecting an individual's 

health-related data. However, there is 

currently no regulation specifically 

addressing personal data protection in 

healthcare at the European level. 

Implementing the GDPR is essential not 

only for the effective operation of 

healthcare services but also for 

safeguarding the rights of both employees 

and patients. In the healthcare sector, 

personal data is continuously collected, 

processed, and stored, encompassing 

everything from patient health records to 

sensitive employee information. Without 

robust data protection measures, there is a 

substantial risk of unauthorized access, data 

breaches, or misuse, which can erode trust 

in healthcare systems and jeopardize 

individuals’ privacy. 

For patients, the GDPR safeguards their 

personal and health-related data, giving 

them control over who accesses their 

information and how it is used. It provides 

them with the right to know what data is 

being collected, the ability to request 

corrections, and the right to withdraw 

consent. For healthcare employees, the 

GDPR ensures that their personal data is 

handled responsibly, granting them rights 

like those of patients in terms of privacy 

protection. Additionally, implementing the 

GDPR in healthcare is essential for 

maintaining compliance with European 

standards, promoting transparency, and 

building trust between healthcare providers 

and patients. It encourages healthcare 

institutions to adopt best practices in data 

protection, which not only upholds 

individuals' rights but also strengthens the 

integrity and efficiency of healthcare 

services. 

The GDPR should facilitate the flow of 

health data while simultaneously protecting 

personal (health) data from misuse, as well 

as from any illegal, unwanted, or 

unnecessary access and use. In other words,
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a high level of protection for health-related 

personal data must be ensured. It is 

essential to continually strengthen and 

develop new technologies and mechanisms 

for detection and monitoring, which in 

practice enable the identification and 

sanctioning of potential violations of the 

fundamental right to personal data 

protection in relation to health. 

Article 17 of the Personal Data Protection 

Act classifies data from health records as 

highly sensitive. The same article stipulates 

that processing data that reveals the health 

status of an individual is prohibited. 

Exceptions to this prohibition are allowed if 

the processing is necessary for purposes 

such as preventive medicine, medical 

diagnostics, assessing the working capacity 

of employees, providing healthcare 

services, improving the healthcare system, 

or fulfilling public interest in the field of 

public health. In these cases, data 

processing is permitted, but only with the 

application of appropriate measures to 

protect the rights of the individuals 

concerned. This means that issues arise 

when personal data protection measures are 

not implemented, allowing everyone access 

to the most sensitive data, even with patient 

approval. 

Healthcare workers play a critical role in 

safeguarding personal health data. 

Accordingly, they have a strict duty to 

maintain the confidentiality of any data 

they acquire in the course of their work. 

However, they may be exempt from this 

duty only with the written consent of the 

patient or their legal representative, or by 

decision of the competent court. 

Protection of Patient Data in Serbia 

The digitization and advancement of 

technology, the growing use of data across 

various fields, and new regulatory acts 

introduced in Europe have prompted Serbia 

to take legislative action on personal data 

protection. As a result, in 2018, Serbia 

adopted the Law on Protection of Personal 

Data, replacing the previous law that had 

been in effect since 2008.2 

With the increasing number of digital 

platforms and data processing systems 

involving health information, there is a real 

risk of data misuse, which could have 

serious consequences for patients' privacy 

and security. Therefore, it is essential to 

enhance the protection of this data and 

establish legal mechanisms to ensure its 

security. 

The Law on Patients’ Rights of the 

Republic of Serbia25 includes provisions 

that define patients' rights to access 

healthcare and the means by which these 

rights can be exercised and protected. 

These provisions are directly related to the 

protection of patient privacy and represent 

a form of realizing the right to patient 

privacy. The law specifically addresses 

patients' rights to privacy and 

confidentiality, guaranteeing the right to 

privacy regarding all personal information 

shared with healthcare professionals or 

associates. This includes information about 

their health condition, potential diagnostic 

and therapeutic procedures, as well as the 

right to privacy during diagnostic tests and 

treatment (Article 14). Patients are 

guaranteed the right to privacy and 

confidentiality of all personal information 

communicated to the responsible healthcare 

professional or associate, including details 

about their health condition and any 

diagnostic or therapeutic procedures, as 

well as the right to protect their privacy 

throughout the diagnostic and treatment 

process. 

Patients have the right to access their 

medical records, and denial of this access 

constitutes a violation of their right to 

privacy and confidentiality. However, this 

access must not disrupt established 

procedures within healthcare and other
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 institutions that must be followed when 

exercising the right to review records 

(Article 20). In cases where the patient is a 

child or a person deprived of legal capacity, 

the legal representative has the right to 

access the medical records. A child who has 

reached the age of 15 and possesses mental 

capacity also has the right to access their 

own medical records. 

The healthcare professional in charge is 

responsible for properly maintaining 

medical records in compliance with the 

law. They must document all medical 

measures taken for a patient, including: the 

case history, diagnosis, diagnostic 

procedures, therapy, therapy outcomes, and 

any advice given to the patient (Article 20). 

The right to confidentiality of patient health 

data: Health status data, or data from 

medical records, is considered personal and 

particularly sensitive information under the 

law. Individuals who unlawfully handle or 

disclose this data without the patient's or 

legal representative's consent, thereby 

violating this Article, are held accountable 

for the unauthorized disclosure of sensitive 

data in accordance with the Law (Article 

21). 

Health professionals, health associates, and 

other employees working under the 

employer’s authority may only be relieved 

of their duty to safeguard this data in 

accordance with the Law, and only upon 

written consent from the patient or their 

legal representative, or by a court decision. 

If the patient or legal representative 

provides a written statement or 

authorization, notarized by the competent 

authority and kept in the medical records, 

granting consent for the disclosure of health 

information, the responsible health 

professional may disclose details about the 

patient’s health condition. Additionally, the 

competent health professional may disclose 

information about the patient’s health to an 

adult member of the immediate family if 

the patient has not given consent, provided 

this disclosure is necessary to avoid 

potential health risks to the family member 

(Article 22). 

The patient or their legal representative is 

entitled to a copy of medical records, with 

the costs of duplication covered by the 

patient or representative. Copies of records 

for a deceased family member may be 

provided to an adult family member or legal 

representative upon request for legal 

purposes. Medical data or copies may be 

shared with certain entities, such as health 

insurance organizations and judicial 

authorities, when required by law. 

Additionally, medical records may be used 

for scientific research with the patient's 

consent, with all data handled as 

particularly sensitive personal information 

in compliance with legal standards (Article 

23). 

In the case of the Republic of Serbia, it is 

important to mention an obligation of the 

Institute for Public Health regarding data 

breaches. This obligation is a special rule in 

relation to the general data protection 

system. Specifically, the Institute for Public 

Health is required to notify the person to 

whom the data pertains, the ministry 

responsible for health affairs, and the 

Commissioner of any violation of the 

security of personal data. 

The purpose of notifying healthcare 

institutions and individuals is to act 

efficiently and from different perspectives 

on the injury, preventing its negative 

effects. This is particularly important 

because the data involved can reveal 

sensitive personal information that could 

affect an individual’s personal, 

professional, and social position or status. 

If the Institute of Public Health fails to 

inform these parties about the violation, it 

may face a fine ranging from 50,000 to 

2,000,000 dinars.



11 
 

Jonev Ćiraković K.: Patients’ Rights  

 

Jonev Ćiraković K. Ann Nurs 2024: 2 (2) 1-13 

 

Patients have the right to access their 

personal data stored in medical records. 

The option to review this data should also 

be available online, but only if the data 

protection measures outlined in the Law on 

the Protection of Personal Data are ensured. 

Security and safety measures must be 

implemented by all healthcare institutions, 

private practices, and other legal entities 

within the medical sector. 

Conclusion 

One of the significant consequences of the 

development of information technologies 

over the past twenty years is the enormous 

increase in the amount of data about 

individuals. The free flow of information is 

both a necessity and a great danger to 

privacy, independence, and individuality.  

A significant step forward in creating a 

personal data protection system was the 

adoption of GDPR. This regulation not only 

harmonized norms and practices at the EU 

level but, since its implementation in 2018, 

has had a major impact on the development 

of data protection systems in many 

countries around the world, including 

Serbia. 

Patient health data is a critical element of 

privacy. This data is a special, highly 

sensitive category of information. 

Therefore, the processing of such data is 

particularly sensitive and must always be 

carried out in a way that preserves the 

interests, fundamental rights, and dignity of 

the individual whose data is being 

processed. 

Establishing a strong, clear, and modern 

framework for data protection in the EU 

and Serbia that can address the numerous  

 

 

challenges of the modern digital age and the 

global digital market, while raising the 

culture of privacy and protection of 

personal data to a higher level, is essential. 
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