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Abstract: � e rapid development of information technologies and their prev-
alence in the daily life of individuals, and especially the development of arti-
� cial intelligence in the last few years, have brought numerous bene� ts, facili-
tated and accelerated business activities, and enabled a wide range of modali-
ties of use in di� erent areas. In parallel with the development of arti� cial intel-
ligence and its availability to a wide audience through increasingly numerous 
online tools, various modalities of its abuse have also been developed. Today, 
arti� cial intelligence has become the fuel and one of the main tools in various 
criminal activities on the Internet. � us, various types of AI-assisted fraud 
have taken a dominant place on the ladder of high-tech crime today. One of 
the key questions is what measures we can take to � ght against these types of 
abuse and whether this powerful technology can be used to � ght against our 
own abuse. � is paper presents the development and application of a semantic 
AI fraud detector as a conceptual model that uses NLP to recognize fraudu-
lent messages and writes the results to the blockchain network to ensure data 
transparency and immutability, with suggestions for further integration and 
improvement.
Keywords: arti� cial intelligence, blockchain, semantic analysis, high-tech 
crime, NLP.

1. INTRODUCTION

� e changes brought about in everyday life and business by the use of information tech-
nologies in general, and then the use of various tools based on arti� cial intelligence today, 
are also observed in the sphere of crime. � us, high-tech crime today, i.e., the misuse 
of information technology for criminal purposes, is one of the biggest security threats, 
even surpassing traditional types of crime, according to the Cognyte 2025 Law Enforce-
ment Outlook analysis, conducted among police organizations around the world [1]. Eu-
ropol’s annual analytical report, EU SOCTA 2025 (Serious and Organized Crime � reat 
Assessment), con� rms previous statements and shows that high-tech crime is one of the 
most pro� table areas of organized crime [2]. In the aforementioned report, the abuse of 
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arti� cial intelligence was recognized as a catalyst for the acceleration in the evolution of 
high-tech crime, the application of which facilitated, accelerated, and enabled the creation 
of various fraudulent multimedia content, the automation of cyber attacks, personalized 
and targeted fraud, the quick and easy creation of fake news, etc. � e report of the Special 
Prosecutor’s O�  ce for High-Tech Crime for the year 2025 shows that the Republic of Ser-
bia is following the aforementioned global trends, which is expected given that it is a type 
of crime that is not bound by traditional borders and other geographical characteristics 
[3]. In addition to a constant increase in the number of reports in the last few years, the 
structure of the reported acts shows that various forms of fraud on the Internet account 
for almost a third of the total number of reports. Despite all these indicators, research con-
ducted in the form of an online questionnaire among 829 adult citizens of the Republic of 
Serbia at the beginning of 2025 showed that social awareness of the possibilities of misuse 
of arti� cial intelligence is still not at an adequate level [4]. As many as 60% of respondents 
stated that they are not at all or only slightly familiar with examples of � nancial or roman-
tic frauds that use AI, while only about 4% of citizens stated that they are very familiar 
with these phenomena. At the same time, the degree of self-con� dence in recognizing AI 
fraud is low: almost a quarter of respondents (23.2%) believe that they would not be able 
to detect an attempt to abuse AI or that it is very unlikely, while the majority (44.4%) are 
not sure of their abilities.
Also, the widespread use of the Internet and social networks has enabled criminals to op-
erate practically from anywhere in the world and a wide selection of potential victims, that 
is, the potential availability of any user of these technologies. � e development of arti� cial 
intelligence and tools based on it have removed the last obstacles and indications that it is 
a fraud, which appeared in the case of a slightly more skilled average user, in terms of poor 
translation, grammatical errors, the choice of an inadequate font, etc. ChatGPT and simi-
lar tools today can very quickly prepare very sophisticated and completely grammatically, 
linguistically, and in every other sense accurate and precise fraudulent messages with an 
invitation to invest, advertisements, fake news, and other similar forms of phishing. Re-
searchers state that natural language processing (NLP) can be used in AI-generated phish-
ing attacks to produce highly believable and customized messages that increase the likeli-
hood that recipients will be deceived, and also with the help of arti� cial intelligence, the 
process of sending messages can be automated and signi� cantly accelerated [5]. � e above 
is particularly dangerous from the aspect of inadequately trained and insu�  ciently educat-
ed users, i.e., older, less educated, and digitally inexperienced users, which is the pro� le of 
the most vulnerable category of the population and the category that is the least informed 
and able to recognize such frauds according to research. � e scenario just described was 
con� rmed by senior Europol o�  cials in the podcast “How Crime Is Accelerated by AI” 
(posted June 24, 2025). “We are already seeing the use of generative AI in the creation of 
phishing campaigns and fake audio/video messages (deepfakes), especially in combination 
with vulnerable groups such as senior citizens”, it was said on that occasion [6].
In addition to other mechanisms undertaken by competent authorities, especially from the 
aspect of preventive action, the question arises as to whether certain technical tools can 
help in recognizing these fraudulent patterns and indicate potential malicious activities. 
� e European Union and the United Nations have launched initiatives for the development 
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of AI tools that will serve to quickly check the validity of information (fact-checking), and 
Google, Meta, and X are trying to implement the above on their social networks [7].
Such a tool would be particularly important for the previously described category of 
population, which does not have speci� c IT knowledge and skills, as an auxiliary tool 
that would indicate that a potential good opportunity is actually a fraud. All of the above 
points to the need for a quick reaction of the competent authorities and undertaking com-
prehensive measures to solve the observed trends and problems. In addition to strategic 
documents, legislative mechanisms, ethical guidelines, and education, it is necessary to 
apply technical tools and solutions based on arti� cial intelligence so that the � ght against 
self-abuse is successful in this constant “game”. In this context, this paper aims to o� er a 
concrete conceptual solution: the development of a semantic AI model for the detection 
of potentially fraudulent messages that uses advanced natural language processing (NLP) 
and transparent veri� cation and storage of � ndings using blockchain technology.

2. METHODS

� e proposed solution, aligned with the de� ned problem statements, consists of two main 
modules: an AI module for semantic NLP-based detection of fraudulent messages and a 
Blockchain module for recording detected fraud cases. By integrating the AI module with 
the Blockchain module, a comprehensive solution is achieved that enables early detection 
and secure records. It is important to emphasize that these two modules are conceptually 
independent: the AI detector can be used independently, while the Blockchain-based re-
cord can be integrated with other platforms. However, their combined use provides addi-
tional value and enhanced overall e� ectiveness. Parts of the conceptual model were orig-
inally developed within the author’s specialist thesis (2025) and have been signi� cantly 
enhanced in this study through improvements in detection methodology, user interface 
design, feedback results, and blockchain integration.

2.1 AI module for semantic NLP-based detection of fraudulent messages

� e � rst module is the AI module (NLP detector – Natural Language Processing), an 
integral component of arti� cial intelligence that enables machines to understand and in-
terpret human language. � is module is responsible for analyzing message content and 
assessing whether a message is fraudulent in nature. � e use of semantic mapping of the 
message into the vector space of meaning (sentence embedding) enables the detection 
of similar phrases and avoids relying exclusively on keywords. � e semantic approach to 
natural language processing implemented in this system ensures the identi� cation of sub-
tle and seemingly imperceptible di� erences between fraudulent and legitimate messages, 
allowing even linguistically similar expressions to be accurately recognized. NLP models 
trained on large sets of fraudulent messages can recognize linguistic features such as ur-
gent tone, atypical communication patterns, prize phrases, and requests for con� dential 
information, enabling early detection of fraudulent messages [8].
� e detection procedure consists of:
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1) Entering a message: � e user enters (copies) the text of the message he wants to check. 
It is assumed that the message is in an understandable language (Serbian language), al-
though the model supports several di� erent languages.
2) Using the selected model (paraphrase-MiniLM-L6-v2), the entire message is translated 
into a numeric vector. � is vector represents the semantic meaning of the message. In this 
way, the model allows semantically similar texts to be placed close to each other in the 
vector space. For example, the sentences “You are guaranteed a quick pro� t without risk” 
and “You can easily pro� t, a 100% safe investment” have a high cosine degree of similarity, 
although they are not identical words, because they express a similar concept of a fraud-
ulent o� er.
3) Reference set of fraudulent phrases: � e system de� nes a set of pre-known phrases and 
patterns that are typical for fraudulent messages. � ese phrases are collected based on the 
analysis of the most common cases of investment fraud and are used as an example. Our 
collection includes expressions in the Serbian language such as: “fast pro� t”, “invest now”, 
“easy earnings”, “click here”, “no risk”, “guaranteed pro� t”, “safe investment”, “overnight 
cashback”, and “100% safe investment”. � ese phrases represent the core of fraudulent 
content. Each of them is also encoded into vector form using the same sentence embed-
ding model, and those vectors are precomputed.
4) Similarity calculation: When the system calculates a vector representation of a user’s 
message, it is compared to all reference vectors. � e similarity metric we use is cosine 
similarity. Cosine similarity is a measure of similarity between two vectors in multidimen-
sional space, de� ned as the cosine of the angle between them [9]. Cosine similarity gives a 
value of 1 for identical vector directions (maximum semantic similarity), 0 for orthogonal 
vectors (irrelevant contents), and -1 for completely opposite ones. � e system � nds the 
maximum similarity between the message and any reference fraudulent phrase.
5) � reshold decision: If the highest calculated cosine similarity is above a prede� ned 
threshold T, the message is classi� ed as possible fraud. In the prototype, we empirically 
selected a threshold of 0.6 (on a scale of -1 to 1) a� er testing several known and fake mes-
sages. � is value has been shown to be adequate to detect clear cases of semantic match-
ing while avoiding oversensitivity. Of course, the threshold can be adjusted, lower values 
would increase the sensitivity with the risk of false alarms, while higher values narrow the 
detection to only those messages that are very similar to known scams.
6) Output of the AI module: � e result of the analysis is a binary classi� cation (fraudu-
lent or legitimate message), with accompanying information whose phrase is “closest” to 
the reference message. For example, the system may return: “Possible fraudulent content 
(risk-free motif detected, similarity 0.63)”. � is result is displayed to the user through the 
interface.

2.2 Blockchain module for recording detected fraud cases

� e second important component of the system is integration with the blockchain. � e 
idea is to create a record of detected fraudulent messages on the blockchain, thereby gen-
erating a permanent trace of the incident that is transparent and resistant to subsequent 
modi� cation.
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A smart contract has been implemented on the Ethereum blockchain network (Sepolia 
testnet), providing functionalities for storing and retrieving fraud reports. � e contract is 
written in Solidity and includes a data structure, for example, Report, with � elds such as 
the message hash, timestamp, and a description/category of the fraud. For the purposes 
of this concept, the contract is simpli� ed and stores only minimal information: a list of 
textual reports (which may include the message content itself or summaries), along with 
the implicit timestamp of the block in which they are recorded. � e available functions 
include ReportFraud(string report) for submitting a new report, getReportCount() for 
retrieving the number of records, and reports(uint index) for reading a speci� c report by 
index (Figure 1).

Figure 1. Smart contract Remix IDE.

Client-side interaction: � e Gradio application interface is extended with HTML/JavaS-
cript code integrating the Web3.js library. When the AI module detects fraud, the user is 
o� ered an option (e.g., a “Submit report to blockchain” button) to store that � nding. By 
clicking this button, the smart contract function ReportFraud() is invoked via the Web3 
interface, with the report passed as a parameter.
Authorization and transaction: When invoking the smart contract function, the MetaM-
ask browser plugin prompts the user to con� rm the transaction, i.e., to submit the report 
to the network. Each record receives a unique transaction identi� er, which is visible on the 
Etherscan blockchain explorer.
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Data structure and capacity: � e smart contract is implemented as a simple logging mech-
anism. It does not contain any administrative logic and is publicly accessible for writing 
by anyone who calls it.
Reading and veri� cation: All data written to the blockchain are public (since this is a pub-
lic blockchain network). Any entity can call the getReportCount and reports(i) functions 
via a Web3 interface or view them directly on Etherscan (Figure 2).

Figure 2. Work� ow of the AI-based fraud detection system.
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3. RESULTS AND DISCUSSION

As a conceptual model and an example of the practical application of an arti� cial intelli-
gence–based system for detecting fraudulent messages, a so� ware solution has been de-
veloped on the “Hugging Face” platform, available at the web address: https://huggingface.
co/spaces/NikolaCu/semanticki-ai-blockchain-KPU. 

Figure 3. Platform interface with example.

By entering a phrase to be analyzed into the “Enter message” � eld and processing it, the 
system produces a result in the form of a comment indicating whether the phrase is of a 
fraudulent nature or not, along with a numerical value within a de� ned threshold. As ad-
ditional information, the platform also provides a � eld labeled “Detected phrase,” which 
displays a phrase from a prede� ned reference set against which the new phrase has been 
semantically matched and identi� ed as fraudulent content. Accordingly, for the input 
phrase “Earn e� ortlessly, quickly, and easily,” the result obtained is “Possible fraud – me-
dium risk: additional check needed (similarity score: 72%),” while the system detected a 
correlation with the phrase “invest now” from the reference set (Figure 3).
One approach to addressing the problem of fraudulent messages, particularly in the con-
text of investment scams, is the application of natural language processing (NLP) for the 
purpose of classifying such messages as potentially fraudulent or legitimate. � e use of 
natural language understanding techniques, combined with machine learning models, 
enables the system to detect even subtle linguistic patterns characteristic of sophisticated 
fraud [10]. Given the large number of already recorded fraudulent messages, there exists a 
solid foundation for leveraging previously identi� ed and reported messages, from which 



CFS. Journal of Computer and Forensic Sciences

CFS 2026, Vol. 5, Issue 1

26

key words and patterns can be extracted and analyzed. � e challenge of this problem lies 
in the high similarity between malicious and legitimate messages. Attackers aim to mimic 
the style and structure of legitimate communications in their phishing messages; there-
fore, the model must identify intent and perform a semantic analysis of the entire content, 
rather than relying solely on prede� ned phrases. Research indicates that traditional ap-
proaches based solely on keyword detection are outdated and insu�  cient for identifying 
sophisticated attacks, whereas semantic analysis enables the detection of such messages 
as well [11]. In addition to classi� cation, it is important to consider the measurement of 
prediction con� dence. In practice, instead of a strict binary decision (0 or 1), the model’s 
con� dence, i.e., the probability that a message is fraudulent, is o� en calculated. Further-
more, this is a highly dynamic environment with frequent changes, requiring the model to 
continuously adapt and incorporate additional techniques in order to increase the num-
ber of correctly detected messages while reducing the number of misclassi� cations.
Another aspect of the problem is the need for a transparent mechanism to store infor-
mation about the analysis and results of detected fraud attempts in a forensically sound, 
immutable, and non-repudiable manner for further processing, reporting, and investi-
gation. In the literature, one of the key ethical requirements for the application of AI-
based tools is the need to record decision-making processes through so-called audit trails, 
ensure resistance to data manipulation, and provide decentralized control over privacy 
management. One of the potential solutions in this regard is the application of blockchain 
technology [12], whose role has been considered in the “Materials and Methods” section 
within the conceptual solution.

3.1 Suggestions for further improvement of the model

� e presented solution represents only a conceptual model of the potential use of arti� -
cial intelligence-based tools for detecting the misuse of this technology and its possible 
integration with blockchain. Due to the highly sophisticated nature of such fraud, there is 
signi� cant room for improvement in practice both in terms of detection accuracy and the 
scope of information the system can process and verify in order to achieve greater relia-
bility and provide additional sources of veri� cation. Below are several concrete proposals 
for future work and model enhancement. � e real challenge lies not only in detecting such 
messages but also in identifying them in a timely manner while minimizing false positives 
[13]. Model improvements may include:
1) Introduction of an NER (Named Entity Recognition) component: � e current im-
plementation focuses on recognizing semantic context but does not extract speci� c enti-
ties from the text. By integrating an NER model, the system could automatically identify 
the names of individuals, company names, locations, dates, phone numbers, email ad-
dresses, and other entities within a message. 
2) Sentiment and tone analysis of messages: Fraudulent messages o� en attempt to 
provoke a speci� c emotion or reaction, typically a sense of urgency, fear of missing out 
(FOMO), or sympathy (as in scams involving fake humanitarian appeals). By incorporat-
ing sentiment analysis, the system could assess the emotional tone of a message (positive, 
negative, neutral) and detect the presence of such indicators. 
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3) Integration with AI-driven OSINT systems for metadata veri� cation: Perhaps the 
most signi� cant improvement would involve connecting the detector with modules for 
collecting and verifying information from open sources (OSINT). When the system de-
tects a suspicious message, additional con� rmation or insights could be obtained by auto-
matically analyzing other data contained within the message: 

• URL veri� cation: If the message contains a link, the system could use OSINT APIs 
(e.g., Virus Total, Phish Tank) to check whether the domain has already been reported as 
phishing or malicious. “NLP systems can analyze sources such as forums and social me-
dia in real time, identifying information about planned social engineering attacks or new 
phishing campaigns [8].” 

• Domain WHOIS analysis: WHOIS data may reveal whether a domain was recently 
registered (a common trait of phishing websites) or is attempting to impersonate a legiti-
mate service (e.g., paypalsecurity.com mimicking paypal.com). 

• IP address veri� cation and detection of related malicious domains: By leveraging ge-
olocation and OSINT databases (such as Abuse IPDB), the system could � ag IP addresses 
originating from suspicious networks or known for spam/fraudulent activity. 

• Blacklisting and sender reputation analysis: Particularly for email, the system could 
integrate checks for SPF/DKIM records and overall email reputation. An AI OSINT agent 
could autonomously gather data on whether the sender’s domain is valid and whether the 
email appears in databases of compromised accounts. 

• Additional OSINT analyses: If a fraudulent message references a speci� c product, 
investment, or institution, the system could perform a quick web search combining those 
terms with keywords such as “scam” or “hoax” to determine whether there are existing re-
ports from other users on forums, social media, or in news sources. Modern AI-powered 
search tools could summarize such � ndings and provide contextual insights, which users 
could then evaluate alongside the semantic analysis of the message itself.
1) Multimodal detection: Future development may include multimodal analysis capabil-
ities, enabling the detection of fraudulent content across text, images, audio, and video, 
particularly in the context of AI-generated scams.

3.2 � e use of AI detectors to combat high-tech crime 

Development of information technologies and the Internet on a global scale has led to 
the emergence of increasingly sophisticated fraud schemes, which are becoming more 
advanced on a daily basis and pose a signi� cant challenge for investigative authorities in 
cybercrime investigations. AI detectors can serve as an important tool and a preventive 
mechanism in combating high-tech crime, thereby contributing to a safer digital environ-
ment. Arti� cial intelligence, within the context of high-tech crime that includes fraudulent 
messages, phishing attacks, identity the� , and similar activities, has substantial practical 
and preventive value, as it enables the recognition of communication patterns of suspects 
and potential fraud.
� e primary and most signi� cant role of AI detectors in high-tech crime relates directly 
to the core subject of this research paper, namely, the detection of fraudulent messages. 
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Based on previously identi� ed characteristic fraud patterns, it is possible to warn poten-
tial victims before � nancial or other types of damage occur, which provides considerable 
preventive value. Additionally, by analyzing message content, AI can identify suspicious 
phrasing, such as urgency in tone, for example, “act immediately”, as well as other manip-
ulative elements typical of phishing attacks. However, AI detectors, in combination with 
unsupervised learning models, are also capable of detecting previously unknown forms 
of phishing attacks, the so-called “zero-day” attacks. By utilizing NLP models to under-
stand the semantic context of messages, AI detectors can recognize seemingly well-cra� ed 
phishing messages that involve impersonation or social engineering techniques.
Given the fact that AI detectors analyze the content and intent of a message, they enable 
a deeper understanding of communication and, consequently, the recognition of social 
engineering. Social engineering represents one of the most signi� cant applications of se-
mantic AI detectors, as such attacks are based on human psychology rather than on the 
technical parameters of computer systems. What makes the detection of social engineer-
ing using traditional methods particularly challenging is that the messages received by 
victims are usually well-written and tailored to the target. A semantic AI detector, utilizing 
natural language processing (NLP), can identify manipulative intent and thereby detect 
elements such as urgency (e.g., “act quickly”), authority (e.g., “the service requires a pass-
word reset”), or emotional manipulation. In practice, such detectors can be integrated 
into email services and employee communication platforms in order to enable real-time 
response and prevent potential damage.
AI detectors can also play a signi� cant role in the daily work of investigative authorities, 
given that state institutions are o� en faced with processing large volumes of data. By rap-
idly identifying suspicious communications or networks of organized cybercrime, AI en-
ables faster data collection, detection, and processing, thereby signi� cantly improving the 
e�  ciency of investigations in terms of time. AI systems can analyze vast amounts of data 
in a short period, unlike human analysts who require more time for such tasks. Further-
more, AI systems have high practical value in linking and analyzing digital evidence. Over 
the years, the patterns of criminal groups evolve, and to investigative authorities, their 
elements may appear unconnected. However, arti� cial intelligence can quickly detect be-
havioral patterns of criminal groups across di� erent situations. With such capabilities, 
investigative authorities can act preventively and protect citizens from potential harm.
From a psychological perspective, AI detectors also contribute to increased public trust 
in state institutions. � e implementation of systems that promptly recognize fraudulent 
messages and other forms of high-tech crime enhances the sense of security within the 
community when using electronic government services, online communication, internet 
payments, and e-banking.
Although there is no o�  cial global estimate of the share of cybercrime that utilizes ar-
ti� cial intelligence, research by the platform Total Assure [14], based on data from IBM 
(International Business Machines Corporation), indicates that AI-assisted attacks have in-
creased by 72% compared to 2024. Furthermore, according to Tech Advisors, AI-gener-
ated phishing attacks have surged by as much as 1,265%. It is also important to note that 
the same platform reports that, with the assistance of arti� cial intelligence, approximately 
81% of passwords can be cracked within one month, which signi� cantly complicates the 
� ght against high-tech crime.
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AI detectors could signi� cantly in� uence the success rate of detecting high-tech crimi-
nal o� enses and prosecuting their perpetrators. � eir application within state institutions 
would enable more e�  cient direction of investigations, allowing authorities to respond in 
a timely manner. � e primary goal of implementing AI detectors in everyday operations 
is the prevention of new damage and the reduction of already incurred harm. Despite all 
the advantages, it is important to remain aware that the sophistication of fraud is increas-
ing daily, along with the emergence of new forms of high-tech crime. � erefore, faster 
responses by competent authorities to new forms of crime represent a key solution, which 
is why the active use of arti� cial intelligence constitutes a fundamental basis for successful 
investigations in the digital era.

4. CONCLUSION

From all of the above, it is clear that a comprehensive � ght that includes legislative, ethi-
cal, educational, and technological measures is necessary for a successful � ght against the 
abuse of arti� cial intelligence and high-tech crime supported by it. � e development of 
various so� ware solutions that combine the power provided by arti� cial intelligence, this 
time for the purposes of detecting and preventing such frauds in combination with block-
chain, which enables transparency, immutability, and preservation of analysis results, rep-
resents a powerful weapon for further struggle. Of course, as technology is constantly 
advancing, and as fraud techniques change and adapt, it is necessary to continuously im-
prove and adapt technological solutions intended for defense. Further improvements of 
the model through API integration with AI OSINT modules, integration of NER modules, 
or semantic analysis of attached messages are good directions on this path.
� e aforementioned conceptual model, additionally improved, could be an integral part of 
an already available online platform for reporting incidents (e.g., National CERT), which 
would provide citizens with the opportunity to quickly and easily check certain invitations 
to invest and other messages they receive before taking concrete actions, all with the aim 
of identifying potential fraudulent activities.
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