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Abstract: The goal of this paper is to show the importance of reliability for artificial intelligence (Al), which is in
nowadays applying in almost every area of human life. Everything can fail, and Al is not an exception, as any other
product or devices. Al also need to be reliable. The definitions of Al, reliability and some reasons for unreliability such
as quality of data, small or insufficient number of training and test data, training on unreal data, nature of learning

algorithms and user incompetence are analysed in this paper.
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1. INTRODUCTION

Everything can fail, and artificial intelligence (Al) is not
an exception. If Al is an attempt to replace human
intelligence with machine intelligence, and human
reasoning can sometimes fail, so Al can fail in a similar
way [1]. If something can fail, we speak about reliability,
and if it can be repaired, we speak about maintenance.
Reliability is related to failures, and failures can cause
losses from little to very big, for example economic and
sometimes loss of life. So, reliability is important, and
sometimes critical, depending of area where Al is
applicated (airplanes, autonomous vehicles, medical
devices, etc.). It implies that reliability of Al is important
in order to use it with confidence and safety, for the
benefit of all people, without misuse.

Artificial intelligence is mainly realized as software, but it
involves hardware, data and human. So, when we speak
about Al reliability, it obviously includes hardware,
software, data and human reliability.

2. DEFINITION OF RELIABILITY

In general, reliability is defined as the ability of an item to
perform a required (expected) function under stated
conditions for a stated period of time [1]. Instead of term
item, in this paper we will use term product as general
term, and this will include device, element or system
realized in hardware, software or both. Al can also be
treated as product. Reliability of Al can be defined in
similar way as reliability of a product.

In [2] Reliability of Artificial Intelligence® is defined as
the probability, at a certain level of confidence, that the
System will successfully, without failure, perform the
function for which it is intended, within the specified
performance limits, during the specified duration of the
tasks, when it is used in the prescribed manner and for the
purpose for which it is intended, under defined load

YIn [2] it is called System or Atrtificial Intelligence System.

levels, taking into account the previous system usage
time.

Quantitatively, reliability is expressed in probability, and
are very important in reducing downtime and operational
and maintenance cost of a product. Reliability and
maintenance are mutually connected. Higher reliability
means less costly maintenance. There are many factors
which can influence reliability. For example, reliability of
hardware can change if environment changes
(temperature, mechanical stresses, etc). Similarly,
reliability of Al changes if data and user behaviour
changes.

High reliability is very important, especially in
professional equipment as military, medical or driverless
cars, and it comprises hardware reliability, software
reliability, and human reliability [3], and it can include
Al, so reliability of Al is also important.

Calculating reliability, we essentially calculate prognostic
reliability. That is why we are not talking about
determination, but about reliability assessment or
reliability prognostic. Reliability prognostic has been
done for almost 60 years using MIL-HDBK-217, mostly
for electronic hardware [4]. Reliability assessment of
software is more complicated.

Reliability is building in during designing of a product,
provided in production and supported in use. It is also
connected with cost. More reliable product is more
expensive, but more reliable product is also cheaper for
maintenance.

Artificial intelligence is in essence a software but it
involves hardware, data and human and reliability of Al
can be defined as in [5].

Because Al is dominantly software, it is connected with
software reliability. Software errors are dominantly cause
of software unreliability. Software can contain errors, and
errors can produce faults. Errors in software are produced
by programmers, so it is important to be familiar with
these errors.
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Al can learn from human, and human knowledge can be
erroneous, so it is connected with human reliability.

Al can learn from data, and data can be accidentally or
intentionally corrupted, so Al can fail. Now we can speak
about data reliability, and Al reliability is connected with
data reliability.

Reliability is not easy to calculate or evaluate. In
calculation of reliability input data is the biggest problem.
Not because there is too much data, but because,
sometimes, there is too little data. When we are dealing
with maintenance, also the problem is more often that we
do not have enough data. How many data we have about
Al reliability, especially if it is new application?

3. DEFINITION OF Al

There is no generally accepted definition of artificial
intelligence [6]. According to the Encyclopaedia
Britannica dictionary [7] artificial intelligence is the
ability of a digital computer or computer-controlled robot
to perform tasks commonly associated with intelligent
beings. According to the Merriam-Webster dictionary [8],
Al is a branch of computer science dealing with the
simulation of intelligent behaviour in computers, or the
capability of a machine to imitate intelligent human
behaviour.

Government of the Republic of Serbia ([6, 2] accepted
next definition of Al, also used in [9]: “Artificial
intelligence (Al) refers to systems that display intelligent
behaviour by analysing their environment and taking
actions — with some degree of autonomy — to achieve
specific goals.”

Acrtificial intelligence-based systems can be purely
software-based and operate in a virtual world (for
example: virtual assistants, photo analysis software, web
browsers, recommendation systems, speech and face
recognition systems) or they can be embedded in devices
- hardware (for example: advanced robots, autonomous
vehicles, drones, etc.) [2, 9].

Artificial intelligence was founded as an academic and
scientific discipline in the middle of fifties of the last
century, and since then development has gone in different
directions, being divided in sub-fields. Therefore, it is not
a surprise that the definition of Al has been changed
during time.

In the history of Al, there have been ups and downs,
starting with the logic-based approach (during the 1950s
and 1960s), the knowledge-based expert systems
approach (1970s and 1980s), and the data-based approach
(since 2000) years onwards with periods of
disappointment and reduced investment [6]. In the last
decades, Al is defined as a study of intelligent agents -
any device that precepts its environment and takes actions
(by learning or using knowledge) to achieve its goals [1].

Essentially, the use of Al is an attempt to replace human
intelligence with machine intelligence. Because of that,
sometimes, Al is called machine intelligence. But it does
not mean that Al learn just copying human. Nowadays Al

can learn in its own way. And it, maybe, gives IT a
potential to outperform human (brain).

4. RELIABILITY OF Al

As it is mentioned before, everything can fail, and
Artificial intelligence (Al) is not an exception. If Al is an
attempt to replace human intelligence with machine
intelligence, and human reasoning can sometimes fail, so
Al can fail in a similar way. So, this is the reason of
erroneous reasoning (erroneous concluding, decisioning)
or wrong learning? Having that in mind, can we raise the
question about the reliability of Al, or how to avoid Al to
fail? [1].

If Al fails, it is unreliable, so can we trust in it?

4.1. Trustworthiness

This is an important question which attracted the attention
of ISO/IEC. In [10], there are surveys of topics related to
the so-called trustworthiness in Al systems, including the
following: (1) approaches to establish trust in Al systems
through transparency, explainability, controllability, etc.;
(2) engineering pitfalls and typical associated threats and
risks to Al systems, along with possible mitigation
techniques and methods; and (3) approaches to assess and
achieve availability, resiliency, reliability, accuracy,
safety, security, and privacy of Al systems. In that
document, trustworthiness is defined as an ability to meet
stakeholders expectations in a verifiable way, including
the characteristics of trustworthiness such as reliability,
availability, resilience, security, privacy, safety,
accountability, transparency, integrity, authenticity,
quality, and usability.

It seems that trustworthiness is broader term than

reliability.

In [11] under the headline “Enhancing the reliability of
artificial intelligence* is stated that “Computers that learn
for themselves are with us now. As they become more
common in 'high-stakes' applications like robotic surgery,
terrorism detection and driverless cars, researchers ask
what can be done to make sure we can trust them. “So, are
they reliable? Or, can they fail? Or can we fool them?

In [12] is discussed why deep learning Al is so easy to be
fooled.An example is in a self-driving car application in a
real situation. It is, however, said that it can happen in the
case of sabotage as well.

There are examples of erroneous Al. From these
examples we can derive some reasons for Al to fail, such
as: quality of data, small or insufficient number of
training and test data, training on unreal data, nature of
learning algorithms, user incompetence.

4.2. Quality of data

Quality of data can have significant impact on the
reliability of Al. What if Al learns from corrupted data or
data which are corrupted on purpose (for example by an
enemy)? The consequences can be different, from
insignificant to catastrophic. So we need some kind of
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control on the data which Al uses to learn. This problem
doesn’t imply not to use Al, or not to allow Al to learn
from data, but to be aware of the problem in other to
prevent difficult consequences.

Some examples can be found in [13], Al failures from
IBM, Microsoft, Apple, and Amazon. The example from
IBM happened in 2013, when IBM partnered with the
University of Texas MD Anderson Cancer Center which
developed a new “Oncology Expert Advisor” system with
the goal to cure cancer [14].

Obviously, quality of data influence reliability. That is the
reason to speak of data reliability. Data reliability refers to
the completeness and accuracy of data as a measure of
how well it can be counted on to be consistent and free
from errors across time and sources. The more reliable
data is, the more trustworthy it becomes [15].

There are authors who ask questions about potential risks,
such as whether Al will pose an existential threat to
humanity, or whether Al technology will be concentrated
in the hands of the few [13]. But is not only question of
reliability.

4.3. Nature of the algorithm

There is also a question raised whether Al can fail to
function as expected, and the reason is because of the
nature of the machine-learning algorithms on which
modern Al techniques are commonly built. These
algorithms are capable of learning from massive amounts
of data, and once that data is internalized, they are capable
of making decisions experientially or intuitively like
humans. This means that for the first time, computers are
no longer merely executing detailed pre-written
instructions but are capable of arriving at dynamic
solutions to problems based on patterns in data that
humans may not even be able to perceive. This new
approach comes at a price, because many of these
algorithms can be black boxes, even to their creators [13].
Algorithm of Al is good if data from which this algorithm
learns is good. So, again we can speak about data
reliability.

4.4. Number and nature of data

One of the important questions is whether Al can work on
a small number of data, for example, the number of
failures of a product. In [16], it is concluded that model's
predictive accuracy depends on the relevancy, sufficiency,
and quality of the training and test data. Two questions
are commonly asked with regard to failure history data:
(1) How many failure events are required to train a
model? And (2) How many records is considered as
"enough"?

In July 2018, StatNews reviewed internal IBM documents
and found that IBM’s Watson was making erroneous,
downright dangerous cancer treatment advice. In [12], it
is concluded that, probably, the reason is because the
software is trained on a small number of hypothetical
cancer patients, rather than on real patient data.

Reliability is also important for security of Al (for

example protection of unauthorized access).

4.5. User competence

It seems to me that user competence or incompetence in
using Al can also be the reason for inadequate results
which Al can delivered. Important question is if human
can control Al.

As a conclusion for Al reliability, or trustworthiness
(which is a broader term), let us use the statement from
[17]: ,Having the capability to generate tremendous
benefits for individuals and society, Al also gives rise to
certain risks that should be properly managed,, and ,,It is
known that humans are biased in their decision making.
Since Al systems are designed by humans, it is possible
that humans inject their bias into them, even in an
unintended way. “

Analysing failures of Al, can help to improve Al
reliability. But on the other hand, use of Al can help to
improve its reliability, and evaluate of other products, and
also improve maintenance (methodology and training).

4.6. Al and human reliability

As we stated before Al can learn from human, and human
knowledge can be erroneous. Because we can speak about
human reliability, and if human is involved in Al,
obviously Al reliability is connected with human
reliability, because human action can influence reliability
of Al

I considered human reliability important from the
beginning of my work in reliability, so human reliability
is included in my textbooks and lectures for students [18,
19].

5. CONCLUSION

Artificial intelligence (Al) is in nowadays applying in
almost every area of human life, and can has big impact.
Everything can fail to function properly or as expected,
and Al is not an exception, so as any other product Al
must be reliable.

Some reason why Al is not reliable are inadequate quality
of data used to learn, small or insufficient number of
training and test data, training with unreal data, change of
data, nature of learning algorithms, changes of user
behaviour.

Someone must have in mind that Al is mainly software
and uses data to learn.

In order to avoid situations when Al becomes unreliable,
it is important to be familiar with causes of its
unreliability.

To build successful Al, there is a need to be familiar with
cases when Al failed in order not to make the same
mistakes. Analysing failure of Al can help to improve Al
reliability. Designers who want to apply Al must have in
mind reliability.

If humans are biased in their decision making, this can
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happen also with Al if Al learn from human.

Al is dominantly software, but can involve hardware and
human, and of course data, so reliability of Al is related
with software reliability, hardware reliability, human
reliability and data reliability. Software reliability is
usually more complex problem than hardware reliability,
and Al reliability is more complex than any of these
included human and data reliability.
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