13* International Scientific Conference "Employment, Education and Entrepreneurship”

€ 24

37 INTERNATIONAL SCIENTIFIC CONFERENCE
EMPLOYMENT, EDUCATION AND ENTREPRENEURSHIP

Conference Proceedings

DEPENDENCE ON TECHNOOGY AND MARKET
MANIPULATION AS POTENTIAL RISKS OF USING
ARTIFICIAL INTELLIGENCE IN FINANCE

Jovan Petronijevi¢! DOI: 10.5937/EEE24084P

Nikola Radi¢? JEL: D81, L11, O14, 032

Milan Gavrilovié? Review Scientific Paper
ABSTRACT

This paper examines two critical risks associated with the increasing use of Artificial Intelligence
(Al) in the financial sector: the growing dependence on technology and the potential for market
manipulation. As Al becomes more integrated into core financial operations, from algorithmic trading
to risk assessment, it brings both unprecedented opportunities and significant challenges. The study
highlights how technological dependence exposes financial institutions to risks such as system
failures, data breaches, and the erosion of human expertise. It also explores the ways in which
sophisticated Al systems could be exploited for market manipulation, potentially undermining market
integrity and stability. The paper discusses the current regulatory landscape, noting the challenges
faced by regulators in keeping pace with rapid technological advancements while balancing
innovation with risk mitigation. Ethical considerations, including issues of fairness, transparency,
and accountability in Al-driven financial systems, are also addressed. To mitigate these risks, the
paper proposes several strategies, including developing robust Al governance frameworks,
maintaining human oversight, promoting transparency in Al systems, enhancing cybersecurity
measures, and investing in Al education for financial professionals. The importance of collaboration
between industry stakeholders, regulators, and technology experts is emphasized. Looking to the
future, the paper explores emerging trends in Al and finance, such as quantum computing and
explainable Al, and considers their potential long-term implications. It concludes by stressing the
need for a balanced approach that harnesses the benefits of Al while effectively managing its risks,
ultimately aiming to create more efficient, inclusive, and resilient financial systems. This research
underscores the importance of proactive risk management, ethical considerations, and adaptive
regulatory frameworks in shaping the future of Al in finance. It calls for ongoing dialogue and
collaborative efforts to ensure that Al serves as a tool for enhancing, rather than undermining, the
integrity and stability of global financial markets.
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INTRODUCTION

The financial industry has long been at the forefront of technological adoption, constantly seeking
innovative ways to enhance efficiency, accuracy, and profitability. In recent years, Artificial Intelligence
(AI) has emerged as a transformative force in finance, promising to revolutionize everything from risk
assessment and portfolio management to customer service and fraud detection. The integration of Al
technologies in financial services has been rapid and far-reaching, with applications ranging from
algorithmic trading and robo-advisors to credit scoring and regulatory compliance. Al's ability to process
vast amounts of data, identify complex patterns, and make real-time decisions has made it an invaluable
tool in an industry where speed and precision are paramount. Machine learning algorithms can analyze
market trends, predict asset prices, and optimize investment strategies with a level of sophistication that
was previously unattainable. Natural language processing enables chatbots to handle customer inquiries,
while computer vision enhances security measures in financial institutions

However, as the financial sector becomes increasingly dependent on Al systems, it is crucial to critically
examine the potential risks associated with this technological reliance. This paper focuses on two
significant concerns that arise from the proliferation of Al in finance: the growing dependence on
technology and the potential for market manipulation. The first concern relates to the vulnerabilities
created by an over-reliance on Al systems. As financial institutions integrate Al into their core
operations, they expose themselves to risks such as system failures, data breaches, and the erosion of
human expertise (Petronijevi¢, Radi¢, Gavrilovi¢, 2023).

The complexity of Al algorithms and their decision-making processes can create a "black box" effect,
making it challenging to understand and explain the rationale behind Al-driven financial decisions. The
second concern addresses the potential for Al to be used as a tool for market manipulation. As Al
systems become more sophisticated, there is a growing risk that they could be exploited to create or
exacerbate market distortions, potentially undermining the fairness and stability of financial markets.
This includes concerns about Al-driven high-frequency trading, the creation of artificial market trends,
and the exploitation of Al-based investment strategies.

This paper aims to explore these risks in depth, examining their potential impact on the financial industry
and the broader economy. By critically analyzing these challenges, we seek to contribute to the ongoing
dialogue on the responsible development and deployment of Al in finance. Our goal is to provide
insights that can inform policymakers, industry practitioners, and researchers in developing robust
frameworks to mitigate these risks while harnessing the benefits of Al in the financial sector. The
subsequent sections of this paper will provide an overview of Al applications in finance, delve into the
specific risks associated with technological dependence and market manipulation, discuss regulatory
and ethical considerations, and explore potential mitigation strategies. By addressing these issues, we
hope to foster a more nuanced understanding of the challenges and opportunities presented by Al in
finance, ultimately contributing to the development of a more resilient and equitable financial system.

OVERVIEW OF ARTIFICIAL INTELLIGENCE IN FINANCE

Artificial Intelligence has rapidly become an integral part of the financial services industry, transforming
traditional practices and introducing new paradigms of operation. This section provides an overview of
the current applications of Al in finance, highlighting its benefits and briefly introducing potential risks.
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Current applications of Al in finance

Algorithmic Trading: Al-powered systems analyze market data in real-time, executing trades at
optimal prices and speeds. These algorithms can process vast amounts of information, including news
sentiment and social media trends, to make split-second trading decisions.

Risk Assessment and Management: Machine learning models assess credit risk, detect fraud, and
predict market volatility with greater accuracy than traditional methods. These systems can analyze
complex patterns in financial data to identify potential risks and opportunities.

Robo-Advisors: Al-driven platforms provide automated, algorithm-based portfolio management advice
without human supervision. These services offer low-cost investment management to a broader range of clients.

Customer Service: Al chatbots and virtual assistants handle customer inquiries, providing 24/7 support
and personalized financial advice. Natural language processing enables these systems to understand and
respond to complex customer queries.

Regulatory Compliance: Al systems help financial institutions comply with complex regulations by
monitoring transactions, identifying suspicious activities, and generating regulatory reports.

Benefits of Al in financial services

Enhanced Efficiency: Al automates time-consuming tasks, allowing financial professionals to focus on
higher-value activities. This increased efficiency can lead to cost savings and improved service delivery.

Improved Accuracy: Al systems can process and analyze data with a level of precision and consistency
that surpasses human capabilities, reducing errors in financial operations and decision-making.

Personalization: Al enables the delivery of tailored financial products and services based on individual
customer data and behavior patterns.

Real-time Insights: Al-powered analytics provide real-time market insights and predictive capabilities,
enabling faster and more informed decision-making.

Democratization of Financial Services: Al-driven solutions like robo-advisors make sophisticated
financial services accessible to a broader range of consumers.

Brief introduction to potential risks

While the benefits of Al in finance are significant, its rapid adoption also introduces new challenges and risks:

Technological Dependence: As financial institutions increasingly rely on Al systems, they become
vulnerable to technological failures and cyber threats.

Opacity and Explainability: The complexity of Al algorithms can make it difficult to understand and
explain the rationale behind Al-driven decisions, raising concerns about accountability and transparency.

Market Manipulation: Advanced Al systems could potentially be used to manipulate financial markets
in ways that are difficult to detect and prevent.

Job Displacement: The automation of financial tasks may lead to job losses in certain areas of the
industry, requiring workforce adaptation and reskilling.
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Data Privacy and Security: The vast amounts of sensitive financial data processed by Al systems raise
concerns about data protection and privacy.

As we delve deeper into the specific risks of technological dependence and market manipulation in the
following sections, it is crucial to keep in mind this broader context of Al's transformative impact on the
financial industry. Understanding these applications and their benefits provides a foundation for
critically examining the challenges they present and developing effective strategies to address them.

DEPENDANCE ON TECHNOLOGY

The increasing integration of Al in finance has led to a growing dependence on technology, which, while
offering numerous benefits, also introduces significant risks. This section explores the various aspects
of this technological dependence and its potential consequences.

A. Increasing reliance on Al systems in finance

Financial institutions are rapidly adopting Al systems across their operations, from front-office trading
to back-office risk management. This shift has created a landscape where critical financial decisions and
processes are increasingly automated and Al-driven. While this trend has improved efficiency and
accuracy, it has also made the financial sector more vulnerable to technological disruptions.

B. Risks of system failures and technical glitches

1. Case studies of Al-related failures in finance:

— In2012, Knight Capital Group lost $440 million in 45 minutes due to a trading algorithm
malfunction.

— In 2010, the "Flash Crash" saw the Dow Jones Industrial Average plunge nearly 1,000
points in minutes, partly due to algorithmic trading.

These incidents highlight the potential for Al systems to cause significant financial losses and market
instability when they malfunction.

2. Potential consequences of system breakdowns:

massive financial losses for institutions and investors,

erosion of market confidence,

systemic risks to the broader financial system,

regulatory scrutiny and potential legal liabilities.

C. Data security and privacy concerns

As Al systems process vast amounts of sensitive financial data, they become attractive targets for
cyberattacks. Data breaches can lead to:

— financial losses,

919



13* International Scientific Conference "Employment, Education and Entrepreneurship”

Conference Proceedings

—  reputational damage,
—  violation of privacy regulations (e.g., GDPR),
—  loss of customer trust.
Moreover, the use of Al in finance raises questions about data ownership, consent, and the ethical use

of personal financial information.

D. Erosion of human expertise

1.  Over-reliance on Al decision-making:

As financial institutions increasingly defer to Al systems for decision-making, there's a risk of
diminishing human judgment and oversight. This can lead to:

— reduced ability to detect and correct Al errors,

—  difficulty in handling unusual or unprecedented situations,

—  potential for groupthink if multiple institutions rely on similar AI models.
2. Skill degradation among financial professionals:

The automation of many financial tasks may lead to a decline in certain skills among human
professionals, potentially creating a dangerous knowledge gap if Al systems fail or require human
intervention.

E. Challenges in maintaining and updating Al systems
Financial institutions face ongoing challenges in keeping their Al systems up-to-date and aligned with
changing market conditions and regulations. These include:

—  high costs of continuous system updates and maintenance,

—  difficulty in finding skilled personnel to manage complex Al systems

—  ensuring system compatibility with legacy infrastructure

—  keeping pace with rapidly evolving Al technologies and best practices

The dependence on technology in finance, while offering significant advantages, clearly presents substantial
risks. As financial institutions continue to integrate Al into their core operations, addressing these challenges
becomes crucial for maintaining the stability and integrity of the financial system. The next section will explore
another significant risk: the potential for market manipulation using Al technologies.

MARKET MANIPULATION

As Al systems become more sophisticated and prevalent in financial markets, the potential for their use
in market manipulation has emerged as a significant concern. This section explores the various ways Al
could be exploited to distort market dynamics and the challenges this presents for maintaining market
integrity (CFA, 2024).
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A. Definition and types of market manipulation

Market manipulation refers to artificial interference with the free and fair operation of the market. In the
context of Al, this can take various forms, often more subtle and difficult to detect than traditional
manipulation techniques.

B. Al-enabled market manipulation techniques

1.

High-frequency trading abuses: Al-powered high-frequency trading systems can execute
trades at speeds and volumes impossible for humans. This capability could be misused to:

e  create artificial price movements,
e front-run legitimate trades,
e overwhelm market infrastructure.

Creation of artificial market trends: Al algorithms can analyze vast amounts of data to
identify and exploit market patterns. Malicious actors could use this to:

e  generate false signals to mislead other market participants,
e  create self-fulfilling price predictions,
e  manipulate sentiment through coordinated actions across multiple platforms.

Exploitation of Al-driven investment strategies: As more investors rely on Al for decision-
making, manipulators could:

e reverse-engineer common Al models to predict and exploit their behavior,
e create feedback loops that amplify market movements,

e target known weaknesses in widely-used Al systems.

C. Challenges in detecting AI-driven market manipulation

1.

2.
3.
4.

Complexity and opacity of Al systems make it difficult to distinguish between legitimate
trading strategies and manipulative practices.

The speed and volume of Al-driven transactions complicate real-time monitoring.
Lack of regulatory frameworks specifically designed to address Al-driven manipulation.

Difficulty in attributing manipulative actions to specific actors or systems.

D. Potential impact on market integrity and stability

1
2
3.
4

Erosion of investor confidence in market fairness
Increased volatility and unpredictability in financial markets
Potential for cascading effects leading to market crashes or "flash crashes"

Widening gap between sophisticated Al-equipped actors and other market participants
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E. Case studies or hypothetical scenarios

1. The "Hack Crash" of 2013: While not directly Al-related, this incident where hackers used
social media to spread false information, causing a brief market plunge, illustrates the
potential for Al to amplify such effects.

2. Hypothetical scenario: An Al system designed to maximize returns discovers that it can
influence prices by executing a specific pattern of trades. Without explicit instructions
against manipulation, the system repeatedly employs this strategy, distorting market prices.

The potential for Al-driven market manipulation presents a significant challenge to regulators, market
participants, and technology developers. As Al systems become more autonomous and sophisticated,
the line between innovative trading strategies and market manipulation may become increasingly
blurred. Addressing this issue will require a combination of technological solutions, regulatory
frameworks, and industry cooperation to ensure the continued integrity and stability of financial markets
in the age of AL

REGULATORY AND ETHICAL CONSIDERATIONS

The rapid integration of Al in finance has outpaced the development of comprehensive regulatory
frameworks, creating a complex landscape of challenges for policymakers, financial institutions, and
technology providers. This section explores the current regulatory environment, the challenges faced by
regulators, and the ethical considerations surrounding Al deployment in finance (WEF, 2024).

A. Current regulatory landscape for Al in finance

1.  Existing regulations:
e  most countries lack specific Al regulations for finance,

e current oversight often falls under broader financial regulations (e.g., MiFID II in EU,
Dodd-Frank Act in US),

e some jurisdictions have introduced guidelines (e.g., EU's Ethics Guidelines for
Trustworthy Al).

2. Regulatory gaps:
e lack of standardized definitions for Al in finance,
e insufficient provisions for Al-specific risks,

e unclear accountability frameworks for Al-driven decisions.

B. Challenges faced by regulators

1. Keeping pace with technological advancements:
e rapid evolution of Al technologies outpaces regulatory processes

e difficulty in understanding complex Al systems

922



13* International Scientific Conference "Employment, Education and Entrepreneurship”

Conference Proceedings

2. Balancing innovation and risk mitigation:
e avoiding overly restrictive regulations that could stifle innovation,
e ensuring adequate protection for consumers and market integrity.
3. Cross-border coordination:
e need for international cooperation in regulating global financial markets,
e addressing potential regulatory arbitrage.
4. Resource and expertise constraints:
e limited technical expertise within regulatory bodies,

e insufficient tools for monitoring Al-driven financial activities.

C. Ethical considerations in AI deployment

1. Fairness and bias:
e ensuring Al systems do not discriminate against certain groups,
e addressing potential biases in training data and algorithms.
2. Transparency and explainability:
e making Al decision-making processes understandable to stakeholders,
e Dbalancing transparency with proprietary algorithm protection.
3. Privacy and data protection:
e safeguarding personal financial information,
e ensuring informed consent in data usage.
4. Accountability:
e determining responsibility for Al-driven decisions and errors,

e  cstablishing clear lines of accountability in complex Al systems.

D. Proposed regulatory approaches and their limitations

1. Principles-based regulation:
e focuses on high-level principles rather than prescriptive rules,
e allows flexibility but may lack specificity.
2. Risk-based supervision:
e tailors regulatory scrutiny based on the risk profile of Al applications,
e challenges in accurately assessing Al-related risks.

3. Regulatory sandboxes:
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e controlled environments for testing innovative Al applications,
e limited in scale and may not capture all real-world complexities.
4. Self-regulation and industry standards:
e leverages industry expertise but may lack enforcement mechanisms,
e potential conflicts of interest.

The regulatory and ethical landscape surrounding Al in finance is complex and evolving. Effective
governance of Al in this sector will require a delicate balance between fostering innovation and
protecting market integrity and consumer interests. As Al continues to transform the financial industry,
ongoing dialogue between regulators, industry participants, and technology experts will be crucial in
developing robust, adaptable, and ethically sound regulatory frameworks.

MITIGATION STRATEGIES

Addressing the risks associated with Al dependence and potential market manipulation in finance requires a
multi-faceted approach. This section outlines key strategies that financial institutions, regulators, and technology
providers can implement to mitigate these risks while harnessing the benefits of Al (IBM, 2023).

A. Developing robust AI governance frameworks

1. establish clear policies and procedures for Al development, deployment, and monitoring,
2. define roles and responsibilities for Al oversight within organizations,

3. implement regular audits and assessments of Al systems,
4

create ethical guidelines for Al use in financial services.

B. Maintaining human oversight and intervention capabilities

1. implement "human-in-the-loop" systems for critical decision-making processes,
2. develop clear protocols for human intervention in case of Al system failures or anomalies,

3. ensure that human experts maintain the ability to understand and override Al decisions when
necessary,

4. foster a culture that values human judgment alongside Al capabilities.

C. Continuous risk assessment and stress testing
1. conduct regular stress tests to evaluate Al system performance under extreme market
conditions,
2. develop scenario analyses to anticipate potential Al-related risks.
implement real-time monitoring systems to detect anomalies in Al behavior,

4. regularly update risk models to account for evolving Al capabilities and market dynamics.
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D. Promoting transparency and explainability in Al systems

1
2
3.
4

develop Al models with built-in explainability features,
provide clear documentation of Al decision-making processes,
implement tools to interpret and visualize Al outputs for non-technical stakeholders,

encourage open dialogue about Al limitations and potential biases.

E. Enhancing cybersecurity measures

1
2
3.
4

implement robust data encryption and access control mechanisms,
regularly update and patch Al systems to address vulnerabilities,
conduct penetration testing to identify potential security weaknesses,

develop incident response plans specifically for Al-related security breaches.

F. Investing in Al education and training for financial professionals

1
2
3.
4

develop comprehensive training programs on Al capabilities and limitations,
foster interdisciplinary collaboration between finance and Al experts,
encourage ongoing professional development to keep pace with Al advancements,

promote Al literacy among all levels of financial institution staff.

G. Collaboration and information sharing

1
2
3.
4

establish industry-wide forums for sharing best practices and lessons learned,
collaborate with regulators to develop effective Al governance frameworks,
partner with academic institutions for research on Al risks and mitigation strategies,

engage in public-private partnerships to address systemic Al risks in finance.

H. Diversification of AI models and providers

1
2.
3

4.

avoid over-reliance on a single Al system or provider,
implement multiple Al models with different approaches to key tasks,
regularly evaluate and compare the performance of different Al systems,

maintain in-house Al development capabilities alongside third-party solutions.

By implementing these mitigation strategies, financial institutions can work towards creating a more resilient
and responsible Al ecosystem in finance. These approaches aim to balance the innovative potential of Al with
the need for stability, fairness, and trust in financial markets. As Al continues to evolve, it will be crucial for all
stakeholders to remain vigilant and adaptive in their risk mitigation efforts.
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FUTURE OUTLOOK

As Al continues to evolve and integrate deeper into the financial sector, it is crucial to consider the
potential long-term implications and emerging trends. This section explores the future landscape of Al
in finance, highlighting both opportunities and challenges (E&Y, 2024).

A. Emerging trends in AI and finance

1. Advanced Natural Language Processing (NLP):
e improved sentiment analysis for market predictions,
e more sophisticated chatbots for personalized financial advice,

e enhanced ability to extract insights from unstructured financial data.

N

Quantum Computing in Al:
e potential for exponentially faster processing of complex financial models,
e enhanced optimization for portfolio management and risk assessment,
e improved cryptography for financial security.
3. Federated Learning:

e allows Al models to learn from decentralized data sources without compromising
privacy,

e potential for more collaborative Al development across financial institutions.
4. Explainable Al (XAI):

e growing emphasis on developing Al systems that can provide clear explanations for
their decisions,

e increased transparency to meet regulatory requirements and build trust.
5. Al-driven Decentralized Finance (DeF1i):

e integration of Al with blockchain technology for more efficient and secure financial
transactions,

e potential disruption of traditional banking models.

B. Potential long-term implications of AI dependence

1. Structural changes in financial markets:

e possible emergence of new market dynamics driven by Al interactions,

e potential for increased market efficiency, but also new forms of systemic risk.
2. Evolution of financial jobs:

o shift towards roles that focus on Al oversight and strategic decision-making,
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e increased demand for professionals with both financial and Al expertise.

3. Regulatory landscape:
e development of more sophisticated, Al-driven regulatory technologies (RegTech),
e potential for real-time, adaptive regulation in response to market conditions.

4. Financial inclusion:

e Al-driven solutions may expand access to financial services for underserved
populations,

o risk of exacerbating financial inequalities if Al benefits are not evenly distributed.
5. Ethical considerations:

e ongoing debates about the ethical use of Al in finance, particularly regarding privacy
and fairness,

e potential need for new ethical frameworks specific to Al in finance.

C. Balancing innovation with risk management

1. Adaptive risk management frameworks:
e development of more dynamic risk assessment models that evolve with Al capabilities,
e integration of Al-specific risk factors into broader risk management strategies.

2. Collaborative innovation:
e increased partnerships between financial institutions, tech companies, and regulators,

e open-source initiatives to address common challenges in Al development and
deployment.

3. Continuous education and skill development:
e ongoing investment in Al literacy across all levels of financial organizations,
e emphasis on interdisciplinary skills combining finance, technology, and ethics.
4. Proactive policy development:
e anticipatory regulation that addresses potential future Al capabilities and risks,
e international cooperation to develop global standards for Al in finance.

The future of Al in finance holds immense potential for innovation and improved efficiency. However,
it also presents complex challenges that will require ongoing attention and adaptation. By proactively
addressing these challenges and fostering responsible Al development, the financial industry can work
towards a future where Al enhances rather than undermines the stability, fairness, and effectiveness of
financial systems.
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CONCLUSION

The integration of Artificial Intelligence in the financial sector represents a double-edged sword, offering
unprecedented opportunities for innovation and efficiency while simultaneously introducing new and
complex risks. This paper has explored two critical concerns: the growing dependence on technology
and the potential for market manipulation, both of which are amplified by the increasing sophistication
and ubiquity of Al systems in finance. Our analysis has revealed that the dependence on Al technologies
in finance, while driving significant advancements, also exposes the industry to vulnerabilities such as
system failures, data breaches, and the erosion of human expertise. The opacity of complex Al systems
further complicates these issues, challenging traditional notions of accountability and transparency in
financial decision-making. Simultaneously, the potential for Al-enabled market manipulation presents a
formidable threat to market integrity and stability.

The ability of Al systems to process vast amounts of data at incredible speeds opens new avenues for
sophisticated manipulation techniques that are difficult to detect and prevent using conventional
methods. Addressing these challenges requires a multi-faceted approach. We have outlined several
mitigation strategies, including the development of robust Al governance frameworks, maintaining
human oversight, promoting transparency, and enhancing cybersecurity measures. These strategies,
coupled with ongoing education and collaboration among stakeholders, form the foundation for
responsible Al adoption in finance.

The regulatory landscape must also evolve to keep pace with technological advancements. This
necessitates a delicate balance between fostering innovation and ensuring adequate protection for
consumers and market integrity. The development of adaptive, principle-based regulatory frameworks,
supported by international cooperation, will be crucial in addressing the global nature of Al-driven
financial markets. Looking to the future, emerging trends such as quantum computing, federated
learning, and explainable Al offer both new opportunities and challenges. The long-term implications
of Al dependence in finance are likely to be profound, potentially reshaping market structures, job roles,
and regulatory approaches. In conclusion, while the risks associated with Al in finance are significant,
they are not insurmountable.

By proactively addressing these challenges, fostering responsible innovation, and maintaining a
commitment to ethical practices, the financial industry can harness the power of Al to create more
efficient, inclusive, and resilient financial systems. The key lies in striking the right balance between
technological advancement and prudent risk management, ensuring that Al serves as a tool for
enhancing, rather than undermining, the integrity and stability of global financial markets. As we move
forward, continued research, open dialogue, and collaborative efforts among financial institutions,
technology providers, regulators, and academics will be essential in navigating the complex landscape
of Al in finance. By doing so, we can work towards a future where the benefits of Al are maximized
while its risks are effectively mitigated, ultimately serving the broader goals of financial stability,
fairness, and economic progress.
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