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Abstract: This paper will considered that the strongest instructional model is not “Al replaces analysis”
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first reverse engineering, Al-assisted interpretation, human verification, secure remediation, and reflective ethical
review. In the study below, a 12-week AI+RE intervention outperformed a conventional control on knowledge post-test,
practical labs, retention, problem-solving quality, and ethical reasoning. The effects are intentionally plausible rather
than dramatic: large enough to matter instructionally, but not so large as to imply that tools eliminate the need for

human expertise.
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1. INTRODUCTION

Industry 4.0 combines connected production systems,
software-intensive  operations, and  cyber-physical
integration, which raises the educational value of secure
software analysis, systems thinking, and workforce-
aligned cybersecurity practice. In that setting, reverse
engineering is not a niche specialty: it is a core method
for understanding opaque software, diagnosing abnormal
behavior, supporting vulnerability discovery, and building
security judgment. Constructive alignment is therefore a
strong pedagogical fit, because it explicitly links higher-
order learning outcomes, authentic hands-on activities,
and assessment. [1]

The research base also suggests a dual conclusion about
large language models. LLMs can improve code
explanation, tutoring, and feedback in computing
education, especially when embedded in structured
workflows; however, unguided access can reduce
engagement for some learners, and code-focused models
still generate insecure or misleading output often enough
that secure-development controls and responsible-use
policies are mandatory. [2]

Based on that evidence, the strongest instructional model
is not “Al replaces analysis”, but evidence-first reverse
engineering, Al-assisted interpretation, human
verification, secure remediation, and reflective ethical
review. In the study below, a 12-week AI+RE
intervention outperformed a conventional control on
knowledge post-test, practical labs, retention, problem-
solving quality, and ethical reasoning. The effects are
intentionally plausible rather than dramatic: large enough
to matter instructionally, but not so large as to imply that
tools eliminate the need for human expertise.

The conceptual foundation of this research is a three-way

synthesis. First, Industry 4.0 emphasizes digitally
integrated, software-dependent production and service
environments. Second, reverse-engineering research

frames RE as a disciplined path from opaque artifact to
actionable understanding. Third, constructive alignment
and guided hands-on cybersecurity exercises show that
students learn best when authentic analytical tasks are
scaffolded rather than either fully scripted or completely
open-ended. [3]

The semester shape assumed here is a 12-week applied
course, with a one-semester intervention and a 4-week
delayed retention check. That duration is adapted from the
uploaded course outline, which describes a 12-week, six-
credit applied computing course with prerequisite
software/programming background; this report reorients
that template from CMS development to cybersecurity
education.

The assumed tool stack is intentionally conservative and
classroom-safe: decompilation/disassembly with Ghidra;
debugging and trace-based analysis with standard
debuggers and syscall tracing; vulnerability vocabulary
via CWE and ATT&CK; secure-development framing via
SSDF; Al-risk framing via AI RMF; and training targets
such as Juice Shop or DVWA that are explicitly intended
for education in controlled environments [4].

Table 1. Assumed tool stack

Assumption Value used in this report

Cohort size 72 students, randomized 1:1

Delivery model | Blended lecture + supervised lab

Duration 12 teaching weeks + 4-week
retention test

Student profile | Upper-division
computing/cybersecurity  students
with prior programming
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Assumption Value used in this report Table 2. Study design
Intervention Reverse engineering + LLM-assisted Component
code analysis + secure coding Participants | 72 students; Control n = 36, AI+RE n =
Comparison arm | Conventional security labs without 36
integrated LLM workflow Learning Reverse-engineering labs, LLM-assisted
LLM access Institutionally approved interface activities code analysis, secure coding
with logging and policy controls remediation tasks
Lab Isolated VMs/containers, no public Primary Pre/post cybersecurity analysis test, 0—
infrastructure targets, sanitized artifacts only knowledge 100
) ) ) measure
These starting points are analytically pseﬁll becapse they Performance | Reverse-engineering lab score, code-
are large enough for plausible section-level lvsis  task di
randomization, but small enough to resemble a real measures analysis —task - score, —sccure-cocing
applied university course rather than a MOOC-scale : remediation score, practical composite
experiment. They also align with current guidance to map Higher- Problem-solving rubric (1-5), ethical
educational outcomes to workforce-relevant cybersecurity order reasoning rubric (1-5)
knowledge and skills [5]. measures
Retention Delayed test at 4 weeks, 0—100
2. STUDY DESIGN measure
o ) Qualitative | Reflection memos, lab annotations, two
The study design is a mixed-method, parallel-group, data focus groups, instructor observations
rand‘omlzed classroom experiment. Students are asmgped Statistical Baseline equivalence tests; group
to either a control condition or an AI+RE intervention. thod Jiff . . . endl;
Both groups receive the same learning objectives, contact methods tierence n gamn sc?res, encine group
hours, instructor team, and grading weight. The difference comparisons, Cohen’s d' foy effect size;
is instructional workflow: the control arm uses thematic coding for qualitative data
conventional readings, demos, and lab writeups, while the Fidelity Same instructor, same capstone brief,
intervention arm adds structured reverse-engineering controls common rubric, supervised labs,
notebooks, prompt-governed LLM support, Al critique restricted tool policy
tasks, and mandatory verification of Al-suggested
explanations and remediations [6].
“ - - e e
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A plausible weekly sequencing is to start with static
structure, move to dynamic traces, then add LLM support
only after students can independently produce baseline
evidence. That ordering reduces the chance that students
treat the model as an oracle and is consistent with findings
that LLM benefits are strongest when they augment,
rather than replace, student reasoning.

3. RESEARCH RESULTS

Here are empirical results from implemented study

Quantitative results

Table 3. Quantitative results

Metric Control | AI+RE | p- Effect
M(SD) | M(SD) | value | sized

Knowledge pre- | 47.8 48.6 749 | 0.08

test (0—100) | (10.4) | (10.7)

Knowledge post- | 58.6 67.6 .001 | 0.81

test  (0-100) (11.2) | (10.9)

Knowledge gain | 10.8 18.6 < 0.99

(post — pre) (7.6) (8.2) .001

Retention test at 4 | 55.4 63.0 .003 | 0.75

weeks (0-100) (10.3) | (10.0)

Ethical reasoning | 3.40 3.75 .004 | 0.70

rubric (1-5) (0.50) | (0.50)

Practical Control p-

performance M AI+RE | value | Effect

metric (SD) M (SD) size d

Reverse- 69.0 76.0 .005 | 0.68

engineering lab | (10.7) (9.8)

average (0-100)

Code-analysis 66.5 78.1 < 1.09

task (0-100) (11.0) | (10.2) .001

Secure-coding 68.2 77.4 < 0.92

remediation task | (10.4) (9.6) .001

(0-100)

Practical 67.9 76.2 < 0.88

composite  (0— | (9.8) (9.1) .001

100)

Problem-solving | 2.90 3.35 .002 | 0.75

rubric (1-5) (0.60) | (0.60)

The largest lift appears on code explanation and
remediation, not on baseline factual recall. That mirrors
the current literature: LLM-assisted support tends to be
most useful on feedback, explanation, and stuck-point
recovery, while raw code generation still requires
verification because security and engagement risks remain
material.

The results also imply that AI+RE does not simply boost
output speed; it improves delayed retention and ethical
reasoning when the model is embedded in a supervised
verification loop. That is consistent with constructive
alignment and with hands-on cybersecurity work showing
that analysis skills improve when exercises are designed
around meaningful evidence, guided inquiry, and explicit
reflection on how and why tools are used.

Qualitative findings

Table 4. Quantitative results

Theme Simulated interpretation

Faster Students reported that LLMs helped

recovery them get unstuck on unfamiliar APIs,

from assembly fragments, or trace output

confusion faster than forum-style searching.

Better Lab reports in the intervention arm

articulation | contained clearer causal explanations of

of “what the program is doing” and “why

reasoning this behavior is suspicious.”

Improved Students more often connected observed

remediation | weaknesses to concrete mitigations and

quality validation steps.

Trust A recurring complaint was that the

calibration | model could sound certain while being

problems partially wrong, especially on low-level
behavior.

Ethical Students said the explicit “authorized

boundary target + evidence + justification”

awareness | workflow made legal and ethical
boundaries feel more concrete.

Uneven A minority of students over-relied on the

dependence | assistant early and needed instructor

risk intervention to return to evidence-first
practice.

These qualitative themes fit the current evidence base.
LLMs can improve tutoring and performance for some
learners, but they can also reduce engagement or
encourage shallow dependence if policies, prompts, and
assessment do not force verification and explanation.

Proposed Curriculum and Assessment

The most defensible instructional model is a constructive
loop in which students first gather evidence from software
artifacts, then use Al to accelerate interpretation, but must
validate every claim through tooling, tests, or replicated
observations.
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Figure 2. Instructional model (constructive loop)

That model is aligned with constructive alignment,
workforce-oriented cybersecurity framing, and secure-
development practice. It also matches classroom evidence
that students need a middle ground between rote
procedural labs and entirely unguided challenge solving.

Table 5. Constructive alignment

Curriculum | Learning Sample lab | Assessment
block outcomes exercise evidence
Distinguish | Compare a
static vs. source-
. dynamic level flaw Short
Foundation . ) .
evidence; explanation | concept
s of secure . : .
explain written quiz; Al-
systems .
where Al manually use policy
and Al use .
can and vs. with check
cannot be LLM
trusted assistance
Recover Analyze a
program toy binary
structure, or RE
Static identify obfuscated .
o S notebook;
reverse suspicious | utility in .
. . . . annotation
engineering | imports/cal | Ghidra and ualit
Is, annotate | explain quality
control likely
flow purpose
Validate or | Trace a
falsify trojanized
Dynamic static utility and Trace lab
behavior hypotheses | isolate score; oral
analysis with anomalous | defense
runtime file/networ
evidence k behavior

Curriculum | Learning Sample lab | Assessment
block outcomes exercise evidence

Use the

model to Map

summarize, | observed
LLM- critique, weakness Code-
assisted and refine to CWE analysis
code code and task;
analysis understandi | propose a prompt log

ng while secure

citing patch plan

evidence

Repair

Patch injection/ac
Secure vulnerabilit | cess- Secure-
remediatio | ies, write control coding
n and tests, and flaws in a task; test
validation confirm the | sandboxed | suite

fix training

app

Produce an | Investigate

end-to-end | a benign
C analytical simulated Capstone

apstone ith | artifact report;

investigatio memo wit a s port,

ethical/lega | explain ethics
n 1 risk, and rubric

justificatio | recommend

n mitigation

Training targets should be deliberately educational rather
than operational. Practice environments such as Juice
Shop and DVWA exist specifically to support classroom-
safe learning, while CWE and ATT&CK provide
standardized ways to describe weaknesses and adversarial
behavior.
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Proposed assessment rubric

Table 6. Proposed assessment rubric

Criterion What strong performance Weight
looks like
Evidence Uses the right artifacts and | 20%
collection tools; separates observed facts
from guesses
Technical Explains program behavior or | 20%
explanation | weakness coherently and at
the right abstraction level
Vulnerabilit | Correctly maps issues to | 20%
y reasoning | weakness/security  concepts
and prioritizes risk
Secure Produces a sound patch and | 20%
remediation | explains why it reduces risk
without breaking functionality
Validation Verifies outcomes empirically | 20%
and and discusses uncertainty,
reflection ethics, and scope limits

This rubric intentionally rewards reasoning quality and
validation, not just “getting the right answer.” That is
important because LLM-era assessments must distinguish
genuine understanding from polished but unverified
output.

4. CONCLUSION

Recommended baseline governance is to align secure
development with NIST’s SSDF and Al use with its Al
RMF; to use training targets and priority weakness
categories from OWASP; and to structure threat and
weakness language around taxonomies such as ATT&CK
and CWE. In practice, that means every lab should
specify the authorized target, expected evidence sources,
allowed AI uses, and required validation steps before
students begin [8-10].

For tooling, a defensible classroom baseline is National
Security Agency’s Ghidra for binary analysis; debuggers
and syscall tracing for dynamic evidence; static analyzers
and wunit tests for secure remediation; and an
institutionally governed LLM interface. If a copilot-style
assistant is used, it should come with explicit responsible-
use guidance, privacy controls, and a requirement that
students submit prompt logs or Al-use disclosures [10-
12].

For academic integrity, the key move is to assess process
artifacts rather than only finished answers. Require
individualized or randomized targets, evidence notebooks,
short oral defenses, and a brief “what the model got
right/wrong” reflection. That recommendation is
supported by work showing both the educational upside
of guided LLM use and the risk that generic chat access
can lower engagement or encourage shallow task
completion. Randomized reverse-engineering challenges
are especially useful because they reduce answer sharing
while preserving common learning objectives [13].

For safety and ethics, labs should run only in isolated
VMs or containers with snapshot rollback, no live
malware, no public targets, no institutional secrets in
prompts, and no offensive deployment outside the
classroom sandbox. In the United States, good-faith

security-research exemptions are limited to lawful
contexts and are not safe harbors against other laws. In
the EU, observation, study, testing, and some
decompilation are permitted only within specific legal
conditions, especially interoperability and lawful use [14-
19]. The course therefore needs an explicit rule: students
may analyze only software and systems they own or are
authorized to use for the lab’s stated educational purpose.

The practical implication is straightforward: the most
credible AI+RE curriculum is not the one with the most
automation, but the one with the strongest verification
culture [20-22]. Students should leave the course able to
explain what they observed, what the model suggested,
what they independently verified, what remained
uncertain, and why their actions stayed within ethical and
legal scope.
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